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1 O6waa nupopmauyus

PyKoBOACTBO NpeAHa3HayYeHo 415 agMUHUCTPATOPOB, YCTaHaBMBatowmx Selena B cBoit
Kubernetes-knactep. Pasgesnbl HMxe onucbiBatoT nogaepxmsaemslin production flow.

1.1 NMopsaaok ycTaHOBKW

1. MogrotoBuTtb Kubernetes, DNS, registry, storage 1 BHeLLHWE 3aBUCUMOCTH.

2. YctaHoBuTtb foundational external dependencies: PostgreSQL, Keycloak runtime n, ecnu
Hy>XeH demo, OpenLDAP no pa3geny YcTaHOBKa BHELUHUX 3aBUCUMOCTENA.

3. Hactpoutb Keycloak realm, groups, clients n token claims no pa3sgeny Keycloak, LDAP n
OAuth.

4. JoycTtaHoBUTL external dependencies, KOTOPbIM HYXHbI Y>ke co3faHHble Keycloak clients,
Hanpumep bundled monitoring/Grafana OAuth; Takke yctaHoBute MinlO n Lakekeeper,
€C/I1 OHW HY)XXHbl B BbIOPAHHOW cxeme.

5. Co3pgaTtb application Secrets gnsi CM, IDE n Al, korga yke n3ecTtHbl database
endpoints/passwords n Keycloak client secrets.

6. YcTaHOBUTL TO/MIbKO 6a3oByto niardopmy Selena: Selena operator u Selena Cluster
Manager.

7. Uepe3 CM API yctaHoBUTb Selena Engine, goxaatbca READY 1 BbINOSIHUTL bootstrap-
auth-rbac.

8. Tonbko nocne bootstrap yctaHoBuTb IDE, Al backend/frontend n MCP.

9. HactpouTtb Selena roles/grants, npussasaTtb Keycloak groups k Selena roles, nposeputb
direct SQL n Ul. Moapo6HbI cnpaBovHKK NO grants u object-level privileges: Selena grants,
roles 1 CM APL.

IDE, Al n MCP HamepeHHO cTaBATcs nocne Engine bootstrap. [lo bootstrap elle He rotossbl
runtime credentials n Engine endpoint, noaTomy paHHuin deploy aTnx cepBucos co3gaet
nvwHne Pending/Unready CMMNTOMbI U YC/IOXHSAET NPUEMKY.

1.2 External dependencies

Monpo6HbIN NOPALOK YCTAHOBKM BHELUHMX 3aBUCUMOCTEN BbIHECEH B YCTAHOBKA BHELLHNX
3aBucumMocTein. Ero pesynestar - rotoBble endpoints/credentials ana PostgreSQL, Keycloak, S3,
Lakekeeper n opyrux 3aBUCUMOCTEN; 3TV 3HAYEHUs 3aTeM ucnosb3ytoTcsa B Values, Secrets un

Images.

© 00O «lMnaTtdopma OaHHbIX CeneHa», 2026 3


file:///docs/dis_docs/install_guide_kubernetes/external-dependencies/
file:///docs/dis_docs/install_guide_kubernetes/keycloak-ldap-and-oauth/
file:///docs/dis_docs/install_guide_kubernetes/keycloak-ldap-and-oauth/
file:///docs/dis_docs/install_guide_kubernetes/selena-grants-roles-cm-api/
file:///docs/dis_docs/install_guide_kubernetes/selena-grants-roles-cm-api/
file:///docs/dis_docs/install_guide_kubernetes/external-dependencies/
file:///docs/dis_docs/install_guide_kubernetes/external-dependencies/
file:///docs/dis_docs/install_guide_kubernetes/values-secrets-and-images/
file:///docs/dis_docs/install_guide_kubernetes/values-secrets-and-images/

{[)) SELENA

1.3 Pa3spensl

10.

. Preflight — noarotoBka knactepa, DNS, storage u registry access.

. YCTaHOBKa BHELLHMX 3aBUCMMOCTEN — yCcTaHOBKa uav nposepka PostgreSQL, Keycloak,

monitoring/Grafana, MinlO, Lakekeeper n demo LDAP.

. Keycloak, LDAP n OAuth — Keycloak, LDAP/AD federation, groups, clients, claims n

Grafana roles.

. Values, Secrets 1 Images — MnHumasibHble values, application Secrets, images u

CMpaBOYHUK CBOWCTB.

. YcTaHoBKa 6a30Boii nnatopmbl Selena — yctaHoBka Selena operator, CM n 3arpyska

license.

. Engine cluster, bootstrap u storage — yctaHoBka Engine yepe3 CM API, bootstrap n

storage.

. IDE, AI/MCP, RBAC, nonb3oBatenu u direct SQL — yctaHoBka IDE/AI/MCP nocne

bootstrap, RBAC, group sync u direct SQL.

. Mpunewmka, akcnnyarauuna n troubleshooting — hnHanbHaa npuemka, operations n

troubleshooting.

. Selena grants, roles n CM API — nogpo6HbIii cnpaBoYHKUK No Selena roles, grants, object

types n CM API.
CoctaB noctaskm — Helm charts n MmmHuMasnbHble values-aiinel: internal n external.

1.4 Placeholder format

B komaHgax ncnonb3yetcs popmar {variable_name} . 31o He shell variable. Mepen

BbINO/IHEHMEM KOMaHA4bl 3aMeHnTe placeholder Ha dhakTMyeckoe 3HayveHme.

Mpumep:

curl -fsS {cm_url}/actuator/health

Ecnv Baw CM API ony6nmnkoBaH kak https://cm.example.com/api/vl, BbINOAHSANTE:

curl -fsS https://cm.example.com/api/vl/actuator/health

3HaueHus, KoTopble Bo3BpallaeT API, 6epuTe 13 npeablayLiero oTeeTa:
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Placeholder OTKypa B31Tb
{cm_admin_access_token} [Mone .accessToken K3 oTBeTa POST /auth/login .
{operation_id} Mone .operationId n3 otBeTa lifecycle operation.
{bootstrap_operation_id} [losie .operationId K3 oTBeTa POST /engine/cluster:bootstrap-auth-rbac

{cli_secret} lNone .clisecret K3 oTBeTa POST /me/cli-secret:reset ; MOKa3blBAETCA OVH pas.

[ns cnoxHbix overrides ¢ URL, JSON nan cnuckamu UCNonb3yinTe oTAeNbHbIN values overlay
file n nogkntoyaiiTe ero yepes -f. He nepegasalite TakMe 3HavyeHus Yepe3 helm --set:
cumBonel :, , , {} nnested keys nerko nHtepnpetupytotca Helm CLI kak pa3genurenu, 1 B
ntore chart nofly4yaeT He TO 3HaYeHNe.

1.5 YacTtble placeholders

Placeholder 3Ha4veHue
{selena_namespace} Namespace ansa CM, IDE, Al n shared Secrets, 06bI4HO selena.
{engine_namespace} Namespace gna Selena Engine, 06bI4HO selena-engine
{operator_namespace} Namespace Selena operator, 06bI4HO selena-operator ,

{monitoring_namespace} = Namespace monitoring/Grafana, 06bI4HO selena-monitoring .

{registry} Registry/repository prefix ¢ Selena images, Hanpumep registry.example.com/selena.
{registry_host} Host registry gns image pull Secret.

{registry_username} Username registry service account.

{registry_password} Password/token registry service account.

{keycloak_public_url} Browser-facing Keycloak URL, Hanpumep https://keycloak.example.com,

{keycloak_internal_ur In-cluster Keycloak URL, HanpumMep http://selena-keycloak-http.selena-keycloak.svc.cluste
1} r.local,

{cm_url} CMAPI URL ¢ Zapi/vi, Hanpumep https://cm.example.com/api/vi .

{cm_internal_url} In-cluster CM URL, Hanpumep http://selena-cm.selena.svc.cluster.local:8088/api/v1 .
{ide_public_url} Browser-facing Selena IDE URL.

Browser-reachable Al iframe URL. 3To MOXeT 6bITb OTAENbHbIA host unn path nog, IDE
{ai_public_url}
host.

{grafana_public_url} Browser-facing Grafana URL.

{selena_fe_mysql_host}  Host/IP ans direct SQL Ha port 9036 .

{storage_class} Kubernetes StorageClass gns PVC.
{engine_tag} Selena Engine image tag.
{selena_cm_tag} Selena CM image tag.
{selena_ide_tag} Selena IDE image tag.
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Placeholder

{selena_ai_backend_ta

g}

{selena_ai_frontend_ta

g}

{selena_mcp_tag}
{postgres_image_tag}
{keycloak_image_tag}
{openldap_image_tag}
{minio_image_tag}
{lakekeeper_image_tag}
{vault_image_tag}

{postgres_service_hos
t}

{grafana_login_url_enco

ded}
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3HaueHue

Selena Al backend image tag.

Selena Al frontend image tag.

Selena MCP image tag.

PostgreSQL image tag, ecnu ctasute bundled PostgreSQL chart.
Keycloak image tag, ecnim ctaBute bundled Keycloak chart.
OpenLDAP image tag, Tonbko ans test/demo LDAP.

MinlO image tag, ecnn ctasuTe bundled MinlO tenant.
Lakekeeper catalog image tag.

Vault image tag, ecnv ctaBute optional bundled Vault.

Kubernetes DNS PostgreSQL service, Hanpumep selena-postgres.selena-postgres.svc.clust

er.local.

URL-encoded Grafana login URL gns Keycloak logout, HanpumMep https%3A%2F%2Fgrafana. ex

ample.com%2Flogin ,

1.6 O6Lime npaBuia YCTaHOBKM

Production secrets He knagyTcs B ConfigMap nnu plaintext values.

e Public browser endpoints fo/mxHbI 6bITb CTabWIbHbI A0 HacTpolikn Keycloak clients.

e Direct SQL endpoint ny6nvkyeTca Tonbko approved ceTeBbiM ciocobom: LoadBalancer,

TCP Gateway/Ingress controller feature, private endpoint nnn VPN-only address.

o LDAP/AD, ecnn ucnonbsyetcs, nogknovaercs k Keycloak federation.

 [Monb3oBartenu, rpynnbl, POV U AOCTYMbl HACTPaMBalTCs Yepes warn atoro guide n CM

API.
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2 HYeKNIUCT NOAroTOBKU KJ1acTepa

3T0T YeknucT nogrotasnmeaeT Kubernetes-knactep o ycraHoBkn Selena. He nponyckaiite ero:
60/bLUMHCTBO NPO6/IEM YCTAHOBKM CBA3aHO He ¢ Selena, a ¢ HenoArotosneHHbIMN DNS,
StorageClass, registry access, Keycloak URL nnn Kubernetes permissions.

2.1 NpoBepbTe goctyn K Kubernetes

Yeknucr:

kubectl cMOTpPUT B HYXHbIi cluster.

EcTb npaBa co3gaBaTb hamespaces, Secrets, ConfigMaps, Services, Deployments,
StatefulSets, PVC n CRD.

JocTtyneH Helm 3.

B cluster xsataet CPU, memory 1 storage nopg BblGpaHHbIii pasmep Engine.

KomaHabl:

kubectl config current-context
kubectl get nodes -0 wide
kubectl get storageclass

helm version

NpoBepka npas:

kubectl auth can-i create namespaces

kubectl auth can-i create secrets -A

kubectl auth can-i create configmaps -A

kubectl auth can-i create persistentvolumeclaims -A

kubectl auth can-i create services -A

kubectl auth can-i create deployments.apps -A

kubectl auth can-i create statefulsets.apps -A

kubectl auth can-i create customresourcedefinitions.apiextensions.k8s.1io

Oxungaemo: yes ans Bcex rnpa.s, KOTOpble HY)XHbl BbIbpaHHOMY installation path.
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2.2 BbibepuTe namespaces

PekomeHao0BaHHbI baseline:

Namespace
selena
selena-operator
selena-engine
selena-keycloak
selena-postgres
selena-monitoring
selena-minio-operator
selena-minio

selena-lakekeeper

Ansa yero
CM, IDE, Al backend, Al frontend, MCP 1 shared application Secrets.
Selena operator, ecnu operator ctaBuTCs 0TAeNbHO OT application namespace.
Selena Engine FE/CN unun FE/BE pods u services.
Keycloak, ecnn ctaButca B 3TOT Xe cluster.
PostgreSQL, ecnu ctaBuTCA B 3TOT Xe cluster.
Prometheus n Grafana, ecsin ctaBaTcs B 3TOT Xe cluster.
MinlO Operator, ecnu bundled MinlO cTaBuTcA B 3TOT Xe cluster.
MinlO, ecnu ncnonb3yetca S3-compatible storage B Kubernetes.

Lakekeeper, ecnivn ucnonb3yetcs Ilceberg REST catalog.

Cospaiite namespaces:

kubectl create

kubectl apply -

kubectl create

kubectl apply -

kubectl create

kubectl apply -

namespace "{selena_namespace}" --dry-run=client -o yaml |

f -

namespace "{operator_namespace}" --dry-run=client -o yaml |
f -

namespace "{engine_namespace}" --dry-run=client -o yaml |

f -

Ecnu 3aBNCMMOCTU TOXE CTaBATCA B 3TOT cluster:

kubectl create

apply -f -
kubectl create
apply -f -

kubectl create

kubectl apply -

kubectl create

kubectl apply -

kubectl create

apply -f -
kubectl create

kubectl apply -

namespace selena-keycloak --dry-run=client -o yaml | kubectl

namespace selena-postgres --dry-run=client -o yaml | kubectl

namespace selena-monitoring --dry-run=client -o yaml |

f -

namespace selena-minio-operator --dry-run=client -o yaml |
f -

namespace selena-minio --dry-run=client -o yaml | kubectl

namespace selena-lakekeeper --dry-run=client -o yaml |
f -
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2.3 NoarotoBbTe DNS n ny6ankauuto cepsmcos

YeKkuncrT:

PelweHo, kak nosib3osarenin otkpbiBaloT Keycloak, CM, IDE, Grafana n Selena FE MySQL
endpoint.

Ecnn ncnonssyetcsa Al Agent, onpegeneH browser-reachable URL, koTopeblin IDE oTKpoeT BO
BCTPOEHHOM iframe. 3To MoXeT ObITb OTAe/bHbIA host nnn path nog tem xe gomeHom, yTo IDE.

Ana production browser-facing endpoints ncnons3yetca HTTPS.

Keycloak public issuer URL ctabunen go HacTtpoiikmn OIDC clients.

PostgreSQL, LDAP/AD, internal Prometheus un service-to-service ports He ony6/MKOBaHbl
Hapyxxy 6e3 ABHOro approval security-komaHapl.

TunoBble BapnaHThI:

BapuaHT Korpga ucnonbsoBatb

Ingress nnn API gateway PekomeHAoBaHHbI production-BapuaHT gns HTTP(S).

Cloud LoadBalancer MoaxoauT, ecnu KaxkaoMy Service Hy>XeH OTAe/bHbI BHELLHWI aapec.
NodePort O6bI4HO TONbKO controlled/dev environments.
Port-forward Tonbko BpemeHHas admin-nposepka, He production exposure.

Cwm. Kubernetes documentation:

e Ingress gna HTTP/HTTPS routing.
e Services ana ClusterIP, NodePort u LoadBalancer .

MwuHumanbHble browser-facing HTTP endpoints:

Service MNpuwmep
Keycloak https://keycloak.example.com
CM API https://cm.example.com/api/vi
IDE https://ide.example.com

Al iframe URL https://ide.example.com/selena/chat Ynm https://ai.example.com

Grafana https://grafana.example.com
Direct SQL endpoint:

Service Mpumep

Selena FE MySQL selena-sql.example.com:9030
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MuHMmanbHbIi Ingress example gnisa HTTP services B {selena_namespace} :

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: selena-http
namespace: {selena_namespace}
spec:
ingressClassName: {ingress_class_name}
tls:
- hosts:
- cm.example.com
- ide.example.com
secretName: {tls_secret_name}
rules:
- host: cm.example.com
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: selena-cm
port:
number: 8088
- host: ide.example.com
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: selena-ide
port:
number: 10001

Keycloak n Grafana moryT 6bITb B Apyrnx namespaces. B aTom cnyvae cosgainte oTAeNbHbIN
Ingress B COOTBETCTBYIOLLEM Namespace WUiv UCNosb3yiTe Balwl cTaHgapTHbIA API gateway.
Ons Al iframe URL MoXHO ncnonb3oBaTb OTAesbHbI host https://ai.example.com wan path
nopg IDE host, ecnu Baw reverse proxy ymeeT MapLipyTnsnpoBars 3101 path B Al frontend

Service.
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MySQL-compatible endpoint 9030 He saBnsieTcss HTTP. He ny6nukyiite ero yepes 00blYHbIi
HTTP Ingress. Vicnonb3yiite LoadBalancer , TCP Gateway/Ingress controller feature, private
endpoint nin VPN-only address.

lMpoBepka DNS:

dig +short keycloak.example.com
dig +short cm.example.com
dig +short ide.example.com
dig +short grafana.example.com

2.4 NMopgroToBbTe persistent storage

UeKknuncrT:

BbibpaH StorageClass a1s PostgreSQL.

BbibpaH StorageClass g1 FE metadata/log volumes.

BbibpaH StorageClass aniss CN unm BE data/cache/log volumes.
Dynamic provisioning PVC pa6ortaer.

EcTb backup/snapshot policy gsia PostgreSQL n Engine volumes.

MuHUManbHble Tpe6OBaHI/IﬂZ

Workload Tpe6oBaHus K StorageClass
PostgreSOL ReadwriteOnce , dynamic provisioning, HaaexHblin block storage, nogaepxka snapshot/backup
ostgre .
Ha ypoBHe nnatcopmbl. [ production xenatesnibHO allowVolumeExpansion=true
Selena FE ] ] .
ReadwriteOnce , persistent disk, ctabunbHas latency. He ncnonb3yiite ephemeral/local-only
metadata/log
storage 6e3 otaensHoro HA/backup pelueHus.
volumes
Selena CN/BE ! . .
ReadwriteOnce , noctaroyHas throughput/IOPS nog compute workload, capacity expansion nnn
data/cache/log
NOHATHasA npoleaypa pacLuvpeHus.
volumes

) StorageClass fomkeH 6bITb topology-aware. O6bI4HO fyuylle volumeBindingMode: WaitForFirst
Multi-zone cluster
Consumer , yTo6bI PVC co3gaBasicsl B 30He, rae scheduler pasmectun pod.

MpoBepbTe BblbpaHHbIi StorageClass:

kubectl get storageclass {storage_class} -o yaml
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Ha uTo cmOoTpeTh:

e provisioner cooTBeTCcTBYeT storage driver, approved B Bawem cluster;

e volumeBindingMode noaxoauT Bawlei topology;

o allowVolumeExpansion BKnto4eH, ecnu Bbl NnaHupyete online/offline pacwmpexve PVC;

¢ reclaim policy cooTBeTCTBYET NoNTUKe 3akaszumka. [Ana production gaHHbIX 4acTo
TpebyeTtca Retain mnnu otgensHasa backup/snapshot npoueaypa.

Mposepka StorageClass:

kubectl get storageclass

Mposepka dynamic PVC:

cat > /tmp/selena-pvc-test.yaml <<YAML
apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: selena-pvc-test
namespace: {selena_namespace}

spec:
accessModes:

- ReadwriteOnce
storageClassName: {storage_class}
resources:

requests:

storage: 1Gi
YAML

kubectl apply -f /tmp/selena-pvc-test.yaml
kubectl -n "{selena_namespace}" get pvc selena-pvc-test
kubectl -n "{selena_namespace}" delete pvc selena-pvc-test

Oxwnpgaemo: PVC nepexognt B Bound.,

2.5 NMogroToBbTe container registry access

Yeknucr:

Kubernetes nodes moryT pull'uts Bce Selena images.
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[nsa private registry co3gaH image pull Secret B kaxxgom namespace, rge 6yayT 3anyckaTbcs
pods.
Ecnn ncnonb3yetca mirror, Bce image repository/tag B values yka3blBatoT Ha mirror.

YTO HY>KHO 3HaTb:

e image pull Secret umeert type kubernetes.io/dockerconfigjson;

e Secret namespace-scoped, MO3TOMY ero HyXXHO co3faTb B KaXJ0M namespace, rae
3anyckatoTcs pods ¢ private images;

e UMSA Secret JOMKHO coBnagatb ¢ imagePullSecrets[].name B values unu Engine spec. B

3ATUX AOKYMEHTaxX UCMOSb3yeETCA NMA selena-registry,

Ecnu Selena images HaxogaTca B private registry, co3gaiite Secret MUHUMYM B:

Namespace 3auem
{selena_namespace} CM, IDE, Al backend/frontend, MCP.
{engine_namespace} Selena Engine FE/CN nnu FE/BE pods.

{operator_namespace} Selena operator, ecnu operator image Toxe private.

Ecnu bundled external images Toxe mirror'atcs B private registry, co3gante Takoi xe Secret B

namespaces atnx dependencies.

Cospaitte pull Secret:
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kubectl -n {selena_namespace} create secret docker-registry selena-registry
\
--docker-server={registry_host} \
--docker-username={registry_username} \
--docker-password={registry_password} \
--docker-email={registry_email}

kubectl -n {engine_namespace} create secret docker-registry selena-registry
\
--docker-server={registry_host} \
--docker-username={registry_username} \
--docker-password={registry_password} \
--docker-email={registry_email}

kubectl -n {operator_namespace} create secret docker-registry selena-
registry \
--docker-server={registry_host} \
--docker-username={registry_username} \
--docker-password={registry_password} \
--docker-email={registry_email}

Ecnu Secret yxe CyLLEeCTBYeT U Hy)XXHO 0GHOBUTb ero 6e3 py4YHOro yaasieHus:

kubectl -n {selena_namespace} create secret docker-registry selena-registry
\
--docker-server={registry_host} \
--docker-username={registry_username} \
--docker-password={registry_password} \
--docker-email={registry_email} \
--dry-run=client -o yaml | kubectl apply -f -

[NoBTOpUTE 3Ty KOMaHAY AN1A KaXA0ro namespace.

Ecnu y agMrHMCTpaTopa yxe ecTb NokasnbHblii Docker config ¢ gocTynom K registry:

kubectl -n {selena_namespace} create secret generic selena-registry \
--from-file=.dockerconfigjson={path_to_docker_config_json} \
--type=kubernetes.io/dockerconfigjson
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O6blyHO {path_to_docker_config_json} paBeH ~/.docker/config.json Ha maluvHe, rae

BbiNo/nHeH docker login {registry_host}.

Mponuwunte Secret B values:

imagePullSecrets:
- name: selena-registry

[na Selena operator k1104 HaXoAMUTCA BHYTpK SelenaOperator :

selenaOperator:
imagePullSecrets:
- name: selena-registry

[nsa Engine cluster Secret 3agaetcsa B CM API spec:

"imagePullSecrets": [
{ "name": "selena-registry" }

lNpoBepbTe Secret:

kubectl -n {selena_namespace} get secret selena-registry

kubectl -n {engine_namespace} get secret selena-registry

kubectl -n {operator_namespace} get secret selena-registry

kubectl -n {selena_namespace} get secret selena-registry \
-0 jsonpath="{.type}{"\n"}'

Oxunpaaemblii type: kubernetes.io/dockerconfigjson.

Kubernetes documentation:

o Pull an Image from a Private Registry
¢ Specifying imagePullSecrets on a Pod
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2.6 NMNoaroroBbTe BHELWHVE 3aBUCMMOCTU

Selena MOXeT UCNoMb30BaTh yXe CyLECTBYHOLIME customer-managed 3aBUCMMOCTU U/

3aBMCUMOCTW, YCTaHOB/IEHHbIE B TOT Xe Kubernetes cluster.
Ob6sa3artesnbHble:;

Dependency MNcnonb3yetcsa ansa
Keycloak Web login, token validation, nctouHuk group membership.

PostgreSQL CM DB, Keycloak DB ecnu Keycloak in-cluster, IDE metadata, Al sessions.

O6bI4YHO HYXHbI B production:

Dependency Wcnonb3yetca ans

S3-compatible object storage Shared data storage n Iceberg workflows.

Prometheus n Grafana Monitoring 1 dashboards.
Optional:
Dependency Ncnonb3yetca gns
LDAP/AD Enterprise users/groups 3a Keycloak federation.
Lakekeeper Iceberg REST catalog.

External Secrets unu Vault [JocTtaBka secret values B Kubernetes Secrets.
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3 YcTaHOBKA BHELUWHUX 3aBUCMMOCTEN

DTOT AOKYMEHT rotoBuT external dependencies, OT KOTOpbIX Aasiblue 3aBUCcAT Selena
components: PostgreSQL, Keycloak, OpenLDAP demo, monitoring/Grafana, MinlO n
Lakekeeper.

Ha BbIxofe 13 aToro wara go/mkHbl 6bITb U3BECTHbI endpoints, users/passwords, Keycloak
runtime URL, S3/Lakekeeper napameTpbl U Apyrne 3Ha4eHns, KOTopble Aasiblie UCMOo/b3YTCA
B application values n Secrets Selena.

Ecnn 3aBncumocTu npegoctasnset platform team, He ctaBbTe bundled charts. INpoBepbTe
AOCTynHOCTb endpoints, nonyunte credentials yepes npouecc 3akasynka u nepexoguTe K
Keycloak, LDAP n OAuth ansa HacTpoliku realm/clients.

[na bundled Keycloak ecTb oguH co3HaTe bHbIN NEepexos Mexay AOKYMeHTaMn: cHavana B
aToM gokymeHTe ctaButcAa Keycloak runtime, 3atem B gokymeHTe 02 co3gatorca realm/clients,
3areM crofa MOXHO BepHYTbCs A1 monitoring/Grafana, KOTOPbIM HY)XEH YXe CO3[aHHbIl
Keycloak client grafana.

Pa6o4asn AMpeKkTopus:

cd {selena_docs_repo}/deploy/k8s

3.1 NoarotoBbTe vValues

Ckonupyiite MMHUMasbHbIe values B paboune customer-specific daiinbl n 3ameHuTe
placeholders. He pepaktupyite chart defaults yennkom.
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cp docs-external/values-minimal/postgres-values.yaml {postgres_values}

cp docs-external/values-minimal/keycloak-values.yaml {keycloak_values}

cp docs-external/values-minimal/openldap-values.yaml {openldap_values}

cp docs-external/values-minimal/kube-prometheus-stack-values.yaml
{monitoring_values}

cp docs-external/values-minimal/minio-operator-values.yaml
{minio_operator_values}

cp docs-external/values-minimal/minio-tenant-values.yaml
{minio_tenant_values}

cp docs-external/values-minimal/lakekeeper-values.yaml {lakekeeper_values}

MWHNMa/IbHO 3aMEHSIIOTCS:

Values file Oo6s3atenbHble placeholders
{postgres_values} {storage_class}
{keycloak_values} {keycloak_public_url} , {postgres_service_host}
{openldap_values} {ldap_domain} , {storage_class}
{monitoring_values} {storage_class}, {grafana_public_url}  {keycloak_public_url} {grafana_login_url_encoded}

{minio_tenant_values} {storage_class}

{lakekeeper_values} {postgres_service_host}

{postgres_service_host} ana bundled PostgreSQL 06bI4YHO:

selena-postgres. {postgres_namespace}.svc.cluster. local

Maponun n keys 13 KOMaHg, H/Xe reHeprpyroTCa UNn BblJAKTCA Secret-management npoLeccom
3akasumka. B gokymeHTaumm oHM HaMmepeHHo ocTatoTca placeholders:

Placeholder Yro aTto
{postgres_admin_password} Maposnb PostgreSQL admin user.
{postgres_selena_user_password} Maponb PostgreSQL application user selena.
{postgres_replication_password} Mapone replication user, ecnu chart ero Tpebyer.
{postgres_metrics_password} Maponb metrics user, ecnu chart ero Tpebyer.

{keycloak_admin_username} / {keycloak_admin_password} Bootstrap admin Keycloak_

{grafana_admin_user} / {grafana_admin_password} Local emergency/admin credentials Grafana.
{minio_root_user} / {minio_root_password} Root credentials MinlO tenant.
{minio_access_key} / {minio_secret_key} S3 credentials Selena workloads.
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Placeholder Yro 310

{lakekeeper_secret_encryption_key} Stable encryption key ans Lakekeeper secret backend.

3.2 PostgreSQL

PostgreSQL pomxeH 6b1Tb roToB paHblue Keycloak, Lakekeeper, CM, IDE n Al: UM BCEM HY>XHbI

databases vnu credentials 13 atoro wara.

Cosgalite install-time Secret ansa PostgreSQL chart:

kubectl -n {postgres_namespace} create secret generic selena-postgres-auth
\
--from-literal=postgres-password="'{postgres_admin_password}"' \
--from-literal=password="'{postgres_selena_user_password}' \
--from-literal=replication-password="'{postgres_replication_password}"' \
--from-literal=metrics-password="'{postgres_metrics_password}"'

YctaHoBute PostgreSQL:

helm lint charts/external/postgres/chart -f {postgres_values}
helm upgrade --install selena-postgres charts/external/postgres/chart \

-n {postgres_namespace} -f {postgres_values} --wait --timeout 20m

[MpoBepbTe:

kubectl -n {postgres_namespace} get pods,svc,pvc -1
app.kubernetes.io/instance=selena-postgres

kubectl -n {postgres_namespace} rollout status statefulset/selena-postgres
--timeout=10m

[Mocne 3Toro M3BEeCTHbI 3HAYeHUa AN downstream components:

Placeholder 3SHaueHue
{postgres_service_hos selena-postgres.{postgres_namespace}.svc.cluster.local unm host customer-managed
t} PostgreSQL.
{cm_db_jdbc_ur1} jdbc:postgresql://{postgres_service_host}:5432/selena_cm
{cm_db_user} O6bI4yHO selena, ecnu ucnonb3yetcs bundled profile.
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Placeholder 3Ha4yeHune
{cm_db_password} {postgres_selena_user_password} W1 Naposib, BbiAaHHbIA platform team.

postgresql://selena: {postgres_selena_user_password}@{postgres_service_host}:5432/selena_i
{ide_database_conn}
de

{ai_backend_database_ur postgresql+asyncpg://selena: {postgres_selena_user_password}@{postgres_service_host}:5432/

1} selena_ai

3.3 Demo LDAP, ecnu Hy>keH

OpenLDAP chart Hy>xeH Tonbko ana demoltest federation. Ana production 06bI4HO
ncnonbdyetcsa customer LDAP/AD, nogkntoueHHbIl Kk Keycloak.

Cosgalite install-time Secret:

kubectl -n {openldap_namespace} create secret generic selena-openldap-auth
\
--from-1literal=LDAP_ADMIN_USERNAME='{ldap_admin_username}"' \
--from-1literal=LDAP_ADMIN_PASSWORD="'{ldap_admin_password}"' \
--from-1literal=LDAP_CONFIG_ADMIN_PASSWORD="{ldap_config_admin_password}"'

YctaHoBute demo LDAP:

helm lint charts/external/openldap/chart -f {openldap_values}

helm upgrade --install selena-openldap charts/external/openldap/chart \
-n {openldap_namespace} -f {openldap_values} --wait --timeout 10m

[NpoBepebTeE:

kubectl -n {openldap_namespace} get pods, svc, pvc

3.4 Keycloak

Keycloak ctaButcsa nocne PostgreSQL, notomy 4Tto XpaHuT state B PostgreSQL. Nocne
ycTaHoBKM Keycloak eLye Hy>XHO Bpy4YHyt0 HacTpouTtb realm, groups, clients u token claims no
Keycloak, LDAP n OAuth.

CospaiTe install-time Secrets:
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kubectl -n {keycloak_namespace} create secret generic selena-keycloak-admin
\
--from-literal=admin-user="'{keycloak_admin_username}' \
--from-literal=admin-password="'{keycloak_admin_password}"

kubectl -n {keycloak_namespace} create secret generic selena-keycloak-db \
--from-literal=password="'{postgres_selena_user_password}"'

YctaHoBute Keycloak:

helm lint charts/external/keycloak/chart -f {keycloak_values}

helm upgrade --install selena-keycloak charts/external/keycloak/chart \
-n {keycloak_namespace} -f {keycloak_values} --wait --timeout 15m

[MpoBepbTe:

kubectl -n {keycloak_namespace} get pods, svc

kubectl -n {keycloak_namespace} rollout status statefulset/selena-keycloak
--timeout=10m

curl -fsS {keycloak_public_url}/realms/master/.well-known/openid-
configuration | jqg -r .issuer

OT1a komaHga npoepsieT Tonbko Keycloak runtime B master realm. Pabounin Selena issuer
nosiIBUTCA nocne cosaaHus realm selena u npoBepsieTcs B AokymeHTe 02 Kak

{keycloak_public_url}/realms/selena.

Janbuwe BoinonHute Keycloak, LDAP 1 OAuth. Ha atom ware nosasatca Keycloak client secrets
Ans:

selena-engine
selena-cluster-manager-api
selena-ide
selena-ide-service
selena-ai

grafana
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Client selena-ai-service co3gaBaiTe ToONbKO ecnn Baw deployment profile sBHO ncnonb3yet
Al service-to-service calls B CM. B Tekyuwem minimal Al chart ans Hero Het application Secret.

3.5 Monitoring n Grafana

Ecnn monitoring/Grafana npegoctasnset platform team, nponyctuTe aTOT pasgern.

Ecnu ncnonbsyete bundled monitoring ¢ Grafana OAuth, cHavyana co3gaiTe client grafana B
Keycloak no gokymeHTy 02. Be3 client secret chart He cMoXeT co3aaTtb KOppekTHbIn Grafana
OAuth config.

Cospalite install-time Secrets ansa Grafana:

kubectl -n {monitoring_namespace} create secret generic selena-grafana-
admin \
--from-literal=admin-user="'{grafana_admin_user}' \
--from-literal=admin-password="'{grafana_admin_password}'

kubectl -n {monitoring_namespace} create secret generic selena-grafana-
keycloak-client \
--from-literal=client-secret="'{grafana_client_secret}'

YctaHoBute Prometheus Operator CRD 1 monitoring chart:

kubectl create --save-config=false \
-f charts/external/kube-prometheus-stack/chart/charts/crds/crds/ \
| | kubectl apply --server-side --force-conflicts \
-f charts/external/kube-prometheus-stack/chart/charts/crds/crds/

helm lint charts/external/kube-prometheus-stack/chart -f
{monitoring_values}

helm upgrade --install selena-monitoring charts/external/kube-prometheus-
stack/chart \
-n {monitoring_namespace} -f {monitoring_values} --wait --timeout 20m

He ncnonb3ayiite 06bluHbIi kubectl apply ansa atux CRD: 6onbline Prometheus Operator
CRD wmoryT npesblcnTb Kubernetes annotation limit n3-3a kubectl.kubernetes.io/last-

applied-configuration,
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[NpoBepebTe:

kubectl get crd servicemonitors.monitoring.coreos.com
podmonitors.monitoring.coreos.com
kubectl -n {monitoring_namespace} get pods, svc, pvc

3.6 MinlO, ecnun Hy>XeH bundled S3

Ecnn S3-compatible object storage npegoctaBnseTt platform team, nponyctute aToT pasgen v

ncnosnb3ynTte BblgaHHbIM endpoint, access key, secret key n bucket names.

YctaHosute MinlO Operator:

helm lint charts/external/minio/operator/chart -f {minio_operator_values}

helm upgrade --install minio-operator charts/external/minio/operator/chart
\

-n {minio_operator_namespace} -T {minio_operator_values} --wait --timeout
10m

Cosgalite install-time Secrets ans tenant-a:

kubectl -n {minio_namespace} create secret generic selena-minio-env-
configuration \

--from-literal=config.env="'export MINIO_ROOT_USER="{minio_root_user}"
export MINIO_ROOT_PASSWORD="{minio_root_password}"'

kubectl -n {minio_namespace} create secret generic selena-minio-user \
--from-1literal=CONSOLE_ACCESS_KEY='{minio_access_key}' \
--from-1literal=CONSOLE_SECRET_KEY='{minio_secret_key}'

YcTtaHoBuTe tenant:
helm lint charts/external/minio/tenant/chart -f {minio_tenant_values}

helm upgrade --install selena-minio charts/external/minio/tenant/chart \
-n {minio_namespace} -f {minio_tenant_values} --wait --timeout 15m
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[NpoBepebTe:

kubectl -n {minio_namespace} get pods, svc, pvc

3.7 Lakekeeper, ecnu Hy>eH Iceberg REST catalog

Lakekeeper ctaButcsa nocne PostgreSQL. Ecnun Iceberg REST catalog npegoctasnseTt platform
team, nponycTute aTOT pas3gen v UcnonbayiiTe BblgaHHbIN endpoint.

CospaiiTe install-time Secrets:

kubectl -n {lakekeeper_namespace} create secret generic selena-lakekeeper-
db \
--from-literal=postgresql-user='selena' \
--from-literal=postgresql-password="'{postgres_selena_user_password}'

kubectl -n {lakekeeper_namespace} create secret generic selena-lakekeeper-
postgres-encryption \
--from-literal=encryptionKey="'{lakekeeper_secret_encryption_key}"'

YctaHoBuTte Lakekeeper

helm lint charts/external/lakekeeper/chart -f {lakekeeper_values}

helm upgrade --install selena-lakekeeper charts/external/lakekeeper/chart \
-n {lakekeeper_namespace} -f {lakekeeper_values} --wait --timeout 15m

[MpoBepbTe:

kubectl -n {lakekeeper_namespace} get pods, svc

3.8 YUTO A0JIKHO 6bITb FOTOBO Aa/iblLue

Mepep co3gaHnem application Secrets 1 yctaHoBkoi Selena platform gomkHbl 6bITb M3BECTHbI:

3HaueHue OTKyaa 6epetca

CM_DB_URL, CM_DB_USER, CM_DB_PASSWORD PostgreSQL 13 pasgena 2 nau customer-managed DB.
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3HaueHue OTKypa 6epetca
Keycloak public/internal URLs Keycloak n3 pasgena 4 nnu customer-managed Keycloak.
Keycloak client secrets HacTpoiika clients B gokymeHTe 02.
Grafana client secret Keycloak client grafana, ecnu ctaBute bundled Grafana.
S3 endpoint/credentials/buckets MinlO n3 pasgena 6 nnam customer-managed S3.
Lakekeeper endpoint Lakekeeper n3 pasgena 7 nnmn customer-managed catalog.

Mocne atoro nepexogute K Values, Secrets n Images n cosgasalite application Secrets ans
CM, IDE un Al.
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4 Keycloak, LDAP n OAuth

70T YeknncT HacTpamBaeT Keycloak ans Selena yepes Keycloak Admin Console. Keycloak
MOXET ObITb BHELUHMM customer-managed cepBMCOM U KOMMNOHEHTOM, YCTAHOB/IEHHbIM B TOT
xe Kubernetes cluster. Selena Helm charts He co3gatot realm, users, groups, clients n LDAP
federation.

4.1 Co3panite unv BblibepuTe realm

Yeknucr:

Realm Ha3biBaeTca selena unuv Bce Selena values agantupoBaHbl nog Apyroe nmsi realm.
Browser-facing issuer ctabunieH go cos3gaHus clients.
Issuer B tokens coBnagaet ¢ HacTpoikamu CM, IDE, Al, MCP n Grafana.

B Keycloak Admin Console:

1. OTkpovite Keycloak Admin Console.

2. B neBOM BepxHeM yr/y oTkpoinTe realm selector.
3. Haxxmute Create realm.

4. B none Realm name BeeauTe selena.

5. Y6éegutecb, 4To Enabled BK/ItOYEH.

6. Haxxmute Create.

lMpoBepbTe issuer:

1. Mepeiignte B Realm settings.
2. OTkpownTe General,
3. Haligute ccbinky OpenID Endpoint Configuration.

4. OTKpOITe ee 1 NpoBepbTe nosie issuer .

Oxngaemoe 3HayeHue:
{keycloak_public_url}/realms/selena

Hanpuwmep:
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https://keycloak.example.com/realms/selena

3710 3Ha4YeHne aomkHo coBnagatb ¢ {keycloak_public_url}/realms/selena Bo Bcex Selena

values.

4.2 HactpouTe LDAP nnu Active Directory federation

MponycTuTe 3TOT pasaesn ToMbKO eCc/M BCe USEers IokasibHble B Keycloak.

lMone3Hble ohumLmasibHbIe CNPaBKN:

JoKymMmeHTauus

Keycloak Server Administration
Guide: LDAP and Active Directory

Keycloak Server Administration
Guide: LDAP mappers

OpenLDAP Administrator's Guide

Microsoft: Configure LDAPS for

Active Directory Domain Services

Yeknucr:

Korpa oTKpbITh

OcHOBHas cnpaBka No HacTpoiike User federation B Keycloak: LDAP provider,
storage/edit mode, sync, LDAPS, connection pool u troubleshooting.

Korga HacTpamBaeTe mapper 4ns rpynn, user attributes nam HectaHgapTHONA
LDAP/AD schema.

Ecnv LDAP server noctpoeH Ha OpenLDAP 1 HyHO yTouHUTL DN, suffix,
schema, access rules, replication nnu guarHoctnky LDAP server-side.

Ecnv ncnonbsyetcs Microsoft AD n Keycloak gomkeH nogkntoyarscs no LDAPS

(ldaps://...:636).

Keycloak moxeT nogkntountbest K LDAP/AD.

Bind DN umeeT read-only gocTyn K users n groups.

Username B Keycloak coBnagaet ¢ username, KOTOpPbIM No/ib30BaTeNlb OyAeT BXOAUTH B

Selena UlI.

Group membership BuaeH B Keycloak.

B Keycloak Admin Console:

1. Bbibepute realm selena.

2. Mepelignte B User federation.

3. Haxmunte Add provider,
4. Bolbepute ldap.

5. 3anonHute connection n user lookup settings.

6. CoxpaHuTe provider.

TunoBble HacTpoikn LDAP/AD provider:
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Setting Mpumep
Vendor Active Directory WM Other
Connection URL ldaps://ad.example.com:636
Bind type simple

{[)) SELENA

KommeHTapwmii
Bbi6epute closest match.
[ns production ncnonbsyiite TLS.

O6bI4HO [OCTATOUHO A/1a Service account.

CN=svc-keycloak, OU=Service Accounts,DC=examp

Bind DN
le, DC=com

paSSWOI'd 13 secret-management npouecca
Bind credential

3aKa34duKa
Users DN OU=Users, DC=example, DC=com

Username LDAP attr
sAMAccountName KM uid
ibute

RDN LDAP attribute cn

UUID LDAP attribut
objectGUID yusmM entryuuID
e

User object classe person, organizationalPerson, user WU

S customer schema
Edit mode READ_ONLY
Import users ON

Sync registrations  OFF

[JobaBbTe group mapper:

1. OTkpoliTe co3gaHHbIi LDAP provider.

2. MNepeignte BO BKNaaky Mappers.

3. Haxmute Add mapper .

4. Bbibepute mapper type group-ldap-mapper .
5. 3anonHuTte group lookup settings.

6. CoxpaHute mapper.

TUNoBbIE HACTPOWKIN group mapper:

Setting Mpumep
Mapper type group- ldap-mapper
LDAP Groups DN 0U=Groups, DC=example, DC=com
Group name LDAP attribute cn
Group object classes group WM groupOfNames
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Read-only service account.

He xpaHuTe naposib B fOKYMEHTaLWUN Un
ConfigMap.

Base DN pgns user search.

270 ctaHeT Keycloak username.

O6bI4HO cn, HO 3aBUCUT OT directory schema.

[na AD 06bl4HO objectGUID , ans LDAP vacTto e

ntryuuip ,

[omkHo cooTBeTcTBOBaTH directory schema.

PekomeHayeTcs ans enterprise LDAP/AD.

PekomeHayetcs ans ctabunbHoro lookup u

membership sync.

O6bI4HO users co3gatotcs B LDAP/AD, He yepes
Keycloak.

KommeHTapwii
YuTtaet LDAP/AD groups B Keycloak groups.
Base DN ans group search.
Vms rpynnel B Keycloak.

[ns AD 06bI4HO group .
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Membership LDAP attribute member
Membership attribute type DN

User roles retrieve strategy LOAD_GROUPS_BY_MEMBER_ATTRIBUTE
Preserve group inheritance ON

Mode READ_ONLY
CUHXPOHN3NPYIATE USErS N groups:

1. BepHutech B User federation,

2. OTkpoinTe LDAP provider.
3. B Action Bblibepute Sync all users,

4. OTKpoWTe group mapper.

{[)) SELENA

KommeHTapwuii
ATpuGyT, rae group XpaHuT members.
O6bI4HO DN.
YuTaeT groups vyepe3 membership attribute.
CoxpaHsieT nepapxuto groups, ecnm oHa ecTb.

PekomeHayetcsa gns enterprise LDAP/AD.

5. B Action BblbepuTe Sync LDAP groups to Keycloak,

lMpoBepbTe B Ul:

1. Users -> Hangute LDAP/AD user -> Bknagka Groups.

2. Groups -> oTKpoiTe imported group -> Bk/1agka Members .

Ecnu groups He nosBunanck, npoeepbte LDAP Groups DN, membership attribute n npasa bind

account Ha YTeHue groups.

4.3 CospauTe rpynnbl

Yeknucr:

CoszgaHbl CM admin/viewer groups.
Co3spgaHbl Grafana groups.

CosgaHbl business groups, KoTopble 6yayT AaBaTb A4OCTYN K AaHHbIM B Selena Engine.

B CM values ncnonb3ytotca full group paths.

B Keycloak Admin Console:

1. Nepelignte B Groups .
2. Ansa top-level group HaxxmuTe Create group.

3. Ansa nested group OTKpoOKTe parent group 1 UCNoNb3yiTe Subgroups -> Create group.

4. Mocne co3gaHns gobaensinte users yepes Users -> user -> Groups -> Join group.

PekomeHaoBaHHbI baseline:
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Group
Ansa yero
path
/cm/admin - [loslHOe agMuHMCTpupoBaHme Selena Cluster Manager. Users 13 3Toi rpynnbl MOTYT BbIMOMHATb
s agMuUHUCTpaTuBHbIe onepauum CM.
/cm/role- )
i YnpasneHue Selena roles/grants yepe3s CM 6e3 nonHoro cluster admin-goctyna.
adamins
/cm/viewe
Read-only goctyn Kk CM ans npocmoTpa COCTOSHUSA U AUarHOCTUKN.
rs
/grafana/ . .
Grafana Admin. Vicnonb3syetca Grafana OAuth role mapping.
admins
/grafana/ ) )
i Grafana Viewer. Vicnonb3yetca Grafana OAuth role mapping.
viewers
/ldap/sel . .
Mpumep business-rpynnbl ans LDAP/AD users, KOTOPbIM HyeH read-40CTyn K AaHHbIM B Selena Engine.
ena-reade
B CM values ata group path mannutcsa Ha external group, a 3atem Ha Selena role/grants.
rs
/1ldap/sel . . .
Mpumep business-rpynnbl ans LDAP/AD users, KOTOPbIM HYX€EH Write-A0CTyn K AaHHbIM B Selena Engine.
ena-write

O6bIYHO 3TOM rpynne Ha3HavatoT 6osee Wwupokme Selena privileges, yem reader-rpynne.
rs

/local/se [pumep business-rpynnbl 415 nokasbHbIX Keycloak users, ecnv 3akas3umk ncnosb3yet local users ans
lena-read demo, service acceptance Wi oTAe/bHbIX BHYTPEHHNX yyeTok. CMbIC/ Takoli xe: membership gaet
ers [OCTyn K gaHHbIM Yepe3 CM mapping u Selena roles.

Mpynnbl /ldap/... n /local/... B Tabnuue aBnstTCcA npumepamu. B production
MCNonb3yiTe peasibHble customer group paths, Hanpumep /data/finance/readers wnnm
/analytics/sales/writers. BaxHo, 4Tobbl path 6b1s1 cTabuIbHLIM 1 COBNagas ¢ mapping B

selena-cm-values.yaml.

B CM atoT mapping 3agaetcs B docs-external/values-minimal/selena-cm-values.yaml,

B 6n10ke extrakEnv -> SPRING_APPLICATION_JSON. Tam HaxofaTcsa ABe pasHble HaCTPOMKK:

HacTtpolika Yro o3Hauvaer

cm.identity.external Keycloak group path -> Selena external group name. 3710 business/data-access mapping:
-groups.mappings kakme Keycloak groups CM cuHXpoHM3npyeT a5 AocTyna K AaHHbIM B Selena Engine.

cm.security.group-ro Keycloak group path -> CM API role. 3710 access mapping a/1a camoro Selena Cluster

le-mappings Manager: kto 6yaetr CM admin, role admin nnau viewer.

Knoun Buga [/ldap/selena-readers] gomkHbl coBnagaTtsb ¢ full group path B Keycloak.
3HauveHus Bpoge ldap_selena_readers unm cm_admin - 370 y)e MMeHa, KOTOpble NOHNUMAET
CM: external group name gnsa Engine-goctyna nnm CM role gna goctyna k CM APL.
Moapo6HbIn RBAC-ueknuct Haxogutcs B IDE, AI/MCP, RBAC, nonb3oBatenu 1 direct SQL.
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311 business-rpynnsl ynpasisoT UMEHHO AOCTYNOM K AaHHbIM B Selena Engine. Cama rpynna
B Keycloak ewe He BblgaeT privilege aBTomarnyecku: agMMHUCTpaTop cHavasna ykasbisaet full
group path B CM values, 3atem yepe3 CM API co3gaeT Selena roles, Ha3HavaeT um privileges n
npmBsa3biBaeT roles k mapped external groups. MNMocne atoro scheduled sync CM untaet

membership n3 Keycloak n nogaepxvBaeT akTyasibHble MNo/b30BaTe/bCkue npasa B Selena.

PasgeneHne /ldap/... n /local/... He sABNAETCA TEXHMYECKMM TpeboBaHMEM. DTO
MOHATHbIA NpUMEP, KOTOPbIN NnoMoraeT He cmewmnBaTtb LDAP/AD-backed users 1 nokasbHbIX
Keycloak users npu npeMoYHOM TeCTUPOBaHUU. ECnun y 3aka3umnka y>ke eCTb CBOW rpynnbl B
AD/Keycloak, ncnonbayiite nx peasbHble paths.

[ns local Keycloak users:

. Nepengnte B Users.,

. HaxmuTte Add user.

. 3anonHuTe Username, First name, Last name, Email,

. Bkntounte Email verified, ecnm email y)xxe npoBepeH customer process-oMm.
. CoxpaHuTe user.

. OTkpoviTe Bknagky Credentials.

. Hakmute Set password.

0o N oo o B~ WN P

. BBeante password v Bbik/touMTe Temporary , ec/ninm user He A0/HKEH MeHATb Naposib Npu
NnepBOM BXOAE.
9. OTKpoWTe BKIagkKy Groups.

10. Haxxmute Join group u BblbepuTe HyXHble groups.

Onsa LDAP/AD users npotunb n password npuxogat u3 federation. Membership MOXHO BeCcTu B
LDAP/AD vnu HasHa4yatb gonosiHutenbHble Keycloak-local groups, ecnmv aTo paspeLlleHo

NOSINTUKOW 3aKasuuka.

4.4 Cospaiite OIDC clients

Yeknucr:

Co3paHbl Bce required clients.

Client secrets coxpaHeHbl B Kubernetes Secret nnu external secret store.
Redirect URIs ncnonb3ytot puHanbHble public URLS.

User-facing clients nmetot groups mapper.

Tokens, koTopble NpoBepsoT Selena services, nvetot audience selena-engine,
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B Keycloak Admin Console:

10.
11.

© 00 N o o0k~ WODN PP

. Mepengnte B Clients.
. Hakmute Create client,

Client type BblGepuTe OpenID Connect,

. BBegute Client ID.

. Haxxmute Next .

. Bkntounte Client authentication ansa confidential clients.

. Hactpolite Authentication flow.

. Haxxmute Next.

. 3anonHute Valid redirect URIs, Valid post logout redirect URIs n Web

origins, ecnv OHU HYXHbI client-y.

Haxmute Save.

[ns confidential client oTkpoiiTe Bknaaky Credentials u ckonupyiite Client secret B
secret-management npouecc.

Required clients:

Client ID Kak HacTtpouTtb B Keycloak Ul

selena-eng Client authentication; OQON. Standard flow; ON. Direct access grants: ON. Service accounts: QFF. valid

ine

redirect URIs: {cm_public_url}/* , Web origins: {cm_public_url} ,

selena-clu

Client authentication: ON. standard flow: OFF. Direct access grants: OFF. Service accounts: ON.

ster-manag

Browser redirect URIS He HyXHbI.

er-api

selena-id Client authentication: ON. Standard flow: ON. Direct access grants: QFF. Service accounts: OQFF. vali

e

d redirect URIs: {ide_public_url}/oauth2callback, {ide_public_url}/*. Web origins: {ide_public_url}.

selena-ide Client authentication:; OQN. Standard flow: QFF. Direct access grants: QFF. Service accounts: ON.

-service Browser redirect URIS He HyXHblI.

Client authentication: ON. Standard flow: ON. Direct access grants: QFF. Service accounts: OQFF. vali

selena-ai d redirect URIs: {ai_public_url}/api/vi1/auth/callback k {ai_public_url}/* Web origins: {ai_public_ur

1}, {ide_public_url} .

Client authentication: ON. standard flow: ON. Direct access grants: OFF. Service accounts: OFF. vali

grafana d redirect URIs: {grafana_public_url}/login/generic_oauth {grafana_public_url}/* Valid post logout re

direct URIs: {grafana_public_url}/login, Web origins: {grafana_public_url} ,

{ai_public_url} He 06513aH ObITb OTAENbHLIM MY6NYHBLIM NopTasiom. 3T0 URL, KOTOPbIiA

browser moxeT 3arpy3utb BHyTpu IDE iframe. Ero MoxHO ony6svkoBaTh Kak OTAesbHbIn host,

Hanpumep https://ai.example.com, nnu kak path nog IDE/API gateway, ecnu reverse proxy

MapLupyTmM3npyeT aToT path B Al frontend Service.
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Optional client selena-ai-service cosgaBalite To/bKO ecnun Baw deployment profile sBHO
ncnonb3syet Al service-to-service calls B CM. B Tekywem minimal Al chart ncnonbsyercs
browser client selena-ai n trusted IDE service client selena-ide-service; oTaenbHOro

Secret gna selena-ai-service g minimal values Her.
CoxpaHuTe client secrets B Kubernetes Secrets n3 Values, Secrets n Images:

Client ID Secret key
selena-engine CM_KEYCLOAK_LOGIN_CLIENT_SECRET

selena-cluster-manager-api  CM_KEYCLOAK_ADMIN_CLIENT_SECRET

selena-ide IDE_KEYCLOAK_CLIENT_SECRET
selena-ide-service IDE_SERVICE_CLIENT_SECRET

selena-ai AI_BACKEND_AUTH_CLIENT_SECRET

grafana selena-grafana-keycloak-client/client-secret

4.5 flo6aBbTe token mappers

Token mappers HyXHbl, YTOObI NpunoxeHnst Selena nonyyanu n3 Keycloak token te claims, no
KOTOPbIM OHW Y3HAIOT Mosib3oBarens, rpynnsl U HasHayeHune token. Keycloak xpaHut aty
NHhopmaunio B cBoeM user/group model, HO NpunoXxeHne BUAUT TOJILKO TO, YTO MOnasio B
issued token. NoaToMy mapper 34ecb 03Ha4YaeT "NoNoXNUTb KOHKpPETHoe nosne 13 Keycloak B
KOHKpEeTHbIN claim access token".

YTO MMEHHO HYXXHO MOTy4YNTb B access token:

Claim Uto mannum 3aueM HyXHO
preferr Selena components UCMONb3YT 3TO Kak CTabu/ibHOE UMSA
ed_user Keycloak user username. none3osarens. O6bI4HO claim yxe npuxoguT vyepes built-in
name profile scope, HO €ro HaZlo NPOBEPUTH.

MonHbIii cnncok Keycloak groups CM wucnonb3ayet group paths gns CM roles n gnisa mapping

nonb3oBarens B Buge full paths, Hanpumep /¢ business groups Ha Selena roles/grants. Full path HyxeH,
groups
m/admins , /ldap/selena-readers WM /data/fin 4YTOObI HE NepenyTarb oAMHakoBble leaf names B pasHbIX

ance/readers , BETKax.

Selena services OTKNOHAT token, KOTOPbIV He
aud Audience selena-engine npegHasHaveH ans Selena audience. 3T1o 3awWuTa ot

1CMo/b30BaHMs token, BbINyLLEHHOTO /1S Yyxoro client-a.

Preferred username mapper

CHauana npoepbTe, YTo client nonyyaet built-in client scope profile:
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1. OTkpolite Clients.

2. BbibepuTe user-facing client, Hanpumep selena-engine.
3. OTkpoiiTe Bknagky Client scopes,

4. Yéeputecn, yto profile Ha3zHauyeH kak default scope.

Ecnu preferred_username He nosiBnsetcs B access token, go6asbTe mapper:

1. OTkpoiTe Client scopes.

2. Co3paiite nnn Bblbepute scope, KOTopbli HasHavyeH Selena clients.
3. OTKponTe Mappers.

4. Haxxmute Add mapper .

5. Bbibepute mapper type User Property.

Settings:
Field Value
Name preferred_username
Property username
Token claim name preferred_username
Claim JSON Type String

Add to access token ON
Add to ID token ON

Add to userinfo ON

Groups mapper

PekomeHAyeMmblli BapyaHT: co3gaTb 06wuii client scope, Hanpumep selena-groups, un
Ha3HaunTb ero Bcem user-facing clients.

B Keycloak Admin Console:

. Mepeignte B Client scopes.
. Haxxmnte Create client scope.

. Name: selena-groups.

A W DN P

. Type: Default nnm Optional, B 3aBMCMMOCTM OT NOMUTUKM 3aKa3uvka. [Ansa Selena
npotue ncnosnb3zoBarb Default | ytobbl claim Bcerga 6bin B token.

5. CoxpaHuTe scope.

6. OTKpoiTe scope selena-groups.

7. Mepelignte B Mappers .
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8. Haxxmute Add mapper .
9. Bbibepute mapper type Group Membership.

Settings:
Field Value
Name groups
Token claim name groups
Full group path ON

Add to access token QON
Add to ID token ON, ecnn Ul untaet ID token

Add to userinfo ON, ecnu npunoxeHune Bbi3biBaeT userinfo
Ha3HaubTe scope selena-groups user-facing clients:

1. Otkpoiite Clients.

2. Bbibepure client.

3. OTkpoiite Client scopes.

4. Haxmnte Add client scope.

5. Bblbepute selena-groups.
6. HasHaubTe kak Default, ecnm claim gomxeH npuxoanTb BCeraa.

User-facing clients:

selena-engine
selena-ide
selena-ai
grafana

Audience mapper

Audience mapper gob6aBnsiet selena-engine B claim aud. 3To Hy)XHO Ans tokens, KoTopble

npoBepstoTca Selena services.
PekomeHayeMblii BapuaHT: co3gaTth client scope selena-audience.,
B Keycloak Admin Console:

1. Nepeiignte B Client scopes,
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2. Haxxmute Create client scope.
3. Name: selena-audience.
4. Type: Default,
5. CoxpaHuTte scope.
6. OTKpoiTe scope selena-audience.
7. Mepelignte B Mappers .
8. Haxkmnte Add mapper.
9. Bbibepute mapper type Audience.
Settings:

Field Value

Name selena-engine-audience

Included client audience selena-engine
Add to access token ON

Add to ID token OFF, ecnu HeT oTaensHoro TpeboBaHus

HasHaubTe scope selena-audience 3Ttum clients:

selena-engine
selena-ide
selena-ai
selena-ide-service

Ecnu B Bawem deployment profile ncnonb3yercsa optional selena-ai-service, Toxe

HasHaubTe eMy selena-audience.,

NpoBepka mappers B Keycloak UI

. OTkpoviTe Clients.

. BbibepuTe client, Hanpumep selena-engine,

. OTkpoviTe Bknagky Client scopes.

. OTKpoiTe Evaluate.

. BbibepuTe test user, KOTOpbIi COCTOUT B Selena groups.
. Haxxmute generate/evaluate token.

~N o o~ W0ON B

. OTKpoiTe generated access token.

[MpoBepbTe:
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Claim Oxunpaemo
preferred_username Keycloak username test user-a.
groups Copepxut full paths, Hanpumep /cm/admins KMu /1dap/selena-readers ,

aud CopepXuT selena-engine .

Ecnv groups cogepxuT Tofbko selena-readers 6e3 parent path, Bkntounte Full group
path B Group Membership mapper. Ecnn aud He cogepxuTt selena-engine, npoBepkTe

Audience mapper n HazHadeHue client scope Ha client.

4.6 flanTte CM read-goctyn K Keycloak Admin API

Yeknucr:

selena-cluster-manager-api mmeeT service account.
Service account MOXeT yuTaTb realm users u groups.
Service account He nmeet broad write-admin ponei 6e3 approval.

B Keycloak Admin Console:

. Mepengute B Clients.

. OTKpoliTe selena-cluster-manager-api.

. Yéegutech, uto Service accounts BK/IOYEH.
. OTKpoWTe BKNaaKy Service account roles.
. Haxmute Assign role.

. B dunbtpe BbiGepuTe roles knmveHTa realm-management .

~N o 0o~ WON

. HasHaubTe TonbKo read/query roles 13 Tabnuupbl HUXe.

Required roles:

Role 3auem
view-realm UutaTb metadata realm.
view-users Yuratb users.
query-users  lAckaTb USers Mo username.

query-groups  lickaTb groups n membership.

Ecnn B CM Ha akpaHe pynnbel 1 SQL ponu BuaeH warning, 4yto CM He BUANUT rpynnbl
Keycloak, cHayana npoBepbTe MMEHHO 3TN Service account roles y selena-cluster-manager -
api. Nonb3oBartesibckasa ponb cm_admin gaét npasa BHYTpU CM, HO He 3aMeHseT

TexHu4yeckunii read-goctyn backend-a k Keycloak Admin API.
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He HasHaualiTe manage-users, manage-realm, realm-admin wunu gpyrue write roles 6e3

OoTAeNbHOro security approval.

4.7 HactpouTe Grafana roles

YeKkuncr:

Co3paHebl realm roles grafana_admin p grafana_viewer .
/grafana/admins nonyvaet grafana_admin,
/grafana/viewers nony4vaet grafana_viewer .

Grafana OAuth config ncnone3syer strict role mapping.
Monb3oBaTenb 6e3 Grafana role He moxeT BoliTK B Grafana.

Cosgalite realm roles:

1. B Keycloak Admin Console oTkpoiite Realm roles.
2. Haxmnte Create role.

3. Cozpaiite role grafana_admin,

4. NMosTtopute ana grafana_viewer

HasHaubTe roles rpynnam:

1. OTkpoiTe Groups.

2. Bbibepute /grafana/admins

3. OTkpoiiTe Role mapping.

4. Haxxmute Assign role,

5. Bbibepute realm role grafana_admin.

6. NosTopute ans /grafana/viewers urole grafana_viewer .
lMpoBepka:

1. flob6aBbTe test user B /grafana/viewers,

2. 3angute B Grafana n nposepbte Viewer.

3. Nepemectute user B /grafana/admins.

4. BblngnTe n BoranTe cCHoBa; nposepbTe Admin.

5. Y6epute 06e Grafana groups.

6. BbiligmuTe 1 BonagnTe CHOBA; AOCTYN AO/MKEH ObITb 3anpeLLleH.
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4.8 lo6aBbTe nepBoro CM admin

YeKkuncrT:

XoTd 6bl 0AMH human user coctouTt B /cm/admins .
3T10T user moxeT BoliTM B CM nocne yctaHoBku CM.

Token cogepxut group claim.

B Keycloak Admin Console:

1. Mepenagnte B Users.

2. HainguTe HyXHOro user.

3. OTKpoiTe BKNaaky Groups.
4. HaxmnTte Join group.

5. Boibepute /cm/admins .

6. CoxpaHute membership.

Mocne yctaHoBkn CM BbinonHute login B8 CM nog aTMM user 1 NpoBepbTe, YTO User nosayyus
ponb cm_admin,
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5 Values, Secrets  Images

BHewwHnin deployment go/mkeH nepeonpenensatb ToNIbKO NapaMeTpbl OKpPYXeHus. He konvpyite
Becb chart values.yaml: chart defaults yxe onucbiBaloT 06bI4HOE noBegeHne. MUHUMasIbHblE

override-cpaiinbl nexart B docs-external/values-minimal/ ,

DT1OT haiin He ABnseTca NnMHenHbIM install script. icnonb3yiiTe ero pasgensl B Toi dpase

YCTaHOBKWU, rae OHN HY>XXHbI:

1. CHavana yctaHosuTe wau nposepste PostgreSQL, Keycloak n octasibHble external
dependencies no YcTaHOBKa BHeLLHMX 3aBucumocTeit. 18 bundled charts aToT goKyMeHT
oTAeNbHO nokasbiBaeT install-time Secrets, koTopble HyXHbl camum dependency charts.

2. Hactpoiite Keycloak realm n OIDC clients no Keycloak, LDAP n OAuth.

3. TonbKo nocie 3Toro BbINONHANTE pa3gens! ¢ application Secrets ana CM, IDE n Al: oHu
TpebytoT yXe n3BecTHbIX database endpoints/passwords n Keycloak client secrets. IDE/AI
Secrets co3gatotcs go Engine bootstrap, notomy 4to bootstrap 3anuceiBaet Tyga

generated impersonator passwords.

5.1 Image pull Secret

Image pull Secret Hy)xeH ToNbKO Ans private registry. Ecnu registry public, imagePullSecrets

MOXHO ybpatb 13 values.

He co3pasaiiTe nyctoin kubernetes.io/dockerconfigjson Secret kak 3aMeHy registry

credentials, ecnu values nnn Engine spec Bce eule ccblnatTcs Ha imagePullSecrets. Takoi
Secret npoxoauT type-check, Ho private registry Bce paBHO BepHeT ImagePullBackOff . JInbo
NnoATBepanTe, YTO KOHKpeTHbIe Selena images/tags AelCcTBUTEIbHO AOCTYMHbLI anonymous pull

nybepute imagePullSecrets, nn6o co3garite HacToswmin docker-registry Secret.

Secret co3faeTca oTAeNbHO B KaxAoM namespace: Kubernetes Secret He pa6otaet mexay

namespaces. B aTux AoKyMeHTax ucnosb3yercst ums selena-registry
MuHManbHO co3gainTte Secret B:

Namespace Kakune pods ncnonb3syiot
{selena_namespace} CM, IDE, Al backend/frontend, MCP.
{engine_namespace} Selena Engine pods.

{operator_namespace} Selena operator, ecnv operator image private.
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Cospaitte Secret:

kubectl -n {selena_namespace} create secret docker-registry selena-registry
\
--docker-server={registry_host} \
--docker-username={registry_username} \
--docker-password={registry_password} \
--docker-email={registry_email}

kubectl -n {engine_namespace} create secret docker-registry selena-registry
\
--docker-server={registry_host} \
--docker-username={registry_username} \
--docker-password={registry_password} \
--docker-email={registry_email}

kubectl -n {operator_namespace} create secret docker-registry selena-
registry \
--docker-server={registry_host} \
--docker-username={registry_username} \
--docker-password={registry_password} \
--docker-email={registry_email}

Ecnu Secret yxe cyuiectyet, 0OHOBNANTe ero Yepes --dry-run=client -o yaml | kubectl

apply -f -:

kubectl -n {selena_namespace} create secret docker-registry selena-registry
\
--docker-server={registry_host} \
--docker-username={registry_username} \
--docker-password={registry_password} \
--docker-email={registry_email} \
--dry-run=client -o yaml | kubectl apply -f -

lMpoBepbTe Secret type:

kubectl -n {selena_namespace} get secret selena-registry \
-0 jsonpath='{.type}{"\n"}'

Oxunpaemo: kubernetes.io/dockerconfigjson.
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MponuwuTe Secret B values:

imagePullSecrets:
- name: selena-registry

[na Selena operator ko4 BfioXeH B selenaOperator :

selenaOperator:
imagePullSecrets:
- name: selena-registry

[nsa Engine cluster Secret yka3biBaetcst B JSON spec, KOTopblii Bbl 0Tnpasnsiete B CM API:

"imagePullSecrets": [
{ "name": "selena-registry" }

Mogpo6HocTn B Kubernetes documentation:

e Pull an Image from a Private Registry
» Specifying imagePullSecrets

5.2 Install-time Secrets ansa bundled external charts

311 Secrets Hy)XHbl TO/IbKO ec/in Bbl cTaBuTe bundled external charts. Ecnn PostgreSQL,
Keycloak, LDAP/AD, MinlO, Lakekeeper unu Vault npegoctasneHs! N1atdopmMoin 3aKka3vmka,
ncnonb3yite nx native secret-management npouecc.

3710 He application Secrets Selena. 3T0 inputs ana cammnx dependency charts, N0O3TOMY OHU
co3gatotca o helm upgrade --install COOTBETCTBYIOLLEN BHELUHEN 3aBMCUMOCTU. ECcnun
external dependency yxe yctaHoBneHa platform team, aToT pa3fen nponyckaeTca: BO3bMUTE
BblAaHHble endpoint/credentials n nepexogute K application Secrets nocne HacTpoliku Keycloak.

PostgreSQL:

© 00O «lMnaTtdopma OaHHbIX CeneHa», 2026 42


https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://kubernetes.io/docs/concepts/containers/images/#specifying-imagepullsecrets-on-a-pod

{[)) SELENA

kubectl -n {postgres_namespace} create secret generic selena-postgres-auth
\
--from-literal=postgres-password="'{postgres_admin_password}' \
--from-literal=password="'{postgres_selena_user_password}' \
--from-literal=replication-password="'{postgres_replication_password}' \
--from-literal=metrics-password="'{postgres_metrics_password}"'

Keycloak:

kubectl -n {keycloak_namespace} create secret generic selena-keycloak-admin
\
--from-literal=admin-user="'{keycloak_admin_username}' \
--from-literal=admin-password="'{keycloak_admin_password}"

kubectl -n {keycloak_namespace} create secret generic selena-keycloak-db \
--from-literal=password="'{postgres_selena_user_password}"'

OpenLDAP test/demo:

kubectl -n {openldap_namespace} create secret generic selena-openldap-auth
\
--from-1literal=LDAP_ADMIN_USERNAME='{ldap_admin_username}"' \
--from-1literal=LDAP_ADMIN_PASSWORD="'{ldap_admin_password}"' \
--from-1literal=LDAP_CONFIG_ADMIN_PASSWORD="{ldap_config_admin_password}"'

MinlO tenant:

kubectl -n {minio_namespace} create secret generic selena-minio-env-
configuration \

--from-1literal=config.env="'export MINIO_ROOT_USER="{minio_root_user}"
export MINIO_ROOT_PASSWORD="{minio_root_password}"'

kubectl -n {minio_namespace} create secret generic selena-minio-user \

--from-1literal=CONSOLE_ACCESS_KEY='{minio_access_key}' \
--from-1literal=CONSOLE_SECRET_KEY='{minio_secret_key}'

config.env ¢ export MINIO_ROOT_USER=... - 3TO0 (hopmart, KOTOpbIA oxuaaetr MinlO Tenant
chart. 310 He shell-nepemeHHbIe ANA BbINOHEHNA KOMaHA,
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Lakekeeper:

kubectl -n {lakekeeper_namespace} create secret generic selena-lakekeeper-
db \
--from-literal=postgresql-user="'selena' \
--from-literal=postgresql-password="'{postgres_selena_user_password}'

kubectl -n {lakekeeper_namespace} create secret generic selena-lakekeeper-
postgres-encryption \
--from-literal=encryptionKey="'{lakekeeper_secret_encryption_key}"'

5.3 CM Secret

CM Secret cogepXnT TONbKO CeKpeTHble 3HaveHus. HecekpeTHble URLS 1 mappings niexar B
CM values.

He co3pgaBaiite selena-cm-secrets no noarotoBkn CM database n Keycloak clients:
CM_DB_URL, CM_DB_USER, CM_DB_PASSWORD, CM_KEYCLOAK_LOGIN_CLIENT_SECRET un

CM_KEYCLOAK_ADMIN_CLIENT_SECRET [O/IXHbl ObITb Y)XXe U3BeCTHbl. Ecnn ncnone3syete
bundled PostgreSQL, cHayana co3gaiite selena-postgres-auth, yctaHoBuTe PostgreSQL
chart, noareepauTe service DNS u database credentials, 3atem co3gaBaite CM Secret.

CreHepupyiite 32-byte encryption key:
openssl rand -base64 32

CkonupyiiTe pesynbrar B {cm_encryption_key_base64} .

Co3paiTe Secret:
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kubectl -n {selena_namespace} create secret generic selena-cm-secrets \
--from-literal=CM_DB_URL="{cm_db_jdbc_url}"' \
--from-1literal=CM_DB_USER="'{cm_db_user}"' \
--from-1literal=CM_DB_PASSWORD="{cm_db_password}' \
--from-

literal=CM_KEYCLOAK_ LOGIN_CLIENT_SECRET='{selena_engine_client_secret}' \
--from-

literal=CM_KEYCLOAK_ADMIN_CLIENT_SECRET='{selena_cm_admin_client_secret}"' \
--from-1literal=CM_ENCRYPTION_KEY_BASE64="'{cm_encryption_key_base64}' \
--from-1literal=CM_ENCRYPTION_KEY_ID='main'

Key OTKyAa B3ATb
CM_DB_URL JDBC URL PostgreSQL database CM.
CM_DB_USER / CM_DB_PASSWORD CM database credentials.

CM_KEYCLOAK_LOGIN_CLIENT_SECRET Secret Keycloak client selena-engine .
CM_KEYCLOAK_ADMIN_CLIENT_SECRET Secret Keycloak client selena-cluster-manager-api,

CM_ENCRYPTION_KEY_BASE64 Pe3y}'|bTaT openssl rand -base64 32,

CM_ENCRYPTION_KEY_ID Stable key id, Hanpumep main .

5.4 IDE Secret

Cospalite Secret o Engine POST /engine/cluster:bootstrap-auth-rbac, gaxe ecnu IDE
chart 6yget yctaHoB/ieH no3xe. Mone IDE_SELENA IMPERSONATOR_PASSWORD cHauvana nycroe:
CM 3anonHuT ero Bo Bpemsi Engine bootstrap.

kubectl -n {selena_namespace} create secret generic selena-ide-secrets \
--from-literal=FLASK_SECRET_KEY="'{ide_flask_secret_key}' \
--from-literal=DATABASE_CONN='{ide_database_conn}' \
--from-literal=IDE_KEYCLOAK_CLIENT_SECRET='{selena_ide_client_secret}' \
--from-1literal=IDE_TOKEN_ENCRYPTION_KEY='{ide_token_encryption_key}' \
--from-

literal=IDE_SERVICE_CLIENT_SECRET='{selena_ide_service_client_secret}' \
--from-literal=IDE_SELENA_IMPERSONATOR_PASSWORD=""' \
--from-literal=0PENAI_API_KEY='{optional_ide_openai_api_key}"'

IDE_TOKEN_ENCRYPTION_KEY posmkeH 6biTb cTabunbHbiM Mexay pod restarts. s reHepauun
MOXHO Mcnonb3oBaTtb openssl rand -base64 32,
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5.5 Al Secret

Cospgalite Secret o Engine POST /engine/cluster:bootstrap-auth-rbac, gaxe ecnu Al
chart 6yget yctaHoBrieH no3xe. lNMone MCP_SELENA_IMPERSONATOR_PASSWORD cHauvasna nycroe:

CM 3anonHut ero Bo Bpems Engine bootstrap.

kubectl -n {selena_namespace} create secret generic selena-ai-secrets \
--from-literal=AI_BACKEND_DATABASE_URL='{ai_backend_database_url}"' \
--from-literal=AI_BACKEND_LLM_API_KEY='{llm_api_key}' \
--from-literal=AI_BACKEND_AUTH_CLIENT_SECRET='{selena_ai_client_secret}'

--from-
literal=AI_BACKEND_AUTH_TOKEN_ENCRYPTION_KEY='{ai_token_encryption_key}"' \
--from-literal=MCP_SELENA_IMPERSONATOR_PASSWORD=""

AI_BACKEND_LLM_API_KEY posmxeH 6biTb peasibHbiM OpenAl/OpenRouter-compatible key.
Placeholder gact 3eneHblini Kubernetes rollout n gaxe health, Ho live chat BepHeT LLM

authorization error.

5.6 Grafana OAuth Secret

Ecnn Grafana ctaButcsa BMmecTe ¢ Selena:

kubectl -n {monitoring_namespace} create secret generic selena-grafana-
admin \
--from-literal=admin-user="'{grafana_admin_user}"' \
--from-literal=admin-password="'{grafana_admin_password}'

kubectl -n {monitoring_namespace} create secret generic selena-grafana-

keycloak-client \
--from-literal=client-secret="'{grafana_client_secret}'

5.7 MmHnMmanbHble values

Vcnonb3yiTe daiinbi:
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docs-external/values-minimal/selena-operator-values.yaml
docs-external/values-minimal/selena-cm-values.yaml
docs-external/values-minimal/selena-ide-values.yaml
docs-external/values-minimal/selena-ai-values.yaml

[ns bundled external dependencies pagomM nexar Takue e KopoTkue override-goainsbl:

docs-external/values-minimal/postgres-values.yaml
docs-external/values-minimal/keycloak-values.yaml
docs-external/values-minimal/openldap-values.yaml
docs-external/values-minimal/kube-prometheus-stack-values.yaml
docs-external/values-minimal/minio-operator-values.yaml
docs-external/values-minimal/minio-tenant-values.yaml
docs-external/values-minimal/lakekeeper-values.yaml
docs-external/values-minimal/vault-values.yaml

Ckonupyiite nx B customer deployment repo n 3ameHute {...} placeholders.

5.8 CBomncTBa Selena operator values

B minimal values octaBneHbl Tosbko image settings. RBAC, ServiceAccount, imagePullPolicy un
metrics umetoT product defaults B chart.

CBoiicTBO 3HaueHue 3ayem Hy)XHO

selenaOperator.image.rep hub.selena.sh/selena/operator UIn

i . Repository Selena operator image.
ository COBMECTUMbIN mirror

. Bepcusa operator. JomkHa 6bITb corflacoBaHa ¢
selenaOperator.image.tag 1.11.4 NI COBMEeCTUMbIN tag . .
Selena Engine CRD support matrix.

selenaOperator.imagePull : Secret gnia private registry. Ecnu registry public,
selena-registry

Secrets[0].name ybepuTe 3TOT CNUCOK.

5.9 CBouicTBa Selena CM values

B minimal values octaBneHbl URL-bI cTEHAQ, images, secrets n business mappings. HA
replicas, ports, RBAC, refresh schedule, lock timings, client IDs, audience, group claim n
metrics nmetot product defaults 8 CM/chart. B chart values.yaml o6s3aTe/ibHble CTEHAO0BbIE
Keycloak URL-bI nepeuncneHsl ¢ nycteiMu defaults n gomkHbl nepeonpefensatbecsa B customer-
specific values.
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image.repository

image.tag

imagePullSecrets[0].

name

config.env.CM_KEYCLO

AK_TOKEN_URI

config.env.CM_KEYCLO

AK_LOGOUT_URI

config.env.CM_KEYCLO

AK_JWKS_URI

config.env.CM_KEYCLO

AK_ISSUER_URI

config.env.CM_KEYCLO

AK_ADMIN_TOKEN_URI

config.env.CM_KEYCLO

AK_ADMIN_BASE_URI
extraEnv[0].name

config.env.CM_SELENA
_EXTERNAL_GROUP_FALL

BACK_STRATEGY

extraénv[0].value.c
m.identity.external-

groups.mappings

extrakEnv[0].value.c
m.security.group-rol
e-mappings
secrets.existingSecr

et

secrets.envKeys.CM_D

B_URL

secrets.envKeys.CM_D

B_USER

secrets.envKeys.CM_D

B_PASSWORD

© 00O «lMnaTtdopma OaHHbIX CeneHa», 2026

3HaueHue

{registry}/selena-cm

{selena_cm_tag}

selena-registry

{keycloak_internal_url}/r
ealms/selena/protocol/ope

nid-connect/token

{keycloak_public_url}/rea
lms/selena/protocol/openi

d-connect/logout

{keycloak_internal_url}/r
ealms/selena/protocol/ope

nid-connect/certs

{keycloak_public_url}/rea

lms/selena

{keycloak_internal_url}/r
ealms/selena/protocol/ope

nid-connect/token

{keycloak_internal_url}/a
dmin/realms/selena

SPRING_APPLICATION_JSON

FULL_PATH

Keycloak path -> external
group

Keycloak path -> CM role

selena-cm-secrets

Secret key

Secret key

Secret key

{[)) SELENA

3auem HyXHO

Repository CM image. 15 air-gapped OKpy>XeHuii yKkaxnte
BHYTPEHHMWIA registry.

Bepcus CM image. ®PukcmpyiiTe KOHKPETHbIN release tag.
Secret gnsa private registry. Ecnu registry public, y6epute atot

CIMNCOK.

Internal token endpoint gna password login u service calls.

Browser logout endpoint.

JWKS ana nposepku JWT.
[JomxeH TouHo coBnagath ¢ token claim iss.

Internal token endpoint gnia service account CM Admin API client.

Internal Keycloak Admin API base URL, oTkyga CM untaet
users/groups.

Mepepaert structured config 6e3 cNoXxHOro env escaping.

Kak CM ctpouT Selena external group gnsa Keycloak groups 6e3
explicit mapping. FULL_PATH neslaeT /cm/admins -> cm_admins; NONE

BKJ/ItoYaerT strict allow-list Tonbko Yepes mappings.

Optional override ansa generated external group names.
VicnonbayiiTe, Korga Hy>XHO coxpaHuTb legacy short names wu

n3dexatsb collision.

Kakne Keycloak groups gatot goctyn k CM API.

OTtkyga CM 6epeT secret env vars.
JDBC URL CM PostgreSQL.
DB user CM PostgreSQL.

DB password CM PostgreSQL.
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CBOWCTBO 3Ha4yeHue 3auem HyXHO
secrets.envKeys.CM_K
EYCLOAK_LOGIN_CLIENT  Secret key Secret Keycloak client selena-engine ,
_SECRET
secrets.envKeys.CM_K
EYCLOAK_ADMIN_CLIENT  Secret key Secret Keycloak client selena-cluster-manager-api .
_SECRET
secrets.envKeys.CM_E
Secret key Stable 32-byte base64 key ansa wudpoBaHua CM secrets B DB.
NCRYPTION_KEY_BASEG4
secrets.envKeys.CM_E
Secret key MaeHTndmkaTop akTuBHOro encryption key, Hanpyumep main

NCRYPTION_KEY_ID

5.10 CeoncTtBa Selena IDE values

B minimal values octaBneHbl Tonbko public/internal URL-bI, Engine FE host, images n secrets.
Replicas, ports, auth backend, client IDs, service-to-service CM URL, Querybook defaults n
metrics umetoT product defaults B chart. B chart values.yaml o6si3aresibHble cTeHaoBble URL-
bl 1 Engine FE host nepeuncneHsl ¢ nyctoiMu defaults n fomkHbl nepeonpefenaTscs B

customer-specific values.

CBOICTBO
image.repository
image.tag

imagePullSecrets

[0].name

config.env.PUBLIC_U

RL

config.env.IDE_KEYC

LOAK_ISSUER_URL

config.env.IDE_KEYC
LOAK_AUTHORIZATION_U

RL

config.env.IDE_KEYC

LOAK_TOKEN_URL

config.env.IDE_KEYC

LOAK_JWKS_URL

config.env.IDE_KEYC

LOAK_LOGOUT_URL
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{registry}/selena-ide

{selena_ide_tag}

selena-registry

{ide_public_ur1}

{keycloak_public_url}/realm

s/selena

{keycloak_public_url}/realm
s/selena/protocol/openid-co

nnect/auth

{keycloak_internal_url}/rea
lms/selena/protocol/openid-

connect/token

{keycloak_internal_url}/rea
lms/selena/protocol/openid-

connect/certs

{keycloak_public_url}/realm

s/selena/protocol/openid-co

3a4yem HY)XHO
Repository IDE image.
Bepcus IDE image.

Secret gns private registry. Ecnu registry public, ybepute atot

CMNCOK.

JomkeH coBnagatb ¢ Keycloak redirect URI.

Issuer, koTopblii IDE oxugaeT B tokens.

Browser authorization endpoint.

Internal token endpoint gns IDE.

JWKS endpoint gnis npoBepku tokens.

Keycloak logout endpoint gns browser logout.
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config.env.IDE_SERV

ICE_TOKEN_URL

config.env.IDE_SELE

NA_HOST

config.env.AI_AGENT

_URL

secrets.existingSec

ret

secrets.envKeys.FLA

SK_SECRET_KEY

secrets.envKeys.DAT

ABASE_CONN

secrets.envKeys.IDE
_KEYCLOAK_CLIENT_SEC

RET

secrets.envKeys.IDE
_TOKEN_ENCRYPTION_KE

Y

secrets.envKeys.IDE
_SELENA_IMPERSONATOR

_PASSWORD

secrets.envKeys.IDE
_SERVICE_CLIENT_SECR

ET

secrets.envKeys.OPE

NAI_API_KEY

3HaueHue

nnect/logout

{keycloak_internal_url}/rea

lms/selena/protocol/openid-

connect/token

selena-prod-fe-service. {eng

ine_namespace}.svc.cluster.

local

{ai_public_url}

selena-ide-secrets

Secret key

Secret key

Secret key

Secret key

Secret key

Secret key

Secret key

{[)) SELENA

3auem HyXHO

Token endpoint gn1a service client selena-ide-service .

Internal FE service DNS gns SQL execution yepes IDE. JonxeH

coBnagatb ¢ Engine spec.name..

Browser-reachable URL, koTopblii IDE 0TKpbIBaeT BO
BCTpoeHHOM Al iframe. 310 He 06s3aTeNbHO oTAebHbIN host;

MOXHO ucnonb3osatb path nog IDE domain.

IDE secrets, Bk/o4as password, KoTopblli 3anonHnT Engine
bootstrap.

Flask/session signing key IDE.

PostgreSQL connection string IDE.

Secret Keycloak browser client selena-ide .

Stable key gns wndpposaHus IDE tokens/sessions.

Password ide_impersonator_all; CM 3anosiHseT nocse Engine
bootstrap.

Secret service client selena-ide-service ,

Optional key gna BctpoeHHoro IDE assistant. Ecnv He
ncnonb3yeTcs, octaBbTe customer-approved dummy nnm

ybepuTe env no nonuTuke chart.

5.11 CeoncTtBa Selena Al values

B minimal values octaBneHbl LLM provider, browser-facing URLS, Keycloak URLs, Engine FE

host, images u secrets. Replicas, ports, service types, sticky MCP affinity, token claims, client

IDs, audience, metrics u default backend/MCP ports umetot product defaults B chart. B chart

values.yaml o6s3aTesibHble cTeHA0Bble URL-bl TOXEe nepeyncrieHbl, HO OCTaB/1eHbl MYCTbIMU:

X Hago 3agatb B customer-specific values, notomy uto public issuer/browser URL u internal

service URL otimyatotcsa an1s kakaoro Kubernetes cteHga.
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imagePullSecrets[0].name

components.backend.image.r

epository

components.backend.image.t
ag

components.backend.env.AI_

BACKEND_LLM_BASE_URL

components.backend.env.AI_

BACKEND_LLM_MODEL

components.backend.env.AI_

BACKEND_AUTH_ISSUER_URL

components.backend.env.AI_
BACKEND_AUTH_AUTHORIZATION

_URL

components.backend.env.AI_

BACKEND_AUTH_TOKEN_URL

components.backend.env.AI_

BACKEND_AUTH_JWKS_URL

components.backend.env.AI_

BACKEND_AUTH_LOGOUT_URL

components.backend.env.AI_

BACKEND_AUTH_REDIRECT_URI

components.backend.env.AI_
BACKEND_AUTH_POST_LOGIN_RE

DIRECT_URI

components.backend.env.AI_
BACKEND_AUTH_POST_LOGOUT_R

EDIRECT_URI

components.backend.env.AI_

BACKEND_AUTH_FRONTEND_URL

components.backend.env.AI_

BACKEND_CORS_ORIGINS

components.backend.secret

s.existingSecret

3HauyeHue

selena-registry

{registry}/selena-ai-bac

kend

{selena_ai_backend_tag}

{llm_base_url}

{llm_model}

{keycloak_public_url}/re

alms/selena

{keycloak_public_url}/re
alms/selena/protocol/open

id-connect/auth

{keycloak_internal_url}/
realms/selena/protocol/op

enid-connect/token

{keycloak_internal_url}/
realms/selena/protocol/op

enid-connect/certs

{keycloak_public_url}/re
alms/selena/protocol/open

id-connect/logout

{ai_public_url}/api/vi/a
uth/callback

{ai_public_url}/

{ai_public_url}/

{ai_public_url}

{ide_public_url}

selena-ai-secrets

{[)) SELENA

3auem HyXHO

Secret ans private registry. Ecnu registry public, y6epute
3TOT CMUCOK.

Repository Al backend image.

Bepcusa Al backend image.

Provider endpoint, Hanpumep OpenAl nnn OpenRouter
compatible URL.

Mopgenb ona Al Agent.

Issuer, koTopblii Al backend oxungaet B tokens.

Browser authorization endpoint ansa Al auth flow.

Internal token endpoint.

JWKS endpoint gns token validation.

Logout endpoint Keycloak.

Redirect URI, KoTopbIil AO/MKeH 6bITh Yka3aH B Keycloak
client. {ai_public_url} AOJ/DKeH ObITb JOCTYNeEH browser-y,

Aaxe ecnivm Al oTKpbIBaeTcsa Tosbko BHYTpY IDE iframe.

Kyna BepHyTb browser nocne successful login.

Kyza BepHyTb browser nocne logout.

Browser-reachable Al iframe URL gns links/cookies.

Browser origin IDE, koTopomy pa3peLueHbl Al backend calls.

Secret backend env vars.
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components.backend.secret
s.envKeys.AI_BACKEND_DATAB

ASE_URL

components.backend.secret
s.envKeys.AI_BACKEND_LLM_A

PI_KEY

components.backend.secret
s.envKeys.AI_BACKEND_AUTH_

CLIENT_SECRET

components.backend.secret
s.envKeys.AI_BACKEND_AUTH_

TOKEN_ENCRYPTION_KEY

components.frontend.image.

repository

components.frontend.image.

tag

components.mcp.image.repos

itory

components.mcp.image.tag

components.mcp.env.MCP_SEL

ENA_HOST

components.mcp.env.MCP_KEY

CLOAK_JWKS_URL

components.mcp.env.MCP_KEY

CLOAK_ISSUER

components.mcp.secrets.exi

stingSecret

components.mcp.secrets.env
Keys.MCP_SELENA_IMPERSONAT

OR_PASSWORD

3HauyeHue

Secret key

Secret key

Secret key

Secret key

{registry}/selena-ai-fro

ntend

{selena_ai_frontend_tag}

{registry}/selena-mcp

{selena_mcp_tag}

selena-prod-fe-service.
{engine_namespace}.svc.cl

uster.local

{keycloak_internal_url}/
realms/selena/protocol/op

enid-connect/certs

{keycloak_public_url}/re

alms/selena

selena-ai-secrets

Secret key

{[)) SELENA

3auem HyXHO

PostgreSQL URL Al backend sessions/storage.

LLM provider API key.

Secret Keycloak client selena-ai .

Stable key ans wndpposaHusa Al tokens/sessions.

Repository Al frontend image.
Bepcus Al frontend image.

Repository MCP image.
Bepcua MCP image.

Internal FE service DNS. JosmkeH coBnagate ¢ Engine spec.n

ame ,

JWKS endpoint ans nposepku tokens, KOTopble NPUXOASAT B
MCP.

Expected issuer.
Secret MCP env vars.

Password ai_impersonator_all; CM 3anonHsaeT nocne Engine
bootstrap.

Mepepn Boibopom {11lm_model} npoBepbTe compatibility KOHKpETHOro

{selena_ai_backend_tag} c provider APIl. Ctapbie Al backend builds ncnonbs3syot legacy

OpenAl parameter max_tokens ; Mofenun, KOTOPbIM Hy>XeH max_completion_tokens

(Hanpumep yacTb gpt-5/0-series), TpebytoT backend build c 06HOBNEHHbLIM provider adapter.

Ecnv Takoit build ewe He BbIGpaH, UCnosnb3yinTe Mmogenb, COBMECTUMYO ¢ max_tokens

Hanpumep gpt-4o-mini nnun approved provider-specific aHasor.
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5.12 CBoncTBa external chart values

311 charts asnsoTca yaobHbIM bundled BapraHToM. Ecnn y 3akasunka yxe ectb production
PostgreSQL, Keycloak, LDAP/AD, S3-compatible storage, monitoring nnu Vault, ucnonb3syiTte
customer-managed cepBu1C 1 He CTaBbTe COOTBETCTBYHOLWMIA chart.

MuHuManbHble external values ocTtaB/isitlOT TO/ILKO TO, YTO peasibHO HY)XHO 3aAaTtb AJ1A

pa6otatowero bundled cteHga. Chart defaults He konupytoTcsa B thaiin.

PostgreSQL

CBOIICTBO

fullnameOverride
auth.username

auth.existingSecret

primary.persistence.stor

ageClass

primary.persistence.siz

e

primary.initdb.scripts

Keycloak

CBOWCTBO
fullnameOverride

args --hostname
http.relativePath

proxy.mode / proxy.http.e

nabled
service.httpsPort

extraEnv.KC_BOOTSTRAP_AD

MIN_*

database.*

3HayeHue

selena-postgres

selena

selena-postgres-a

uth

{storage_class}

64Gi

create Selena
databases

3HauyeHue

selena-keycloak

3auem HYXHO

CrabunbHoe nwvs Service/StatefulSet gnsa komaHg 1 downstream
URLs.

Application DB user, koTopomy init script Bblgaet goctyn K Selena

databases.

Maponun 6epytcsa U3 Secret, a He 13 values.

StorageClass gns PostgreSQL PVC.

Pasmep bundled PostgreSQL volume.

CosﬂaeT keycloak , lakekeeper , selena_cm,6 selena_ide 6 selena_ai K

BblJaeT grants user selena .

3auem HyXXHO

CrabunbHoe nvs Keycloak resources.

{keycloak_public_url}  Public URL, koTopblii nonagert B issuer, redirect n logout flows.

xforwarded / true

null

Realm URLS nmetoT Bung, {keycloak_public_url}/realms/selena

6e3 legacy /auth,

Keycloak koppekTHO paboTaeT 3a Ingress/LB, a BHyTpu
KnacTtepa cnywaet HTTP.

He co3paet nuwHuiAi HTTPS service port B minimal profile.

Secret selena-keycloak

-admin

PostgreSQL
connection

Bootstrap admin 6epetcs ns Secret.

Keycloak ucnonb3syet PostgreSQL, a He dev-file/dev-mem

storage.
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Ecnn meHsieTe Keycloak hosthname nocne nepBuYHoin yCTaHOBKM, MEHSANTE UMEHHO args[] ¢ -

-hostname=. .., a He container command. command AO/DKEH OCTaBaTbCA entrypoint

chart/image; nogmeHa command Ha start npueget K owmbKe container runtime executable

file not found.

OpenLDAP

OpenLDAP npuBegeH B kadyecTse npumepa as1s test/demo creHga. B production 06bI4HO

ncnonb3ynte cyuwecteyowmin LDAP/AD 3aka3umka v nogkntovarite ero k Keycloak federation.

CBOWCTBO
fullnameOverride

global. ldapDomain

global.existingSecret

replicaCount
replication.enabled

service.enableSslLdapPort

env.LDAP_ENABLE_TLS

persistence.storageClass / si

V4]

ltbh-passwd.enabled / phpldapa

dmin.enabled

3HaueHue 3auem HyXHO

selena-openldap CTtabunbHoe umsa LDAP Service.

{ldap_domain} LDAP domain gns demo directory.

selena-openldap

-auth

1

false

false

no

Admin/config passwords 6epyTcs U3 Secret.

MuHUMasTbHbI demo LDAP.
YnpouyaeT test/demo ycTaHOBKY.
LDAPS He ny6nukyetcs B demo profile.

Demo LDAP pa6oTtaet To/bko BHyTpu cluster; production
LDAP/AD pomkeH nmeTb cBoil TLS.

{storage_clas

PVC pns demo directory.

s}, 166Gi

false

He ctaBum nuwHue LDAP Ul/tools.

kube-prometheus-stack n Grafana

CBoOWCTBO

fullnameOverride

crds.enabled

prometheus.prometheusSpec. *SelectorN

ilUsesHelmvalues

prometheus.prometheusSpec. *Namespace

Selector

prometheus.prometheusSpec.retention

prometheus.prometheusSpec.storageSpe

Cc

3HaueHue 3auyem HyXHO
selena-monitoring CrtabunbHble names monitoring resources.
. YctaHaBnusaet Prometheus Operator CRD fo
rue
Selena charts ¢ ServiceMonitor.
Prometheus sngut
false ServiceMonitor/PodMonitor/Rules 13 Selena
namespaces.
{3 Pa3peluaeT discovery Bo BCcex namespaces.
15d Cko/nbKO XpaHuTb metrics history.
{storage_class} , 64Gi Persistent storage Prometheus.
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CBOWCTBO 3HaueHue 3auem HyXHO
alertmanager.alertmanagerSpec.storag .
{storage_class}, 86Gi Persistent storage Alertmanager.
e
grafana.admin.existingSecret selena-grafana-admin Grafana admin credentials 6epyTC;| n3 Secret.

grafana.envvalueFrom.GF_AUTH_GENERIC selena-grafana-keycloak-cl

Grafana OAuth client secret 6epetcsa n3 Secret.

_OAUTH_CLIENT_SECRET ient
grafana.persistence {storage_class} , 166Gi CoxpaHsieT Grafana state mexgy restart-amu.

Public URL Grafana, coBnagatowuii ¢ Keycloak
grafana.grafana.ini.server.root_url {grafana_public_url}/

grafana.grafana.ini.auth.generic_oau

th.*

grafana.grafana.ini.auth.generic_oau grafana_admin / grafana_vi

th.role_attribute_path ewer

grafana.grafana.ini.auth.generic_oau
true
th.role_attribute_strict

redirects/logout.

Keycloak endpoints Bktouaet login yepes Keycloak client grafana.

Grafana role 6epetcs n3 Keycloak realm roles.

Monb3oBartens 6e3 Grafana role He BXxoguT B
Grafana.

grafana.grafana.ini.auth.generic_oau  Keycloak logout URL with  Logout 3aBepLuaet Keycloak session n He

th.signout_redirect_url client_id=grafana nagaet Ha id_token_hint .

Chart cozgaet dashboard ConfigMaps ans

selenaDashboards.items Selena dashboards

Grafana sidecar.

$__env{GF_AUTH_GENERIC_OAUTH_CLIENT_SECRET} B Grafana config - 3T0 cMHTakcuc

Grafana, He shell variable. Ero He 3ameHsiTe Ha plaintext secret.

MinIO

CBoiicTBO 3HaueHue
comment-
minio-operator-values.yaml
only
tenant.name selena-minio
tenant.configSecret.existings
true
ecret
tenant.pools[0].servers [ vol
1) /(2
umesPerServer
tenant.pools[0].size 64Gi

tenant.pools[0].storageClassN {storage_cla

ame ss}

selena, ware
tenant.buckets
house

3auem HyXHO

MinlO Operator pab6oTaet Ha upstream defaults. Overrides Hy>Hb!

TOMbLKO AN private registry/mirror.

Mma MinlO Tenant.

Root credentials 6epyTcsa 13 3apaHee co3gaHHoOro Secret.

MuHMMasbHbIN single-server tenant.
Pasmep MinlO PVC.

StorageClass MinlO PVC.

Buckets, koTopble HyXHbI lakehouse cueHapusam.
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3auem HyXHO

tenant.users Secret ¢ access key/secret key gna application user.
-user
Lakekeeper
CBoOWCTBO 3HaueHue 3ayem HYXXHO
fullnameOverride selena-lakekeeper CrabunbHoe ums Lakekeeper Service.
Embedded DB BbikIo4eHa, NCNonb3yeTcs
postgresql.enabled false

PostgreSQL connection +
externalDatabase.*

Secrets
secretBackend. type Postgres

secretBackend.postgres.encryption selena-lakekeeper-postgres-en

KeySecret cryption

Vault

o6Lmin PostgreSQL.

Lakekeeper database credentials He nexart B
values.

Lakekeeper secrets xpaHuT B PostgreSQL.

Stable encryption key xpaHuTca B Secret.

Bundled Vault values - optional bootstrap/example. nsa production yaiie ncnonb3yercs

customer-managed Vault nnn External Secrets.

CBoiicTBO 3HauyeHue 3a4yem HY)XHO
fullnameOverride selena-vault CrabunbHoe nms Vault resources.
injector.enabled false Minimal profile He BkntoyaeT Vault Agent Injector.

server.dataStorage.storageClass  {storage_class} StorageClass Vault PVC.

server.dataStorage.size 206Gi Pasmep Vault PVC.

ui.enabled true Cospaet Service ans Vault UI/API.

5.13 NpoBepka values A0 YCTaHOBKM

KomaHgbl Hmxe npoeepsatoT customer-specific values files, koTopble Bbl NOAYyUNIn

KonunposaHnem n3 docs-external/values-minimal/ u 3ameHoi placeholders. He

ycTaHasnmBanTe chart-bl Hanpamyto ¢ values-minimal: 370 wWabMOHbI, @ HE TOTOBbIN

deployment profile.
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helm lint charts/internal/selena-operator/chart \
-f {selena_operator_values}

helm lint charts/internal/selena-cm/chart \
-f {selena_cm_values}

helm lint charts/internal/selena-ide/chart \
-f {selena_ide_values}

helm lint charts/internal/selena-ai/chart \
-f {selena_ai_values}

helm lint charts/external/postgres/chart \
-t {postgres_values}

helm lint charts/external/keycloak/chart \
-f {keycloak_values}

helm lint charts/external/kube-prometheus-stack/chart \
-f {monitoring_values}

helm lint charts/external/minio/operator/chart \
-f {minio_operator_values}

helm lint charts/external/minio/tenant/chart \
-f {minio_tenant_values}

helm lint charts/external/lakekeeper/chart \
-f {lakekeeper_values}

helm lint charts/external/openldap/chart \
-t {openldap_values}

helm lint charts/external/vault/chart \

-f {vault_values}

Render-npoBepka:
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helm template selena-cm charts/internal/selena-cm/chart \
-n {selena_namespace} \
-f {selena_cm_values} \
>/tmp/selena-cm-rendered.yaml

rg -n "password|secret|token|client-secret" /tmp/selena-cm-rendered.yaml

B rendered manifests He go/mkHO 6bITb plaintext secret values. [lonycTuMbl TONIbKO MMeEHa

Secrets n env var names.
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6 YcTaHoBKa 6a3oBou nnatdpopmbl Selena

B 3TOM JOKYMeHTe ycTaHaB/IMBatOTCA TO/IbKO KOMMOHEHTbI Selena, KoTopble HyXHbl 40 Engine:
Selena operator 1 Selena Cluster Manager. External dependencies, Bk/touas
monitoring/Grafana, yctaHaBNMBatOTCA UV NOATBEPXKAAKTCA paHbLUe No YCTaHOBKA BHELLHUX
3aBucumocTteli. IDE, Al backend/frontend n MCP yctaHaBnuBaroTcsi no3xe, nocrne Engine
READY n POST /engine/cluster:bootstrap-auth-rbac,

Pa6ouasn AMpeKTopusi 4151 KOMaHA;

cd {selena_docs_repo}/deploy/k8s

6.1 MpoBepkKa BXOAHbIX AAaHHbIX

Mepepn Helm install o/mKHbI BbITb TOTOBbI:

e namespaces {selena_namespace}, {engine_namespace} n {operator_namespace} ;

» image pull Secret B {selena_namespace} 1 {engine_namespace};

o CM database yxe co3gaHa 1 goctynHa us cluster;

o external dependencies ycTaHOBNEHbI UV NOATBEPXAEHbI NO YCTAHOBKA BHELLHUX
3aBNCUMOCTEN;

o Keycloak realm, clients n admin user n3 Keycloak, LDAP n OAuth;

o Kubernetes Secret selena-cm-secrets, co3faHHbIii NOCNe TOro, Kak CTasin N3BeCTHbl CM
DB credentials n Keycloak client secrets;

e customer-specific values, co3gaHHble N3 MMHUMasTbHbIX WabnioHoB B Values, Secrets n
Images.

B KomaHaax Huxe:

Placeholder YTo 310

{selena_operator_ Baw values file ans operator, CKOI'II/IpOBaHHblﬁ N3 docs-external/values-minimal/selena-operator-v

values} alues.yaml UK 3aMOJIHEHHBIN NOJ CTEHA,

{selena_cm_value Baw values file gns CM, ckonMpoBaHHbI 13 docs-external/values-minimal/selena-cm-values.yaml

s} W 3amno/IHEHHbI Nog CTeH .

[MpoBepka:
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kubectl get namespace {selena_namespace} {engine_namespace}
{operator_namespace}

kubectl -n {selena_namespace} get secret selena-registry selena-cm-secrets

kubectl -n {engine_namespace} get secret selena-registry

helm lint charts/internal/selena-operator/chart \
-f {selena_operator_values}

helm lint charts/internal/selena-cm/chart \

-f {selena_cm_values}

Ecnv B values Bk/toyeHbl ServiceMonitor/PodMonitor, o ycTaHoBKU operator/CM L0/KHbI
cyuwiectsoBatb Prometheus Operator CRD:

kubectl get crd servicemonitors.monitoring.coreos.com
podmonitors.monitoring.coreos.com

Ecnn CRD Her, Bblkntounte ServiceMonitor/PodMonitor B values nnu cHayasa yctaHoBuTe

monitoring.
Uto npoBepuThb B values nepes yctaHoBkoi 6e3 bundled monitoring:

Chart Values, KOTOpbl€e [0/MKHbI OCTaBaTbCs BbIK/IHOUEHHbIMU, ecnv CRD HeTt
selena-cm metrics.serviceMonitor.enabled: false, metrics.podMonitor.enabled: false

selena-operator metrics.serviceMonitor.enabled: false

B docs-external/values-minimal/ 3T napameTpbl He NepeonpeaesieHbl, N0O3TOMY
ncnosnb3yotcs 6e3onacHole defaults chart-os: ServiceMonitor/PodMonitor He co3gatoTcs.

Metrics endpoint npun aToM He Bbik/O4aeTcs; platform monitoring MOXeT scrape'mTb ero CBoum

crnocobom, ecnn 310 TpebyeTcs.

6.2 Selena operator

Operator Hy>xeH CM ansa co3gaHuna n ynpaeneHusi Selena Engine CR. YctaHoBute CRD fo
Helm release:

kubectl apply -f charts/internal/selena-operator/chart/crds/
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YcTtaHoBKa:

helm upgrade --install selena-operator \
charts/internal/selena-operator/chart \
-n {operator_namespace} \
--create-namespace \
-f {selena_operator_values} \
--walit --timeout 10m

[NpoBepka:

kubectl -n {operator_namespace} rollout status deploy/selena-operator
kubectl -n {operator_namespace} get pods -0 wide
helm status selena-operator -n {operator_namespace}

Kputepuii rotoBHOCTK: operator pod Running, rollout complete, CRD npyMeHeHbI.

6.3 Selena Cluster Manager

CM ponxeH ctaptoBatb Ao Engine, notomy uto Engine yctaHaBnnBaeTcA T0/1bkO Yyepe3 CM
API.

YcTaHOBKa:

helm upgrade --install selena-cm \
charts/internal/selena-cm/chart \
-n {selena_namespace} \
--create-namespace \
-f {selena_cm_values} \
--wait --timeout 10m

Mposepka Kubernetes:

kubectl -n {selena_namespace} rollout status deploy/selena-cm
kubectl -n {selena_namespace} get pods -1
app.kubernetes.io/instance=selena-cm -0 wide

kubectl -n {selena_namespace} get svc selena-cm -0 wide

helm status selena-cm -n {selena_namespace}
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MpoBepka HTTP:

curl -fsS {cm_url}/actuator/health | jq

OXunaaemblit OTBET COAEPXKMT:

"status": "UP"

6.4 NepBbin login B CM
BbinonHute login nog Keycloak user, KOTopbIi cCOCTOUT B rpynne, mapped Ha cm_admin,

Hanpumep /cm/admins .

curl -fsS -X POST {cm_url}/auth/login \

-H 'Content-Type: application/json' \

-d '"{"username":"{cm_admin_username}", "password":"
{cm_admin_web_password}"}' \

| Jq

CkonupyiiTe none .accessToken us orBeTa. [asnblue B JOKYMEHTALMM OHO Ha3blBaeTCS

{cm_admin_access_token} .

MposepkTe, yT0o CM BUAUT ponb admin:

curl -fsS {cm_url}/auth/me \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jqg
Oxnpgaemo:

e username paBeH {cm_admin_username} ;

e cmRoles cogepXut cm_admin.

Ecnn login He paboTaeT, npoBepbTE:
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UTo npoBepuThb Foe uckatb

Keycloak issuer CM_KEYCLOAK_ISSUER_URI B CM values fomkeH coBnagarb ¢ token claim iss.
Login client secret Kubernetes Secret selena-cm-secrets, key CM_KEYCLOAK_LOGIN_CLIENT_ SECRET ,
Username claim B token fomkeH ObITb preferred_username

Groups claim B token fomkeH 6bITb groups ¢ full group paths.

Audience B token gomkeH 6bITb selena-engine , a CM f0/DKEH XaaTb TOT Xe audience.

6.5 License

License gate 3awuuaet paboune CM endpoints. Health, login, OpenAPI n license endpoints

ocTarTCA OOCTYIHbI.

MpoBepuTbL TEKYLLMIA CTATYC:

curl -fsS {cm_url}/license \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja

3arpysuts license:

curl -fsS -X POST {cm_url}/license \
-H "Authorization: Bearer {cm_admin_access_token}' \
-F 'file=@{license_file_path}"' \

| Ja
MpoBepuTb Noc/e 3arpy3Ku:

curl -fsS {cm_url}/license \
-H 'Authorization: Bearer {cm_admin_access_token}' \
| Jq

KpuTepuii roTOBHOCTK: status paBeH ACTIVE, a cpuOveruse paBeH false. /lloOble
NO_LICENSE, CORRUPTED, NOT_ACTIVE unu EXPIRED 6nokupytoT paboune CM endpoints.

6.6 UTO He ycTaHaB/IMBaeTcA Ha 3TOM LUare

Ha atom atane He yCTaHaBﬂMBaVITeZ
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e selena-ide;
e selena-ai;

e selena-ai-mcp.

MpuunHa: Engine elle He co3gaH, a runtime credentials gns IDE/AI noABATCA TO/bKO nocrie

POST /engine/cluster:bootstrap-auth-rbac. PaHHuii deploy 06bIYHO AaeT OXuaaemble
Pending/Unready cOCTOSIHUA U YCIOXHAET NPOBEPKY.

Cnepywowuin AokymeHT: Engine cluster, bootstrap n storage.
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7 Engine cluster, bootstrap n storage

Selena Engine yctaHaBnnBaeTcs To/ibko Yepes Selena Cluster Manager API. He co3gaBaiiTe
Engine StatefulSet/CR Bpy4YHyt0 1 He MaclITabupymnTe Nx HanpsAMyto B LUTATHOM pexnme.

Mopsapok:

1. CoxpaHutb Engine spec B CM.

2. 3anyctuTb install operation.

3. JloxpaTtbea READY .

4. 3anyctntb auth/RBAC bootstrap.

5. MpoBepuTb bootstrap credentials 1 FE MySQL endpoint.

6. HactpouTb storage volume, ecnu deployment ncnonb3yet shared-data/S3.

7.1 NMpoBepka nepea Engine install

Mepepn NpoAo/HKEHNEM [0/MKHbI ObITh FOTOBbI:

e CM health UP;

¢ license 3arpyxeHa;

¢ Selena operator ycTaHOB/EH;

e {engine_namespace} CO3[aH;

e image pull Secret selena-registry co3gaH B {engine_namespace} ;

e selena-ide-secrets n selena-ai-secrets co3gaHbl B {selena_namespace}, ecnm
Engine bootstrap gomkeH 3anucartb Tyga IDE/Al impersonator passwords;

e CM admin access token nonyyeH n3 POST {cm_url}/auth/login,

[MpoBepku:

curl -fsS {cm_url}/actuator/health | jq

curl -fsS {cm_url}/license \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq

kubectl -n {operator_namespace} get pods -o wide

kubectl -n {engine_namespace} get secret selena-registry

kubectl -n {selena_namespace} get secret selena-ide-secrets selena-ai-
secrets

© 00O «lMnaTtdopma OaHHbIX CeneHa», 2026 65



{[)) SELENA

7.2 MnHunmanbHbI Engine spec

Mpumep HXe onucbiBaeT SHARED_DATA cluster: 3 FE + 3 CN. 3T0 pekoMeHAyeMbIin BapuaHT
ansa deployment, rae gaHHble XpaHAaTcAa BO BHelwHeM shared storage/S3, a CN ncnosnb3ayorca
kak compute nodes.

Mepep BbINOHEHNEM KOMaHAbl 3aMmeHuTe placeholders:

Placeholder OTKyAa B3ATb

{engine_namespa . .
} Namespace, rae operator 6yaet co3gasatb Engine pods, services n PVC.
ce

{selena_namespa Namespace, rge yctaHos/ieHbl Selena application services: CM, IDE, Al. O6bI4HO 3TO hamespace
ce} CM/IDE/AI chart-o0B.

{registry} Registry/mirror n3 cornacosaHHoro deployment profile.
{engine_tag} Bepcusa Selena Engine image u3 release/deployment profile.

{storage_class} Kubernetes StorageClass, BbibpaHHbIii ans Engine PVC.

Ecnu Hy>xeH SHARED_NOTHING cluster ¢ BE, He fo6aBnsitte be B ator JSON nosepx cn.
Mcnonb3yiiTe oTaensbHblil BE-npuMep Hke: B 04HOM Spec Ao/MKeH 6biTb nnbéo fe + cn, nuéo

fe + be.

BaxHo npo config: 3HaueHua n3 fe.config, cn.config n be.config CM nepepaet B
Engine component kak ecTb, nocTpoyHo B config files Hop: fe.config -> fe.conf, cn.config
-> cn.conf, be.config -> be.conf. Kaxgasa JSON-napa npespaLliaercsa B CTPOKY Buga key
= value. NoaToMy yKa3sblBaliTe 3[eCb TO/IbKO peasibHble Selena Engine config keys ans
COOTBETCTBYHOLLLEro KOMMoHeHTa. Ecnv key HanncaH ¢ owmn6Kor uim value HecoBMeCTUM C
Engine, pod MoXeT He cTapToBaTb UK operation 3aBepLUNTCS OLLMOKOIA.
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cat > /tmp/selena-engine-spec.json <<'JSON'

{
"spec": {
"name": "selena-prod",
"namespace": "{engine_namespace}",

"deploymentType": "KUBERNETES",
"clusterMode": "SHARED_DATA",

Ilfell: {
"replicas": 3,
"image": "{registry}/engine-frontend:{engine_tag}",

"imagePullPolicy": "IfNotPresent",
"command": ["/opt/selena/fe_entrypoint.sh"],
"args": ["$(FE_SERVICE_NAME)"],
"imagePullSecrets": [

{"name": "selena-registry"}
1
"requests": {"cpu": "4", "memory": "16Gi"},
"limits": {"cpu": "8", "memory": "32Gi"},
"config": {
"run_mode": "shared_data",
"authentication_chain": "native",
"meta_dir": "/opt/selena/fe/meta",
"sys_log_dir": "/opt/selena/fe/log",
"sys_log_level": "INFO"
3
"volumes": [
{
"name": "fe-meta",
"mountPath": "/opt/selena/fe/meta",
"size": "100Gi",
"storageClassName": "{storage_class}"
3
{
"name": "fe-log",
"mountPath": "/opt/selena/fe/log",
"size": "100Gi",
"storageClassName": "{storage_class}"
¥
1
"env'": [
{

"name": "MYSQL_PWD",
"valueFrom": {
"secretKeyRef": {
"name": "selena-engine-admin-sql",
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"key": "SELENA_ADMIN_SQL_PASSWORD",
"optional": true

}
1
"service": {
"type": "ClusterIP"

}
I
"en": {
"replicas": 3,
"image": "{registry}/engine-compute:{engine_tag}",

"imagePullPolicy": "IfNotPresent",
"command": ["/opt/selena/cn_entrypoint.sh"],
"args": ["$(FE_SERVICE_NAME)"],
"imagePullSecrets": [

{"name": "selena-registry"}
1
"requests": {"cpu": "8", "memory": "32Gi"},
"limits": {"cpu": "16", "memory": "64Gi"},
"config": {
"storage_root_path": "/data/cnl;/data/cn2",
"datacache_enable": "true",
"datacache_mem_size": "10G",
"datacache_disk_size": "80%",
"sys_log_dir": "/opt/selena/cn/log",
"sys_log_level": "INFO"
3
"volumes": [
{
"name": "cn-cache-1",
"mountPath": "/data/cni1",
"size": "500Gi",
"storageClassName": "{storage_class}"
I
{
"name": "cn-cache-2",
"mountPath": "/data/cn2",
"size": "500Gi",
"storageClassName": "{storage_class}"
Iy
{
"name": "cn-log",
"mountPath": "/opt/selena/cn/log",
"size": "100Gi",
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"storageClassName": "{storage_class}"
}
1
"env'": [
{
"name": "MYSQL_PWD",
"valueFrom": {
"secretKeyRef": {
"name": "selena-engine-admin-sql",
"key": "SELENA_ADMIN_SQL_PASSWORD",
"optional": true
}
¥
}

]

I
"bootstrap": {

"impersonators": [

{
"purpose": "CM_IMPERSONATOR",
"username": "cm_impersonator_all"

I

{
"purpose": "IDE_IMPERSONATOR",
"username": "ide_impersonator_all",
"k8sNamespace": "{selena_namespace}",
"k8sSecretName": "selena-ide-secrets",
"k8sSecretKey": "IDE_SELENA_IMPERSONATOR_PASSWORD"

I

{
"purpose": "AI_IMPERSONATOR",
"username": "ai_impersonator_all",
"k8sNamespace": "{selena_namespace}",
"k8sSecretName": "selena-ai-secrets",
"k8sSecretKey": "MCP_SELENA_IMPERSONATOR_PASSWORD"

3

]
}
}
}
JSON

Kak untaTb N MeHATb 3TOT Spec:
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spec.name

spec.names

pace

spec.deplo

ymentType

spec.clust

erMode

spec.fe

spec.fe.re

plicas

spec.fe.im

age

spec.fe.im
agePullPol

icy

spec.fe.co
mmand / sp

ec.fe.args

spec.fe.im
agePullSec

rets

spec.fe.re

quests

spec.fe.li

mits

spec.fe.co
nfig.run_m

ode

spec.fe.co

nfig.authe
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npumepe

selena-prod

{engine_namespac

e}

KUBERNETES

SHARED_DATA

object

{registry}/engine-
frontend: {engine_t

ag}

IfNotPresent

/opt/selena/fe_ent
rypoint.sh  $(FE_S

ERVICE_NAME)

selena-registry

4 CPU, 16Gi

8 CPU, 326i

shared_data

native

MOo)XHO

MEHATb?

Ja, no
install.

fAa, no
install.

OO6bI4HO

HET.

Bbi6upaet
cs o
install.

Ob6s3arene
H.

[Ja, uepes
CM API.

Ja, ana
upgrade.

Pegnko.

He
MeHsliTe
ans
Selena

images.

Ja.

[Ja.

Ja.

MeHATb
TONbKO
BMecTe C ¢

lusterMode ,

He

MeHsTe.

{[)) SELENA

YTo o3Hauaer

Mms Engine cluster. OHo BxoguT B nmeHa Kubernetes resources u
Service DNS names. lNMocne install meHsiliTe Tonbko Yepes
delete/recreate.

Namespace, rge operator cosgact FE/CN unu FE/BE pods, services u
PVC.

Ceiivac CM nogaepxusaet Kubernetes/operator deployment
backend.

SHARED_DATA O3Ha4aeT fe + cn. [l SHARED_NOTHING WCMOSb3YiTE fe

+ be . Mocne install mode He MeHAT Ha MecTe.

FE component: metadata, SQL frontend, MySQL-compatible endpoint
un cluster coordination.

Konnuectso FE pods. Ans HA ncnonb3yiite 3. He macwtabupyiite FE
4o 0; CM API 3awmuaert oT Takoro cLeHapus.

MonHbIii image FE. Registry 1 tag Ao/MKHbI COOTBETCTBOBATH release
profile.

Kubernetes pull policy. Ans immutable release tags 06b14HO
[0CTaTO4HO IfNotPresent

Selena images 1cnosb3ytoT /opt/selena, a He upstream /opt/starrock
s . fIBHbI command 3awumwaeT ot operator defaults, paccuntaHHbIX

Ha StarRocks paths. CM moxeT 06epHyTb FE/BE entrypoint B /bin/bas

h -c ... sleep 5 ... ana graceful stop; ato oxngaemo.

Secret a4 private registry. Secret fo/mkeH 6bITb co3aaH B {engine_nam
espace} fo install.

MurHUManbLHO 3anpalunBaemble pecypcbl pod-a. Kubernetes scheduler
UCMNONb3YET UX A1 pa3MeLLeHus.

BepxHAs rpaHuLa pecypcoB container-a. MNogbupaite nog sizing un
policy 3aka3unka.

Engine runtime mode. A SHARED_DATA fo/bKeH ObiTb shared_data,
ans SHARED_NOTHING - shared_nothing

Selena Engine He nogkntovaetca Hanpamyto kK LDAP/AD. Web login
nget yepes Keycloak, direct SQL ncnonsdyet CM-generated CLI
secret.
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JSON
path
ntication_

chain

spec.fe.co
nfig.meta_

dir

spec.fe.co
nfig.sys_1

og_dir

spec.fe.co
nfig.sys_1

og_level

spec.fe.vo
lumes[].na

me

spec.fe.vo
lumes[].mo

untPath

spec.fe.vo
lumes[].si

ze

spec.fe.vo
lumes[].st
orageClass

Name

spec.fe.en
v[].MYSQL_

PWD

spec.fe.se

rvice.type

spec.cn

spec.cn.re

plicas

spec.cn.im

age
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3HauyeHue B
npumepe

/opt/selena/fe/met

a

/opt/selena/fe/lo

g

INFO

fe-meta, fe-log

/opt/selena/f
e/...

100Gi

{storage_class}

secret selena-engi
ne-admin-sql/SELEN
A_ADMIN_SQL_PASSWO

RD

ClusterIP

object

{registry}/engine-

compute: {engine_ta

MOo)XHO

MEHATb?

Tonbko
BMecTe C
volume
mount.

Tonbko
BMecCTe C
volume

mount.

[Ja.

MnaHnpyiT
e [o
install.

MnaHnpyiT
e fo
install.

3aBucuT ot
StorageCla
Ss.

MnannpynT
e fio
install.

Aa,
ocTaBbTe B

spec.

Ja.

Tonbko
[N SHARED

_DATA .

[Ja, uepes
CM API.

Ja, ana
upgrade.

{[)) SELENA

YTo o3Hauaer

Katanor FE metadata. [lo/mkeH coBnagark ¢ fe-meta.mountPath,

Katanor FE logs. [JonmxeH coBnagark ¢ fe-log.mountPath

YposeHb nornposaHua FE. 0na AMarHoCTMky BPEMEHHO MOXHO
NOBbICUTb, HO He ocTaBnsliTe verbose logging 6e3 HEO6X0AUMOCTH.

Mms volume B Engine component. Lo/XHO 6bITb YHUKA/IbHBIM BHYTPU
component.

Kyga PVC moHTupyeTcs B container. Config paths gomkHbl cebliaTbes
Ha 3Tu Xe KaTasloru.

Pa3smep PVC. YBenuueHue nocne install BO3MOXHO TO/IbKO ec/v
StorageClass pa3peluaet expansion. YMeHbLueHne PVC 06bI4YHO
HEBO3MOXHO.

StorageClass gns FE PVC. BblbupaiiTe Knacc ¢ Hy>HoW

HazexHocTblo, IOPS/throughput 1 backup policy.

HyxeH FE/CN entrypoint nocne /engine/cluster:bootstrap-auth-rbac
Korga root/admin SQL password yxe yctaHoB/ieH. bes aToro post-
bootstrap scale-up/restart MOXeT He 3aperncTpmpoBaTb HOBbIV pod B
FE. Secret co3gaet CM bootstrap.

Kubernetes Service type ans FE. clusterIP ocTaBnsiet FE BHyTpu
cluster; LoadBalancer ny6/mkyeT endpoint Hapyxy, ecnm ato

paspeLueHo network/security policy.

CN component: compute nodes n nokanbHbIin cache ans shared-data

mode. He ncnonb3yiite 04HOBPEMEHHO C be .

Konnuectso CN pods. Scale up/down genaiite Tonbko Yyepes CM AP,
He yepe3 kubectl scale.

MonHbii image CN. Tag Ao/mkeH 6bITb coBMecTum ¢ FE tag.
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JSON
path

spec.cn.co
mmand / sp

ec.cn.args

spec.cn.re
quests [/ s
pec.cn.lim
its

spec.cn.co
nfig.stora
ge_root_pa

th

spec.cn.co
nfig.datac
ache_enabl

e

spec.cn.co
nfig.datac
ache_mem_s
ize

spec.cn.co
nfig.datac
ache_disk_

size

spec.cn.co
nfig.sys_1

og_dir

spec.cn.vo

lumes[]

spec.cn.en
v[].MYSQL_

PWD

spec.boots
trap.imper

sonators[]

© 00O «lMnaTtdopma OaHHbIX CeneHa», 2026

3HauyeHue B
npumepe

g}

/opt/selena/cn_ent
rypoint.sh  $(FE_S

ERVICE_NAME)

8/16 CPU, 32/64Gi

/data/cnl;/data/cn

2

true

106G

80%

/opt/selena/cn/1lo

g

cn-cache-1, cn-cac

he-2

cn-log

secret selena-engi
ne-admin-sql/SELEN
A_ADMIN_SQL_PASSWO

RD

cm/ide/ai_imperson

ator_all

MOo)XHO

MEHATb?

He
MeHsliTe
ans
Selena
images.

Ja.

Tonbko
BMecCTe C

volumes.

Ja.

[Ja.

Ja.

Tonbko
BMecCTe C
volume

mount.

MnaHnpyiT
e fo

install.

Aa,

OCTaBbTE B

spec.

OO6bIYHO
He

MeHsnTe.

{[)) SELENA

YTo o3Hauaer

ABHO 3anyckaet Selena CN entrypoint n3 /opt/selena, yto6bl He
3aBuceTb OT operator defaults.

Pecypcbl compute pods. Mogo6upaiite nog workload n node size.

Katanoru nokanbHoro CN cache/storage. Kaxablii NyTb AO/KEH
nmeTb matching volume mount.

Brtovaert local data cache Ha CN. g shared-data deployments

06bIYHO HYXEH.

0O6bem memory cache Ha CN. [Jo/mkeH COOTBETCTBOBaTbL memory
limit.

[ons cache volumes, koTopyto MOXET ncnonb3oBaTk disk cache.

Kartanor CN logs.

PVC pnsa CN cache n logs. Cache volumes go/mkHbl COOTBETCTBOBATb

storage_root_path ,

HyxeH CN entrypoint ansa peructpauumm compute node B FE nocne
auth/RBAC bootstrap n gns nocnegyowmx scale-up/restart.

Service users, kotopble CM co3pgacT B Selena nocrie install. OHu
HY>XHbl CM, IDE 1 AI/MCP g5 BbINOMHEHWS 3aNpOCOB OT UMEHN

nosib3oBartesns.
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JSON
path

impersonat
ors[].purp

ose

impersonat
ors[].user

name

impersonat
ors[].k8sN

amespace

impersonat
ors[].k8sS

ecretName

impersonat
ors[].k8sS

ecretKey

3HauyeHue B
npumepe
CM_IMPERSONATOR, I

DE_IMPERSONATOR, A

I_IMPERSONATOR

*_impersonator_al

1

{selena_namespac

e}

selena-ide-secret
s, selena-ai-secre

ts

IDE_SELENA_IMPERSO
NATOR_PASSWORD | MC
P_SELENA_IMPERSONA

TOR_PASSWORD

MOo)XHO

MEHATb?

Her.

OO6bIYHO
HeT.

[Ja.

[a, ecnu
MeHsieTe
charts.

[Ja, ecnu
MeHsieTe
charts.

{[)) SELENA

YTo o3Hauaer

Tun service credential. CM noHMMaeT oMKCMpOBaHHbIE purpose

names.

Mwms service user B Selena Engine. Eciin meHsieTe, CUHXPOHHO
o6HoBnANTe dependent service config.

Namespace Kubernetes Secret, kyga CM 3anuwet generated
password ans IDE/AI nocne bootstrap.

Existing Secret, kotopbliii yutatoT IDE/AI/MCP pods. VM fO/KHO

coBnagartb ¢ values atux chart-os.

Key BHyTpy Secret. [lo/mkeH COBNagaTh C env var, KOTopyto yntaet

COOTBETCTBYHOLLMIA Service.

Mpumep gna SHARED_NOTHING cluster: 3 FE + 3 BE. Micnonb3yiTe ero BMecto SHARED_DATA
npumepa, ecniv deployment profile BbibpaH 6e3 shared storage/S3.
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cat > /tmp/selena-engine-spec-shared-nothing.json <<'JSON'

{
"spec": {
"name": "selena-prod",
"namespace": "{engine_namespace}",

"deploymentType": "KUBERNETES",
"clusterMode": "SHARED_NOTHING",

Ilfell: {
"replicas": 3,
"image": "{registry}/engine-frontend:{engine_tag}",

"imagePullPolicy": "IfNotPresent",
"command": ["/opt/selena/fe_entrypoint.sh"],
"args": ["$(FE_SERVICE_NAME)"],
"imagePullSecrets": [

{"name": "selena-registry"}
1
"requests": {"cpu": "4", "memory": "16Gi"},
"limits": {"cpu": "8", "memory": "32Gi"},
"config": {
"run_mode": "shared_nothing",
"authentication_chain": "native",
"meta_dir": "/opt/selena/fe/meta",
"sys_log_dir": "/opt/selena/fe/log",
"sys_log_level": "INFO"
3
"volumes": [
{
"name": "fe-meta",
"mountPath": "/opt/selena/fe/meta",
"size": "100Gi",
"storageClassName": "{storage_class}"
3
{
"name": "fe-log",
"mountPath": "/opt/selena/fe/log",
"size": "100Gi",
"storageClassName": "{storage_class}"
¥
1

"service": {
"type": "ClusterIP"
}
3
"be": {
"replicas": 3,
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"image": "{registry}/engine-backend: {engine_tag}",
"imagePullPolicy": "IfNotPresent",

"command": ["/opt/selena/be_entrypoint.sh"],
"args": ["$(FE_SERVICE_NAME)"],
"imagePullSecrets": [

{"name": "selena-registry"}
1
"requests": {"cpu": "8", "memory": "32Gi"},
"limits": {"cpu": "16", "memory": "64Gi"},
"config": {
"storage_root_path": "/data/bel;/data/be2",
"sys_log_dir": "/opt/selena/be/log",
"sys_log_level": "INFO"
3
"volumes": [
{
"name": "be-storage-1",
"mountPath": "/data/bel",
"size": "500Gi",
"storageClassName": "{storage_class}"
Iy
{
"name": "be-storage-2",
"mountPath": "/data/be2",
"size": "500Gi",
"storageClassName": "{storage_class}"
3
{
"name": "be-log",
"mountPath": "/opt/selena/be/log",
"size": "100Gi",
"storageClassName": "{storage_class}"
}
1
I

"bootstrap": {
"impersonators": [

{
"purpose": "CM_IMPERSONATOR",
"username": "cm_impersonator_all"

Iy

{
"purpose": "IDE_IMPERSONATOR",
"username": "ide_impersonator_all",
"k8sNamespace": "{selena_namespace}",
"k8sSecretName": "selena-ide-secrets",
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"k8sSecretKey": "IDE_SELENA_IMPERSONATOR_PASSWORD"

3

{
"purpose": "AI_IMPERSONATOR",
"username": "ai_impersonator_all",
"k8sNamespace": "{selena_namespace}",
"k8sSecretName": '"selena-ai-secrets",
"k8sSecretKey": "MCP_SELENA_IMPERSONATOR_PASSWORD"

¥

]
3
}
}
JSON
Mona BE:
JSON path 3HaueHue B npumvepe UTo o3Hauvaer
) BE component CMosib3yeTcs TO/IbKO B SHARED_NOTHING . B
spec.be object
TakoOM Spec He JO/MKHO ObITb cn .
{registry}/engine-backend: {en .
spec.be.image MonHbIli image BE. Tag fomkeH 6biTb coBMecTum ¢ FE tag.

gine_tag}

spec.be.command / sp /opt/selena/be_entrypoint.sh, HBHO 3anyckaet Selena BE entrypoint n3 /opt/selena, ytoObI

ec.be.args $(FE_SERVICE_NAME) He 3aBuceTb OT operator defaults.

spec.be.config.stora KaTtanoru noctosiHHoro BE storage. Kaxaplli nyTb A0/HKEH
/data/bel;/data/be2 . .

ge_root_path MMeTb OTAe/bHbIN matching volume mount.

spec.be.volumes[].mo /data/bel, /data/be2 6 /opt/se

Persistent volumes g8 BE gaHHbIX 1 logs.
untPath lena/be/log

Ecnu HyxeH BHewHuiA direct SQL endpoint cpasy yepes FE Service, 3agaite B fe.service
Tvn LoadBalancer mnu ucnonb3yinte approved TCP Ingress/Gateway. [ns production
orpaHunybTe source ranges firewall/network policy.

7.3 CoxpaHuTb spec B CM

Ecnu Bbl Bbi6bpasiv SHARED_DATA | nanblue ucnonb3yinte /tmp/selena-engine-spec.json,
Ecnu Bblbpann SHARED_NOTHING, gasblue Ucnonb3ynte /tmp/selena-engine-spec-shared-

nothing.json,

B komaHgax Hmke {engine_spec_file} - 3710 BbiOpaHHbIV thaiin spec. Nepepn oTnpaBKoi

NpoBepbLTE, UTO 3TO UMEHHO TOT (daii/1, KOTOPbI Bbl XOTE/NN YCTAHOBUTD:
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jq empty {engine_spec_file}
rg -n '\{[a-zA-Z0-9_]+\}"' {engine_spec_file}

jgq empty gosmkeH 3aBeplInTbLCA 6e3 OWMOKN. g He AO/MKEH HANTN He3aMeHeHHble
placeholders.

curl -fsS -X PUT {cm_url}/engine/cluster/config \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
--data-binary @{engine_spec_file} \
| Jq

MpoBepUTb COXPaHeHHbIN Spec:

curl -fsS {cm_url}/engine/cluster/config \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
[lo ycTaHOBKM OXnaaemblii status: CONFIG_SAVED .

7.4 3anycTtuTs install operation

curl -fsS -X POST {cm_url}/engine/cluster:install \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
Ckonupyiite .operationId u3 oteerta. Janble 310 {operation_id}.

MpoBepuTb operation:

curl -fsS {cm_url}/engine/cluster/operations/{operation_id} \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja

curl -fsS {cm_url}/engine/cluster/operations/{operation_id}/events \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja
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MpoBepuTtb Kubernetes:

kubectl -n {engine_namespace} get pods, svc,pvc -0 wide
kubectl -n {engine_namespace} get events --sort-by=.lastTimestamp

7.5 floxxpaaTbCcsa peasibHOM roToBHOCTU Engine

Operation status APPLIED o3Ha4aeT, uto CM otnpasun desired state B Kubernetes/operator.

370 He TO Xe camoe, 4uTo rotosble FE/CN pods.

MpoBepsiiTe CM status Ao READY :

curl -fsS '{cm_url}/engine/cluster/status?refresh=true' \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| jg
N Kubernetes:

kubectl -n {engine_namespace} get statefulsets,pods -o wide
kubectl get pods -A --field-
selector=status.phase!=Running, status.phase!=Succeeded

Kpvtepuin roTOBHOCTH:

CM cluster status READY :
FE StatefulSet ready;
CN nnu BE StatefulSet ready;

HeT HeoxnpgaHHbIX failed/pending pods.

7.6 BoinonHuTb auth/RBAC bootstrap

Install He co3gaeT runtime credentials gnis npunoxexuii. Bootstrap 3anyckaeTcs oTAeNbHO,
TONbKO nocne READY .

Ecnn B Engine spec ectb IDE_IMPERSONATOR mnniM AI_IMPERSONATOR, Secrets ans IDE/AI
[O/DKHBI Y)XXe cyllecTBoBartb, notoMy 4to CM 3anuceiBaeT generated passwords B 3T existing
Secrets:
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kubectl -n {selena_namespace} get secret selena-ide-secrets selena-ai-

secrets

curl -fsS -X POST {cm_url}/engine/cluster:bootstrap-auth-rbac \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
CkonupyiiTe .operationId u3 oteeTta. Jasbue 310 {bootstrap_operation_id}.

MpoBepuTb bootstrap operation:

curl -fsS {cm_url}/engine/cluster/operations/{bootstrap_operation_id} \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| jq

curl -fsS
{cm_url}/engine/cluster/operations/{bootstrap_operation_id}/events \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
MpoBepuTb, 4TOo CM 3anucan service passwords B Secrets:

curl -fsS {cm_url}/engine/cluster/impersonators \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja

kubectl -n {selena_namespace} get secret selena-ide-secrets \
-0 jsonpath='{.data.IDE_SELENA_IMPERSONATOR_PASSWORD}' | wc -cC

kubectl -n {selena_namespace} get secret selena-ai-secrets \
-0 jsonpath='{.data.MCP_SELENA_IMPERSONATOR_PASSWORD}' | wc -c

OXnaaemo: wec -c 6osblie 0.

Tenepb MOXHO ycTaHasnmeaTk IDE, Al backend/frontend n MCP. 310 onucaHo B IDE, AI/MCP,

RBAC, nonb3oBatenu u direct SQL.
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7.7 FE MySQL endpoint gnsa direct SQL

Ecnn nonb3oBatenun 6yayT nogktoyvarsca yepes DBeaver, IntelliJ IDEA Database Tools nnn
MySQL CLI, onybnukyinte FE port 9030 approved cnoco6om: LoadBalancer, TCP
Ingress/Gateway, VPN-only address nnu gpyroin customer network pattern.

MpoBepuTb Service:

kubectl -n {engine_namespace} get svc -0 wide

Admin smoke test:

mysgl --protocol=TCP \
-h {selena_fe_mysqgl_host} \
-P 9030 \
-u root \
-e "SHOW USERS; SHOW ROLES;"

Monb3oBatensckne direct SQL NOAK/IHOYEHUA HE BbINOMHAKTCA Nog, root ; Ana HUX co3gaeTcs
otaenbHblin CLI secret uepes CM API. 310 caenaHo HamepeHHo: LDAP/Keycloak password
ocTtaetcs web/identity credential, a MySQL/JDBC protocol nonyyaeTt oTgaenbHblin naponb Ans
database-gocTtyna, KOTOpbI MOXHO He3aBUCMMO COPOCUTbL, OTO3BaTb Y HE XPaHUTb B
koprniopatusHom password flow. C Touku 3peHna 6e30MnacHOCTN HE PEKOMEHAYEeTCA
ncnono3osarb LDAP/Keycloak password kak naposib gns MySQL/IDBC clients: Takue clients
4acTo coxpaHsT password fokasnbHo, He noHnMaroT SSO/MFA policies 1 He A0/MKHbI NonyyaTb
OCHOBHOW identity password nonb3oBaressi.

Monb3oBaTesnb Nnonydyaer access token yepes 06bI4HbI CM login:

curl -fsS -X POST {cm_url}/auth/login \
-H 'Content-Type: application/json' \
-d '"{"username":"{username}", "password":"{web_password}"}"' \
| Jq

Ckonupyiite .accessToken u3 orBeTa. [anblue ato {user_access_token} . 3arem
nonb3oBaTenb copacbiBaeT CLI secret:
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curl -fsS -X POST {cm_url}/me/cli-secret:reset \
-H 'Authorization: Bearer {user_access_token}' \

| Ja

Ckonupyite .cliSecret u3 oTBeTa. 3Ha4YeHMEe NOKa3bIBAETCA TO/IbKO OAMH pas; ecnv secret
NnoTepsiH, BbINO/IHUTE reset cHoBa. Mogpo6HeIl direct SQL checklist onucan B IDE, AI/MCP,
RBAC, nonb3oBatenu u direct SQL.

7.8 Storage volume agnsa shared-data

Ilns shared-data clusters o6bIuHbIli CREATE TABLE Tpe6yeT default storage volume. Ecnu
ncnonbdyetcs external S3, co3gaiite bucket n access key BHe Selena. Ecnun ncnonb3yetcs
MinlO B Kubernetes, ybeautecn, 4to application user co3gaH B MinlO, a He TO/IbKO 3anucaH B
Kubernetes Secret.

Mpumep co3gaHusa MinlO user:

kubectl -n {minio_namespace} exec {minio_pod_name} -c minio -- \
mc alias set local http://localhost:9000 {minio_root_user}
{minio_root_password}

kubectl -n {minio_namespace} exec {minio_pod_name} -c minio -- \
mc admin user add local {s3_access_key} {s3_secret_key}

kubectl -n {minio_namespace} exec {minio_pod_name} -c minio -- \
mc admin policy attach local readwrite --user {s3_access_key}

kubectl -n {minio_namespace} exec {minio_pod_name} -c minio -- \

mc mb -p local/{bucket_name}

Cospartb default storage volume:
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mysql --protocol=TCP \
-h {selena_fe_mysqgl_host} \
-P 9030 \
-u root <<'sqQL'

{[)) SELENA

CREATE STORAGE VOLUME IF NOT EXISTS {storage_volume_name}

TYPE = S3

LOCATIONS = ("s3://{bucket_name}/{bucket_prefix}/")

PROPERTIES

(
"enabled" = "true",
"aws.s3.region" = "{s3_region}",
"aws.s3.endpoint" = "{s3_endpoint}",
"aws.s3.use_aws_sdk_default_behavior" = "false",
"aws.s3.use_instance_profile" = "false",
"aws.s3.access_key" = "{s3_access_key}",
"aws.s3.secret_key" = "{s3_secret_key}",
"aws.s3.enable_ss1" = "false",
"aws.s3.enable_path_style_access" = "true"

)

SET {storage_volume_name} AS DEFAULT STORAGE VOLUME;

SHOW STORAGE VOLUMES;
SQL

Kak untatb 1 meHAaTb SQL:

Crtpoka | napametp Urto o3HauaeT

mysql --protocol=TC  [logkntodyeHune K FE no MySQL-
P compatible protocol.

-h {selena_fe_mysql_ Host/IP ony6nvkosaHHoOro FE
host} MySQL endpoint.

-P 9030 MySQL port FE.

Admin-nogknoyeHve ans
-u root nepB1YHON HaACTPOlikn storage

volume.

CREATE STORAGE VOLUM
Cosgaet named storage volume B
E IF NOT EXISTS {sto
Selena, ecnu ero eLle Her.
rage_volume_name}

Twn backend storage. Ans S3-
TYPE = S3 compatible storage, Bkntoyas MinlO,

ncnosb3lyercs S3.
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OcTaBbTe TCP, yT06bI client He NbiTasICs UCMNO/b30BaTh
local socket.

Bo3bmute n3 FE Service, LoadBalancer,
Ingress/Gateway nnn DNS-3anucu.

MeHsiTe TonbKo ecnu B Engine/Service siBHO BbiGpaH

Apyroii external port.

VicnonbayiitTe Tonbko Ansa admin setup.
[Monb3oBaTesnibCckme nogkoveHns nayt yepes CLI

secret, He nop, root .

3ameHuTe {storage_volume_name} Ha NMOHATHOE UMS,
Hanpumep default_s3_volume . licnonb3yiite lowercase
letters, digits n underscores.

OcTtaBbTe S3, ecnu storage cosmectum ¢ S3 API.
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Crtpoka | napameTtp

LOCATIONS = ("s3://
{bucket_name}/{bucke

t_prefix}/")

"enabled" = "true"

"aws.s3.region" = "

{s3_region}"

"aws.s3.endpoint" =

"{s3_endpoint}"

"aws.s3.use_aws_sdk_
default_behavior" =

"false"

"aws.s3.use_instance

_profile" = "false"

"aws.s3.access_key"

= "{s3_access_key}"

"aws.s3.secret_key"

= "{s3_secret_key}"

"aws.s3.enable_ssl1"

= "false"

"aws.s3.enable_path_

style_access" = "tru

e"

SET {storage_volume_

name} AS DEFAULT STO

RAGE VOLUME

SHOW STORAGE VOLUME

S

YTto o3HauaeTt

Bucket n prefix, kyga Selena éyget
nucatb AaHHble.

Bkntoyaet volume gnis

NCNoJib30BaHUA.

Region S3 endpoint.

Endpoint S3 API.

Selena He 6epeT credentials u3
AWS SDK default chain, a
MCMNO/Ib3YyeT AIBHO 3a4aHHble

properties Huxe.

Selena He ucnonb3yeT cloud

instance profile/managed identity.

Access key S3/MinlO user-a.

Secret key S3/MinlO user-a.

Vicnonb3oBaTb M HTTPS/TLS ans
S3 endpoint.

Vcnonb3oBatb path-style URL, rge
bucket nget B path, a He B
hostname.

[Jenaet volume default gns

06bIYHOrO CREATE TABLE , ecnv table

He yKasasia storage fBHO.

Mposepka, 4To volume co3gaH 1
BMaeH Selena.

{[)) SELENA

YTO MEHATb

{bucket_name} [O/KEH cyLlecTBoBaTh. {bucket_prefix}
MOXHO BblOpaTb MO, OKPYXXeHNe, HanpumMep prod/wareho

use ; He HauMHawTe prefix ¢ /.
OO6bIYHO OCTaBbTe true .

[Ans AWS yKaxunTe peasibHblii region, HanpMmMep eu-cent
ral-1., 1519 MinlO 4yacTo UCnonb3yT YC/I0BHOE
3HaueHve BpoJe us-east-1, eCnn Apyroro TpebosaHns

HET.

[nsa internal MinlO 3T0 06bIYHO http://minio.{minio_nam
espace}.svc.cluster.local:80 . [Ins external S3
ncnonb3yrte endpoint, koTopbli goctyneH FE/CN pods.

OcTtaBbTe false, ecnu 3afaeTe access_key U secret_ke
y B SQL.

OcTaBbTe false, EC/IN HE COI1acOBaH OTAE/NbHbI

cloud-native identity flow.

Vicnonbaylite application user ¢ MUHUMa/TbHO HYXXHbIMW
npasamu Ha bucket/prefix, He root/admin MinlO user.

He coxpaHsiiTe 310 3Ha4eHune B Git. MNepegasaiite ero

TOMbKO B 3awmeHHom admin runbook/secret process.

[Ona production external S3 06bI4HO true . A4 internal

demo MinlO no HTTP moxeT 6bITb false.
[18 MinlO 06bl4HO true. g AWS S3 MOXHO
ncnosb3oBatk customer/platform recommendation.

VIMsi JO/1XKHO coBNaaaThb € volume, co3faHHbIM BbILLE.

OcrtaBbTe Kak verification step.

[ns internal MinlO endpoint 06bI4YHO UCMOb3YETC:

http://minio.{minio_namespace}.svc.cluster.local:80

MpoBepka Tabnuubl:
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mysql --protocol=TCP \

-h {selena_fe_mysqgl_host} \

-P 9030 \

-u root \

-e "CREATE DATABASE IF NOT EXISTS demo_storage; CREATE TABLE IF NOT
EXISTS demo_storage.tl (id INT); INSERT INTO demo_storage.tl VALUES (1);
SELECT * FROM demo_storage.ti;"

7.9 Engine operations yepe3 CM API

CM API endpoints ana ctatyca u event log:

Endpoint Korga Bbi3biBaTb Yto cmOTpeTb B OTBeTe
: MNocne
GET {cm_url}/engine/cluster/ status, lastApplyError , FE/BE/CN component
install/apply/bootstrap/scale/restart . . !
status?refresh=true readiness, FE service, lastOperationId,

1 Npu NGO AnarHoCTrKe.

Korga operation TonbKo 4T0O

GET {cm_url}/engine/cluster/ Opera’[ion status , operationType timestamps,
co3faHa unu status BepHyn lastop

operations/{operation_id} affected components, error message.
erationId ,

GET {cm_url}/engine/cluster/ Append-only events: step name, level, message,
[nsa nogpo6Horo event log ] .

operations/{operation_id}/ev timestamp. 3To ocHoBHOW Nor nporpecca CM
onepauun. )

ents operation.

MpoBepuTb TEKyLLWIA cluster status:

curl -fsS '"{cm_url}/engine/cluster/status?refresh=true' \
-H 'Authorization: Bearer {cm_admin_access_token}' \
| Jq

MpoBepuTb operation status:

curl -fsS {cm_url}/engine/cluster/operations/{operation_id} \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| jq

MonyunTb operation event log:
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curl -fsS {cm_url}/engine/cluster/operations/{operation_id}/events \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| jg
Scale CN:

curl -fsS -X POST {cm_url}/engine/cluster/components/cn:scale \
-H "Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"replicas":2}' \
| Jq

Scale FE:

curl -fsS -X POST {cm_url}/engine/cluster/components/fe:scale \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"replicas":3}' \
| Jq

Restart:

curl -fsS -X POST {cm_url}/engine/cluster:restart \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja

Mocne kaxaoii operation npoBepsaiiTe He TONbLKO operation status, HO U peasibHbIit cluster
status:

curl -fsS '"{cm_url}/engine/cluster/status?refresh=true' \
-H "Authorization: Bearer {cm_admin_access_token}' \

| Jq
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8 IDE, AI/MCP, RBAC, nonb3oBaTenn v
direct SQL

DTOT AOKYMEHT BbINO/HAETCS nocnie Engine READY 1 ycnewHoro POST
/engine/cluster:bootstrap-auth-rbac. K atomy momeHTy CM yxe co3gasn runtime

credentials n 3anucan passwords B selena-ide-secrets p selena-ai-secrets,

B Helm komaHgax Hmxe ncnonb3yiite customer-specific values files, co3gaHHble n3 docs-
external/values-minimal/ n 3anonHeHHble nog cteHA: {selena_ide_values},

{selena_ai_values}, {selena_cm_values}. He ycTtaHaBnmBalitTe production/test cteHp

Hanpamylo ¢ values-minimal.

8.1 YcTtaHoBUTb Selena IDE

Mepepn yctaHoBkol IDE npoBepeTe:

o Keycloak client selena-ide co3gaH;

o Keycloak client selena-ide-service cosgaH;

e selena-ide-secrets cogepxuTt IDE_SELENA_IMPERSONATOR_PASSWORD nocne Engine
bootstrap;

e PUBLIC_URL B IDE values coBnagaeT ¢ {ide_public_url};

{ide_public_url} po6asneH B Keycloak redirect URIs.

YcTaHoOBKa:

helm upgrade --install selena-ide \
charts/internal/selena-ide/chart \
-n {selena_namespace} \
-f {selena_ide_values} \
--wait --timeout 10m

lMposepka:
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kubectl -n {selena_namespace} rollout status deploy/selena-ide-web
kubectl -n {selena_namespace} get pods -1
app.kubernetes.io/instance=selena-ide -0 wide

curl -fsS {ide_public_url}/health

Browser check:

1. OTkpoliTe {ide_public_url}.

2. Bonigute yepes Keycloak.

3. OTKpoinTe SQL console.

4. BbINOIHUTE NPOCTOI query, KOTOPbI pa3peLLeH ponsamMm Nonb3oBartess.

8.2 YctaHoBuUTb Selena Al backend/frontend/MCP

Mepep yctaHoBKOMW Al npoBepbTe:

o Keycloak client selena-ai cosaaH;

e selena-ai-secrets comepxuT MCP_SELENA_IMPERSONATOR_PASSWORD nocne Engine
bootstrap;

e AI_BACKEND_LLM_API_KEY saBnsieTcA peasbHbiM provider key, He placeholder;

e Al values cogepxat {ai_public_url}, {ide_public_url} u Keycloak URLsS;

e npu components.mcp.replicaCount > 1 kawuyeHa sticky session affinity gna MCP

Service.

YcTaHOBKa:

helm upgrade --install selena-ai \
charts/internal/selena-ai/chart \
-n {selena_namespace} \
-f {selena_ai_values} \
--walt --timeout 210m

[MpoBepka:
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kubectl -n {selena_namespace} rollout status deploy/selena-ai-backend
kubectl -n {selena_namespace} rollout status deploy/selena-ai-frontend
kubectl -n {selena_namespace} rollout status deploy/selena-ai-mcp
kubectl -n {selena_namespace} get deploy selena-ai-backend selena-ai-
frontend selena-ai-mcp -o wide

curl -fsS {ai_public_url}/api/vi/health | jq

Oxunpaewmblin health:

{
"status": "ok",
"components": {
"agent": "ok",
"mcp": "ok",
"storage": "ok"
3
3

Browser check:

1. Otkpoiite IDE.

2. Boingmte nonb3oBarenem, y KOToporo ectb Selena data role.
3. OtkpoinTe Al Agent u3 IDE.

4. MonpocuTte BbINOMHUTL SELECT 1 AS ok,

5. Y6eautech, 4to Al Bbi3biBaeT query tool n nokasbiBaeT pesysibrar 1.

8.3 Kak paboTaeT cmHxpoHusauuma Keycloak groups ->
Selena users/roles

CM He untaet LDAP/AD Hanpsimyto. MIcToOuHMK NpaBabl ANs nonb3osateneli u rpynn - Keycloak.

TekyLwasa cxema:

Keycloak group membership
-> CM scheduled membership refresh
-> CM membership snapshot B PostgreSQL
-> mapped external groups
-> Selena roles bound to external groups
-> native Selena SQL users and role grants
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PacnucaHne membership refresh BkntoueHo no ymonyanmio B CM. B minimal values ero He
HY>XHO 3a/aBaTb: MEHSINTE 3TU CBOMCTBA TOMLKO ec/m customer runbook Tpebyet apyroin SLA

nnn gpyroi lock window.

. PekomeHpgyemoe
CBOIWCTBO YTo penaet
3HaueHue
CM_GROUP_FILE_REFRESH_ENABL
— "true" Product default. Bkntouaet cron refresh n3 Keycloak.
CM_GROUP_FILE_REFRESH_INITI
10s Uepes ckosbko nocne ctapta CM BbINONHUTE NepBbIi refresh.
AL_DELAY
CM_GROUP_FILE_REFRESH_INTER
30s Kak yacto CM nepeuuntbiBaeT Keycloak groups u users.
VAL
CM_GROUP_FILE_FULL_RECONCIL Kak yacto genatb nosHbIin reconcile gaxxe ecnn snapshot hash
PT6H
E_INTERVAL HEe N3MEeHWJICA.
CM_GROUP_FILE_REFRESH_LOCK_ Distributed lock yepe3s CM DB, uTo6bl fiBe CM replicas He
PT5M
AT_MOST_FOR BbINo/IHANM refresh ogHOBpeMeHHO.
CM_GROUP_FILE_REFRESH_LOCK_ s MuHV/ManbHoe Bpems yaepxaHus lock, 3almiiaeT oT CAULLKOM
AT_LEAST_FOR 4YacTbIX NOBTOPOB.

UTo npoucxoamnt Kaxaple {refresh_interval}:

1. OgHa CM replica 6epet ShedLock cm-group-file-refresh,

2. CM uepes Keycloak Admin APl unTaert effective members Tonbko A5 groups, Kotopble
yKasaHbl B external group mappings.

3. CM reHepupyeT membership snapshot n cpasHuaet hash ¢ nocnegHum applied snapshot.

4. Ecnn hash namenuncs, CM reconcile'mT Tonbko nosnb3oBarenei, membership KOTopbIx
n3MeHuncs: AobaBnsaeT missing roles, revoke'mT nuwHme roles, co3gaeTt HOBbIX Selena
users n ygansert stale Selena users/metadata.

5. Ecnu hash He nameHunncs, CM He Tporaet Selena go cnegytouero full reconcile.

6. Paz3 B {full_reconcile_interval} CM pgenaet nosnHeblii safety reconcile Bcex
nonb3oBarenen n3 snapshot.

MpakTnyecknii SLA: npy CM_GROUP_FILE_REFRESH_INTERVAL=30S n3MeHeHMe rpynnbl B
Keycloak 06bI14HO foe3xaeT Ao Selena 3a oguH refresh cycle nntoc Bpemsi Keycloak Admin API
n Selena SQL DDL. Aina production runbook 3aknagbiBante 1-2 MUHYTHI.

3awmTa oT onacHoro nyctoro snapshot: ecnu npegpigywmin applied snapshot nmen members, a
HOBbIV snapshot BHe3anHo nycTtoil, CM oTkaxeTcs reconcile'nTb ero, 4Tobbl HE CHATb POJN

MaccoBo 13-3a c609 Keycloak/LDAP.
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Ecnn external group mappings elle He HacTpoeHsbl, scheduled refresh 6e3onacHo nponyckaeTcs
N He NpUMeHseT NycToi snapshot. locTyn K faHHbIM NOSIBUTCA TO/IbKO NOC/e IBHOTO mapping

Keycloak groups B Selena external groups.

MpoBepnTb TEKyLWMA snapshot:

curl -fsS {cm_url}/selena/membership-snapshot/status \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja

curl -fsS {cm_url}/selena/membership-snapshot/groups \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| jq

8.4 CM roles u protected API

CM API roles Bbigatotca uepes Keycloak group paths B group-role-mappings. 31u roles
HY>XHbI TO/IBKO A1 AOCTYNa B /IMYHbIA KabuHeT/agmuHucTpatmBHbil Ul Selena Cluster Manager
N K 3awmieHHsiMm CM API. OHM He galoT nosb3oBaTesito npas Ha YTeHME UK 3annucb AaHHbIX B
Selena Engine. JocTyn K AaHHbIM HacTpanBaeTcAa OTAeslbHO Yepes Selena roles/grants u

external group mappings B cnieaytoLiem pasgerne.

MuHnMasibHaa cxema:

{
"em": {
"security": {
"group-role-mappings": {
"[/cm/admins]": "cm_admin",
"[/cm/role-admins]": "cm_role_admin",
"[/cm/viewers]": "cm_viewer"
}
}
}
3

MpoBEPUTbL TEKYLLIETO MO/b30BATESS:
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curl -fsS {cm_url}/auth/me \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
Negative check gns nonb3osarensa 6e3 CM roles:

curl -1 -sS {cm_url}/engine/cluster/status?refresh=true \
-H 'Authorization: Bearer {no_cm_role_access_token}'

Oxnpgaemo: HTTP 403.

8.5 External group mappings

External group mapping nepesoaut Keycloak group path B kopoTkoe nmsa external group ans

Selena grants.

3T Mmappings HYXHbl AN8 6GU3HECOBOro A0CTyna K AaHHbIM B Selena Engine. VX MOXET ObITb
CKOJIbKO YrOZHO: 3aKa3uMK cam peLlaerT, Kakme rpynnbl OTpaxkarT ero KomaHapl, genapTaMeHThbl,
NPOEKTbI M YPOBHU AoOCTyna. Hanprumep, MOXHO 3aBecTu groups /data/analytics/readers,
/data/analytics/writers, /data/developers, /data/finance/admins nnu nioobie

Apyrve paths, KOTopble COOTBETCTBYIOT MPUHATON Y 3akasuvka MoAenun f4ocTyna.

External group name crpasa - 370 KOPOTKOE TEXHNYECKOe NMS, K KOTOPOMY NMOTOM
npusA3sbiBalOTCA Selena roles. Hanpumep, Keycloak group /data/analytics/readers mMoxHO
mapped B external group analytics_readers, a 3aTem gaTb 3710l external group Selena role ¢
read-only privileges Ha HyXHble catalogs/databases/tables.

Mo ymonuanuto CM Takxe BkatovaeT fallback-strategy: FULL_PATH: kaxpgas Keycloak
group aBTOMarnyeckun nony4yaet Selena-safe external group name no full path. Hanpumep
/cm/admins ctaHoBuTcA cm_admins  a /local/selena-readers cTtaHOBUTCS
local_selena_readers. Explicit mappings HWke octaroTca override 4N C/iyvyaes, rae HYy>XHO
coxpaHuTb legacy short names.

Mpumep:
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{
"em": {
"identity": {
"external-groups": {
"fallback-strategy": "FULL_PATH",
"mappings": {
"[/ldap/selena-readers]": "ldap_selena_readers",
"[/ldap/selena-writers]": "ldap_selena_writers",
"[/local/selena-readers]": "local_selena_readers",
"[/local/selena-writers]": "local_selena_writers"
b
}
¥
}
}
MpaBuna:

o ntob6asa Keycloak group moxet nonyuntb Selena SQL role yepes derived external group;
e ucnonb3yiTe explicit mappings, ecnm HYXXHO nepenmeHoBaTb derived external group;
o external group names ucnonb3ayinte lowercase letters, digits n underscores;

o HoBas Keycloak group He gaet goctyna, noka ee derived external group He bound k Selena
role.

lMocne nameHeHns mappings o6HoBuTe CM:

helm upgrade --install selena-cm \
charts/internal/selena-cm/chart \
-n {selena_namespace} \
-f {selena_cm_values} \
--wait --timeout 10m
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8.6 Co3paTb Selena roles

curl -fsS -X POST {cm_url}/selena/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"name":"selena_readonly"}' \
| Jq

curl -fsS -X POST {cm_url}/selena/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"name":"selena_writer"}"' \
| Jq

[MpoBepuTsb:

curl -fsS {cm_url}/selena/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq

8.7 BuipaTsb privileges roles

DTOT pasfen cogepXxuT MMHMMasbHbIR npumep. MogpobHas matpuua privileges, object types,

scopes 1 TUNoBbIX OLNGOK onucaHa B Selena grants, roles n CM API.

USAGE Ha catalog:

curl -fsS -X POST {cm_url}/selena/roles/selena_readonly/grants \
-H "Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '{
"privileges": ["USAGE"],
"objectType": "CATALOG",
"objectQualifier": "default_catalog",
"scope": "OBJECT",
"withGrantOption": false
3TN
| Ja

Read-only access Ha database:
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curl -fsS -X POST {cm_url}/selena/roles/selena_readonly/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '{
"privileges": ["SELECT"],
"objectType": "TABLE",
"objectQualifier": "{database_name}",
"scope": "ALL_TABLES_IN_DATABASE",
"withGrantOption": false
AN
| Jq

Write access Ha table:

curl -fsS -X POST {cm_url}/selena/roles/selena_writer/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '{
"privileges": ["SELECT", "INSERT"],
"objectType": "TABLE",
"objectQualifier": "{database_name}.{table_name}",
"scope": "OBJECT",
"withGrantOption": false
AN
| Jq

MpoBepuTb grants:

curl -fsS {cm_url}/selena/roles/selena_readonly/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja
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8.8 NMpuBasaTtb Selena roles k external groups

curl -fsS -X POST {cm_url}/selena/external-groups/ldap_selena_readers/roles
\

-H 'Authorization: Bearer {cm_admin_access_token}' \

-H 'Content-Type: application/json' \

-d '"{"roleName":"selena_readonly"}"' \

| Jq

curl -fsS -X POST {cm_url}/selena/external-
groups/local_selena_readers/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"roleName":"selena_readonly"}' \
| Jq
curl -fsS -X POST {cm_url}/selena/external-groups/ldap_selena_writers/roles
\
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"roleName":"selena_writer"}' \
| Jq
curl -fsS -X POST {cm_url}/selena/external-
groups/local_selena_writers/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"roleName":"selena_writer"}' \
| Ja

MpoBepuTb external group:

curl -fsS {cm_url}/selena/external-groups/ldap_selena_readers/roles \
-H "Authorization: Bearer {cm_admin_access_token}' \
| Ja
Mocne cnepytowero membership refresh CM matepuannsyert ponum Ha users.

8.9 Direct SQL CLI secret

Web password Keycloak/LDAP He ucnonb3yetcs anis direct SQL. 310 oTAenbHas rpaHmua
6e3onacHocTn: Keycloak/LDAP password HyxeH ans web login u identity policies, a
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MySQL/IDBC clients ncnonbsytot CM-generated CLI secret. Tak ocHoBHo1 identity password
He nonagaet B database tools, moxeT octaBatbcsa nog SSO/MFA/password-policy KoHTposiem,

a direct SQL secret MOXHO He3aBUCMMO COPOCUTL MPU YTEUKE U YBOJIbHEHUW MOJIb30BATENA.

Monb3oBaTens nornHntes B CM n copacbiBaeT CLI secret:

curl -fsS -X POST {cm_url}/auth/login \
-H 'Content-Type: application/json' \
-d '"{"username":"{username}", "password":"{web_password}"}' \
| Jq

Ckonupyiite .accessToken n3 otBeta. Jasblie 310 {user_access_token} .

curl -fsS -X POST {cm_url}/me/cli-secret:reset \
-H 'Authorization: Bearer {user_access_token}' \

| Ja

Ckonupyite .cliSecret u3 otBeta. Janble ato {cli_secret}. Secret 60/bLUe HENb3A
npounTaTb; eCNN OH NOTEPSIH, BbINOMHATE reset CHOBaA.

lNopakntoyeHve:

mysql --protocol=TCP \
-h {selena_fe_mysqgl_host} \
-P 9030 \
-u {username} \
-p{cli_secret} \
-e "SELECT CURRENT_USER(); SHOW GRANTS;"

DBeaver u IntelliJ IDEA Database Tools ncnonb3yoT 06bl4HbIn MySQL driver:

Mone 3HauyeHue
Host {selena_fe_mysql_host}
Port 9030
User {username}

Password {cli_secret}
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MySQL clear-password plugin He HyXeH, noTomy 4TOo Selena Engine He HacTpoeH kak LDAP
client.

8.10 NpoBepka nameHeHnss membership

MpoBepka fo6aBneHUs NonbL3oBaTesns B group:

1. fo6asbTe {username} B Keycloak group, mapped Ha external group.
2. Nopoxante oguH refresh interval, 06b14HO 30s .
3. MNposepbTe snapshot:

curl -fsS {cm_url}/selena/membership-
snapshot/groups/{external_group}/members \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
4. [poBepbTE PONM NoNb3oBaTeNs:

curl -fsS {cm_url}/me/direct-sql \
-H 'Authorization: Bearer {user_access_token}' \

| Jq
5. MNposepsbTe direct SQL:

mysql --protocol=TCP \
-h {selena_fe_mysqgl_host} \
-P 9030 \
-u {username} \
-p{cli_secret} \
-e "SHOW GRANTS;"

MpoBepka yaaneHusi Nosib3oBaresst U3 group:

1. Ypanute {username} n3 Keycloak group.

2. Nopoxante oguH refresh interval.

3. Y6eguTtech, 4TO user ncyes n3 members external group.

4. YbéeauTtecb, YTO posib yaaneHa n3 /me/direct-sql M SHOW GRANTS.

MpoBepka HOBOW group:
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1. Cozpaite Keycloak group.

2. lo6aBbTe nonb3osartens B Keycloak group.

3. JoxpguTeck refresh, utobbl CM nokasasn derived external group.
4. Cospavite nnu Bblbepute Selena role.

5. MpussxuTe role k derived external group yepe3s CM Ul nnn API.
6. JloxgmTtecb materialization n nposepsTe role.

MpoBepka yaaneHusi group:

1. Y6epute nonb3osarenen ns Keycloak group nnmn yganute group.

2. floxauTecs refresh.

3. MpoBepbTe, UTo CM revoked roles, BblgaHHble Yepes 3Ty external group.
4. Tonbko nocne aToro ygansite mapping 13 CM values.
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9 lNpunemka, akcnayaTauva m
troubleshooting

DTOT AOKYMEHT UCMO/Ib3YIOT MOC/e NepBUYHON YCTaHOBKM 1 nocne upgrade. Llenb - npoBepuTs,
yto Kubernetes, Keycloak, CM, Engine, IDE, AI/IMCP, Grafana, RBAC un direct SQL pa6oTatoT
Kak ogHa cucTtema.

Bo Bcex komaHaax 3HaueHnst B oUrypHbIX CKOBKax 3aMeHSTCS BpyUYHyH. Hanpumep,

{cm_ur1} - ato public URL CM API 13 wara service exposure, a {cm_admin_access_token} -
none .accessToken n3 orBeta POST /auth/login,

9.1 NpoBepbTe Kubernetes baseline

BbinonHure:

kubectl get nodes -0 wide

kubectl get pods -A

kubectl get pods -A --field-
selector=status.phase!=Running, status.phase!=Succeeded
helm list -A

Oxnpgaemo:

 Bce nodes B cocTosiHMK Ready ;
e HET HeOXngaHHbIX pods B Pending, CrashLoopBackOff, ImagePullBackOff mnu gonrom

Terminating;

¢ Helm releases ycTtaHOBNEHbI B OXMAaeMblX hamespaces.

Ecnv ecTb non-running pods, cHayana cmotpuTe events 1 logs:

kubectl -n {namespace} describe pod {pod_name}
kubectl -n {namespace} logs {pod_name} --tail=200
kubectl -n {namespace} get events --sort-by=.lastTimestamp
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9.2 MpoBepbTe CM 1 NnnUEeH3UIO0

CM pomxkeH otBeyartb Ao yctaHoBku IDE/AI/MCP, notomy uto Engine lifecycle n bootstrap
BbINOMHAKTCA Yyepe3 CM API.

curl -fsS {cm_url}/actuator/health | jq

Oxwnpaemo: status paBeH UP,

Monyunte admin token:

curl -fsS -X POST {cm_url}/auth/login \

-H 'Content-Type: application/json' \

-d '"{"username":"{cm_admin_username}", "password":"
{cm_admin_web_password}"}' \

| ]
Ckonupyiite .accessToken; ganblue 370 {cm_admin_access_token} .

MpoBepsbTe identity u license:

curl -fsS {cm_url}/auth/me \
-H 'Authorization: Bearer {cm_admin_access_token}' \
| Jq

curl -fsS {cm_url}/license \
-H 'Authorization: Bearer {cm_admin_access_token}' \
| Jq

Oxnpgaemo:

e /auth/me Bo3BpallaeT Ballero Keycloak username,
e CmRoles cogepxut cm_admin;

« license status no3eosiseT paboTaTb C 3aWmeHHbIMKU endpoint-amu.

9.3 NpoBepbTe Engine uepes CM API

Engine yctaHaBnuBaeTcsa u ynpasnseTcs Tonbko Yyepe3d CM API. He ucnonb3yinte kubectl
scale anga wratHbix FE/CN onepauwnii: Kubernetes gomxeH BuaeTb n3MeHeHust n3 Selena
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Custom Resource, a He py4Hoit scale StatefulSet.

MpoBepbTe cTaTyc:

curl -fsS '"{cm_url}/engine/cluster/status?refresh=true' \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| jq

Oxnpgaemo:

status paBeH READY

lastApplyError nyctoit unm null;

FE 1 CN components nokasbiBatoT oxugaemoe ymcno replicas;

FE service nmeet endpoint ana SQL.

MpoBepbTe operation events, ecnv npeaplayllas KomaHaa BepHyna lastOperationId unam Bbl

TO/IbKO 4YTO 3anyckanu install/scale/restart:

curl -fsS {cm_url}/engine/cluster/operations/{operation_id}/events \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
MpoeepbTe Kubernetes pecypcbl Engine TonbKo Kak read-only AnarHoCTuky:

kubectl -n {engine_namespace} get pods, svc,pvc -0 wide

9.4 NpoBepbTe CM RBAC

Admin gomkeH Buaetb diagnostic 1 mutating endpoints:

curl -fsS {cm_url}/selena/status \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| jq

curl -fsS {cm_url}/selena/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja
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Monyunte viewer token Tak e yepe3 POST /auth/login, Ho nog nonb3oBaresiem u3

/cm/viewers. Ckonupyite .accessToken; ganbule aTo {cm_viewer_access_token}.

Viewer [o/IXeH unTaTh paspeLleHHble status endpoints, HO He AO/MKEH MeHATb Engine:

curl -i -sS -X POST {cm_url}/engine/cluster/components/cn:scale \
-H 'Authorization: Bearer {cm_viewer_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"replicas":3}'

Oxnpgaemo: HTTP 403.

Monb3oBaTenb 6e3 /cm/admins, /cm/role-admins u /cm/viewers He AO/MKEH NOMyYaTb

poctyn K protected CM API. 1na npoBepku nosyunte token Takoro nosib3oBartens U BbIMOSHUTE:

curl -i -sS {cm_url}/selena/status \
-H 'Authorization: Bearer {cm_plain_user_access_token}'

Oxunpaemo: HTTP 403 .

9.5 NpoBepbTe Keycloak token claims

MpoBepbTe, 4TO token cogepXuT cTabunbHbIn username, full group paths n HyXHbIn audience.

CHavana nony4ymte access token yepes Keycloak:

curl -fsS -X POST {keycloak_public_url}/realms/selena/protocol/openid-
connect/token \
-H 'Content-Type: application/x-www-form-urlencoded' \
--data-urlencode 'grant_type=password' \
--data-urlencode 'client_id=selena-engine' \
--data-urlencode 'client_secret={selena_engine_client_secret}' \
--data-urlencode 'username={keycloak_test_username}' \
--data-urlencode 'password={keycloak_test_password}' \

| ]
Ckonupyiite .access_token; nanbuie ato {keycloak_test_access_token} .

Pacwudpyiite payload:
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python3 -c 'import base64, json; token="{keycloak_test_access_token}";
payload=token.split(".")[1]; payload += "=" * (-len(payload) % 4);
print(json.dumps(json.loads(base64.urlsafe_b64decode(payload)), indent=2,
ensure_ascii=False))'

Oxnpgaemo:

o preferred_username coBnagaet ¢ canonical Selena username;
e groups cogepxurt full paths, Hanpumep /cm/admins;

e aud cogepxmuT selena-engine.

9.6 NpoBepbTe membership refresh n RBAC

CM He uutaeT LDAP Hanpamyto. Llenoyka Takas:

LDAP/AD -> Keycloak federation -> Keycloak groups -> CM scheduled refresh
-> CM PostgreSQL snapshot -> Selena native users and role grants

Membership refresh BkntoueH no ymonyanuto B CM. 31m values 06bI4HO He 3agatoT B minimal
profile; nepeonpenensinTe nx To/bKO ANs naMeHeHns SLA nnv lock window.

PekoMmeHayeMblIi
Property UTo o3HauaeTt

default

Product default. Bkntoyaet scheduled refresh Keycloak

CM_GROUP_FILE_REFRESH_ENABLED true .
membership.

CM_GROUP_FILE_REFRESH_INITIAL_D

10s Ckonbko CM xaeT nocne crapta nepeg nepsbiM refresh.
ELAY
CM_GROUP_FILE_REFRESH_INTERVAL  30s Kak yacto CM npoBepsieT nameHeHns membership.
CM_GROUP_FILE_FULL_RECONCILE_IN Kak yacto CM genaet nonHbliii safety reconcile gaxe 6e3

PT6H
TERVAL hash changes.

B HA Tonbko ogHa CM replica BbinonHsaeT refresh 6narogaps ShedLock. Ha 06b1uHOe
fobaBneHne nnm yaganeHve nonab3osartens u3 rpynnbl 3aknagbisaite 1-2 MUHYTbI: 3TO
nokpbiBaer interval, Keycloak Admin APl n SQL reconcile B Selena.

Ecnn external group mappings nyctble, CM nokaxeTt skipped refresh n He 6yget reconcile’'ntb
nycTou snapshot. 310 oXxngaemo A0 HACTPOIKK group mappings.

MpoBepbTe snapshot status:
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curl -fsS {cm_url}/selena/membership-snapshot/status \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja

curl -fsS {cm_url}/selena/membership-snapshot/groups \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq

Regression cLeHapum:

CueHapwii
Jo6aBunTb
nonb3oBaTens B
mapped group
Ypanutb
nosib3oBarens u3
mapped group
Co3farb HOBYIO
business group

Yaanitb group
mapping

Yaanutb rpynny B
Keycloak

JencTtBue

B Keycloak go6aBbTe {rbac_test_username} B /lda

p/selena-readers Unn gpyryto mapped group.

Y6epuTe TOro e nosb3oBaTesns U3 rpynbl.

Cosgaiite rpynny B Keycloak, fo6aBsTe mapping B
CM values n cgenaiite Helm upgrade CM.

Y6epuTte mapping n3 CM values n cgenaiite Helm
upgrade CM.

Ypanvte TeCTOBYO rpynmny nocsne yaaneHus
mapping.

MpoBepsbTe drift Ana nonb3oBarens:

curl -fsS {cm_url}/me/drift \
-H 'Authorization: Bearer {rbac_test_user_access_token}' \

| Jq

MpoBepbTe grants HanpsiMyto:

mysgl --protocol=TCP \
-h {selena_fe_mysqgl_host} \

-P 9030 \

-u {rbac_test_username} \
-p'{rbac_test_cli_secret}' \
-e "SHOW GRANTS;"
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Oxngaemo

Mocne refresh y nonb3osatens
nosiensietcs mapped Selena role.

Mocne refresh mapped role ncuesaer,
OCTaJ/IbHble PO/ He TPOorarTCs.

Mocne refresh members nonyvatot

ponb 13 mapping.

Mocne full reconcile stale access

ncyesaer.

CM refresh He pomkeH nomatb

oCTa/lbHble groups.
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9.7 MNMpoeepbTe direct SQL CLI secret

1 LDAP/AD-backed users, n Keycloak-local users ncnone3ytot Keycloak gnsa web login, HO
direct SQL password Bcerga reHepupyet CM.

Monyunte user token yepes CM login:

curl -fsS -X POST {cm_url}/auth/login \

-H 'Content-Type: application/json' \

-d '"{"username":"{sql_test_username}", "password":"
{sql_test_web_password}"}' \

| jq

Ckonupyiite .accessToken; nanblle aTo {sql_test_access_token} .

CreHepupyiite CLI secret:

curl -fsS -X POST {cm_url}/me/cli-secret:reset \
-H 'Authorization: Bearer {sql_test_access_token}' \
| Jq

Ckonupyiite .cliSecret; ganbwe 310 {sql_test_cli_secret}. 3T0 3Ha4yeHne

nokasbIiBaeTCs TOMIbKO OAUNH Pa3.

Moaknountechb cTaHgapTHeIM MySQL-compatible client:

mysgl --protocol=TCP \
-h {selena_fe_mysqgl_host} \
-P 9030 \
-u {sql_test_username} \
-p'{sql_test_cli_secret}' \
-e "SELECT CURRENT_USER(); SHOW GRANTS;"

DBeaver u IntelliJ IDEA Database Tools Ao/mkHbI Ucnosib3oBaTb 06bI4HbIM MySQL driver: host
{selena_fe_mysql_host}  port 9030, user {sql_test_username}, password
{sql_test_cli_secret}. mysql_clear_password ana LDAP password flow He HyxeH,
notomy yto Selena Engine He nogkntoyaeTcs K LDAP Hanpsimyto.
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9.8 lNpoBepbTe IDE

OTtkpoinTte {ide_public_url} B 6pay3epe.
[MpoBepbTe:

 login nepeBoaut B Keycloak realm selena;

¢ rnocse login otobpaxaetcs IDE;

e uSer BUAUT TOJIbKO Katasiorn 1 06bekThbl, pa3pelleHHble ero Selena roles;
e NPOCTOI query BbINO/IHAETCA OT MMEHU USEr, a He service account;

¢ logout Bo3BpaLllaet nosb3osartens B expected public URL, 6e3 redirect loop.

Ecnu IDE He oTKpbIBaeTcA:

kubectl -n {selena_namespace} get pods -1
app.kubernetes.io/instance=selena-ide -0 wide

kubectl -n {selena_namespace} logs deploy/selena-ide-web --tail=200
kubectl -n {selena_namespace} logs deploy/selena-ide-worker --tail=200

9.9 MNposepsbTe Al frontend, Al backend n MCP

AI/MCP cTaBATCA TONbKO nocsie Engine READY 1 POST /engine/cluster:bootstrap-auth-

rbac, notomy uto MCP gosnxeH 3HaTb FE host u runtime secret.

MpoBepbTe pods:

kubectl -n {selena_namespace} get deploy selena-ai-backend selena-ai-
frontend selena-ai-mcp -o wide

kubectl -n {selena_namespace} get pods -1
app.kubernetes.io/instance=selena-ai -0 wide

kubectl -n {selena_namespace} get svc selena-ai-mcp -0
jsonpath="'{.spec.sessionAffinity}{"\n"}"

Oxnpgaemo:

¢ backend, frontend n MCP umetoT Hy)xHOe uuncrio replicas;
e pods Ready;

o MCP service ncnono3syet ClientIP session affinity, ecnv ato BktoyeHo B values.
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MpoBepbTe backend health:
curl -fsS {ai_public_url}/api/vi/health | jq
B IDE oTkpoitte Al panel n otnpaBbTe KOPOTKWIA BONPOC, HANpumep:

show my current catalogs

Oxunpgaemo: Al oTBeyaer, a 3anpocskl k Selena nayt yepe3 MCP u impersonation.

Ecnun Al He oTBeyvaer:

kubectl -n {selena_namespace} logs deploy/selena-ai-backend --tail=200
kubectl -n {selena_namespace} logs deploy/selena-ai-mcp --tail=200

9.10 NpoBepbTe Grafana

OtkpoinTe {grafana_public_url}.

MpoBepbTe TPY NO/MbL30BATESS:

Monb3oBaTenb Keycloak membership OXxupgaembivi pesynbrat
Grafana admin /grafana/admins Bxogut kak Grafana Admin.
Grafana viewer  /grafana/viewers BxoauTt kak Grafana Viewer.

Be3 Grafana role Het /grafana/admins © /grafana/viewers [1OCTYN 3anpeLleH.

Mocne nameHeHnst membership BbinanTe n3 Grafana n Boinante cHoBa, YTobbl Grafana
nonyumna ceexuii OAuth token.

9.11 NMpoBepbTe Engine lifecycle onepauun

Bce onepauun 3anyckaiTe yepe3 CM API. INocne kaxagon onepaumm cMoTpute operation events
N PuHasbHbLIN cluster status.

311 npoBepkn MeHAKT live Engine replicas nnm nepesanyckatot cluster. Ha production
BbINOJTHANTE MX TOSIbKO €CNIN 3TO BXOAUT B acceptance scope n ectb approved maintenance

window. [na 06bl4HO read-only npyemkn AocTatouHo NpoBepuTh status/events 13 pasgena 3.
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Scale CN down:

curl -fsS -X POST {cm_url}/engine/cluster/components/cn:scale \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"replicas":2}' \
| Jq

Ckonupyiite .operationId; gasnble 310 {scale_cn_down_operation_id} .

curl -fsS
{cm_url}/engine/cluster/operations/{scale_cn_down_operation_id}/events \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
curl -fsS '"{cm_url}/engine/cluster/status?refresh=true' \

-H 'Authorization: Bearer {cm_admin_access_token}' \
| Ja

Scale CN back:

curl -fsS -X POST {cm_url}/engine/cluster/components/cn:scale \
-H "Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"replicas":3}' \
| Jq

Scale FE follower down n back BbinonHsietcsa Tem xe endpoint-om ¢ component fe. He scale-
nte FE go 0: production cluster notepset SQL entrypoint.
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curl -fsS -X POST {cm_url}/engine/cluster/components/fe:scale \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d "{"replicas":2}"' \
| Jq
curl -fsS -X POST {cm_url}/engine/cluster/components/fe:scale \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"replicas":3}' \
| Jq

Restart uepes CM:

curl -fsS -X POST {cm_url}/engine/cluster:restart \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jag
Oxnpgaemo:

 operation status ctaHoButcs APPLIED;
e cluster Bo3BpatlaeTtca B READY

* FE service u direct SQL npogos/mkatoT paboTtaTb nocsie BocCTaHOBNeHUSA replicas.

9.12 NpoBepbTe Helm values nepea upgrade

External docs ncnone3aytot customer-specific values files, co3gaHHble 13 Wab/oHOB
deploy/k8s/docs-external/values-minimal. B komaHgax Huxe {selena_cm_values} -

3TO Ball 3anosiHeHHbIM CM values file, a He wabnoH values-minimal.

helm lint deploy/k8s/charts/internal/selena-cm/chart \
-f {selena_cm_values}

helm template selena-cm deploy/k8s/charts/internal/selena-cm/chart \
-n {selena_namespace} \
-t {selena_cm_values}

Mepep production upgrade caenaiTe:
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helm upgrade --install selena-cm deploy/k8s/charts/internal/selena-cm/chart

\

-n {selena_namespace} \
-f {selena_cm_values} \

--wait \

--timeout 15m

kubectl -n {selena_namespace} rollout status deploy/selena-cm
curl -fsS {cm_url}/actuator/health | jq

Ecnn helm --wait ynan Tonbko ns-3a gonroro LoadBalancer provisioning, CHadyana nposepbsTe

peanbHble services u pods. MHorga cloud provider co3gaet LB gonblie Helm timeout;

NoBTOpPHbIA helm upgrade --install po/mkeH 3aBepwmnTbesA clean.

9.13 YacTble npob6nemsli

CumMmnToMm

CM login
Bo3BpaLlaet 401

User Bowlen B
CM, HO He
nosy4yun role

Direct SQL
password He
paboTtaet

IDE oTkpbIBaeTcH,
HO query
permission
denied

Al panel He
oTBevaeT

Grafana nocne
logout
BO3BpaLlaeT Ha

cTapyto CTpaHuLy

Engine status He
READY

LoadBalancer
services [osro
ocTarTcsa pendin

g
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YTo npoBepuUThL

Keycloak issuer, client secret selena-engine, user password, preferred_username

Full group path B token, CM group-role mapping, membership snapshot status, refresh interval.

Vicnonb3yetca N1 .clisecret U3 nocnegHero reset; nogknoyeHne naet Kk FE MySQL port 9030 ;

username coBnagaet ¢ Keycloak username.

MpoBepbTe grants nosb3oBaTtess Yepes SHOW GRANTS 1 mapped Selena roles.

MposepbTe Al backend health, MCP pods, LLM secret 1 MCP access Kk FE service.

MpoeepbTe Grafana OAuth logout URL n Keycloak client grafana redirect URIs.

CwmoTpuTe operation events, kubectl -n {engine_namespace} get pods,events, operator logs.

MpoBepbTe cloud-provider events n metadata.annotations y Bcex Service Tuna LoadBalancer .
Ecnu cTapbiii overlay 3agaBan static IP/resource-group annotations, Helm/operator MoryT He
yaamTb map keys npu nepexofe Ha null/{}; yganute stale annotations SBHO KOMaHoW kubectl

annotate svc <name> <annotation-key>- |
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[lmarHocTvka operation events:

curl -fsS {cm_url}/engine/cluster/operations/{operation_id}/events \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja
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10 Selena grants, roles n CM API

OTOT fOKYMEHT 0OBACHSAET, Kak HacTpameaTb AOCTYN K AaHHbIM B Selena Engine yepes Selena
Cluster Manager API. OH HanucaH Ans agMUHUCTPATOPOB, KOTOPbIE paHbLLe He paboTanu co
StarRocks/Selena RBAC 1 He 3HatoT, Yem oT/inyaetca privilege Ha catalog, database, table,
view, materialized view, resource v gpyrme o6bekTbl.

B Selena ucnonb3yetcsa StarRocks-compatible privilege model. 15 cnpaBky Npy NOAroToBKe
3TOro I0OKyMeHTa cBepsinnce ogomumansHbele StarRocks 4.0 pages:

o Overview of privileges

¢ Privileges supported by StarRocks
e GRANT

e Privilege FAQ

e SHOW TABLES

¢ SHOW GRANTS

BaxHo: gokymeHTaums StarRocks - upstream reference. 1151 KOHKPETHOTO BHEAPEHNS
npoBepsiiTe NoBeaeHve Ha ucnosblyemom Selena Engine image.

10.1 Mogensb pocTtyna Selena

BHewHsas production-mogenb Selena He pasgaeT npaBa HanpsAMYyo KaxxaoMy nosib3oBartesito
BPYUYHYt0. OCHOBHOW NyTb TaKOM:

Keycloak group
-> CM external group mapping
-> Selena external group
-> Selena role
-> Selena privileges/grants
-> CM materializes roles on canonical SQL users

Mpumep:
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Keycloak group: /data/analytics/readers

CM external group: analytics_readers

Selena role: analytics_readonly

Selena grants: USAGE ON CATALOG lakekeeper_iceberg
SELECT ON ALL TABLES IN DATABASE mart

SQL user: alice

Monb3oBartenb alice nosiyyaeT pPosib HE NMOTOMY, YTO PO/ib HANPAMYHO BblAasln MNOMb30BaTesto,

a noTomy y4To:

1. alice coctout B Keycloak group /data/analytics/readers;

2. CM values map'at aty group B external group analytics_readers;

3. external group analytics_readers bound Kk ponu analytics_readonly;

4. CM membership refresh materializes expected role Ha Selena SQL user alice.

CM API roles (cm_admin, cm_role_admin,K cm_viewer) He falOT AOCTyNa K faHHbIM. OHK
TO/IbKO pa3peLllatoT Bbi3biBaTb protected CM APIL. [locTyn K AaHHbIM 3aatoT Selena

roles/grants.

10.2 KTo MOXXeT MeHsATb grants

[nsa onepauunii HUWXKe Hy>xeH CM access token nonb3osartens ¢ cm_admin pau cm_role_admin,
B npumepax ncnonb3yercs:

Placeholder Yro aTto
{cm_url} Base URL CM API, Hanpumep https://cm.example.com/api/vl ,
{cm_admin_access_token} Access token nonb3oBartensa ¢ cm_admin pay cm_role_admin ,
{role_name} Selena custom role, HanprmMep analytics_readonly .

{external_group} Selena external group 3 CM mapping, Hanpumep analytics_readers .

Ecnn token eLye He nonyyen:
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curl -fsS -X POST {cm_url}/auth/login \
-H 'Content-Type: application/json' \

-d '{
"username": "{cm_admin_username}",
"password": "{cm_admin_password}"
N
| Jq

Ckonupyiite .accessToken g {cm_admin_access_token} .

10.3 BbicTpbiv happy path

MNepep 3TMM NpUMepPOM y6eanTech, UTo:

» Keycloak group yxe go6asneHa B CM external-groups.mappings;

» external group hame 13 mapping coBnagaet ¢ analytics_readers;

o catalog lakekeeper_iceberg, database mart un HyxHble tables yxe cyLlecTBytOT B
Selena.

Co3spaiite custom role:

curl -fsS -X POST {cm_url}/selena/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"name":"analytics_readonly"}"' \
| Ja

[ainte ponu goctyn K catalog:

curl -fsS -X POST {cm_url}/selena/roles/analytics_readonly/grants \
-H "Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '{
"privileges": ["USAGE"],
"objectType": "CATALOG",
"objectQualifier": "lakekeeper_iceberg",
"scope": "OBJECT",
"withGrantOption": false
3TN
| Ja

© 00O «lMnaTtdopma OaHHbIX CeneHa», 2026 114



{[)) SELENA

[aiTe ponu read access ko Bcem Tabnuuam database mart B atom catalog:

curl -fsS -X POST {cm_url}/selena/roles/analytics_readonly/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
—@) 1
"privileges": ["SELECT"],
"objectType": "TABLE",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_TABLES_IN_DATABASE",
"withGrantOption": false
AN
| Jq

MpuBshkuTe role k external group:

curl -fsS -X POST {cm_url}/selena/external-groups/analytics_readers/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '"{"roleName":"analytics_readonly"}' \
| Jq

Ecnn external group elle He nosiBnsieTcss B membership snapshot, npoBepsTe mapping v
Keycloak membership go npussasku role:

curl -fsS {cm_url}/selena/membership-
snapshot/groups/analytics_readers/members \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| jq
[MpoBepbTe grants ponu:

curl -fsS {cm_url}/selena/roles/analytics_readonly/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja

MposepbTe binding external group:
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curl -fsS {cm_url}/selena/external-groups/analytics_readers/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja

Mocne cnepytowero membership refresh CM BbigacT posb Tekywum members external group.

Ecnv role binding meHsietcs yepe3s CM API, CM cpa3sy materializes role delta gnia current

members aToli external group.

10.4 Kak untatb CM API

3T0T pasgen He 3ameHsieT Swagger. Mo/HbIi CNpaBoYHK Mo NoJAM request/response, Kogam

OLWNBOK 1 akTyasibHbIM examples HaxoguTtca B CM OpenAPI:

selena-cm/src/main/openapi/cm-api.yaml
{cm_url}/swagger-ui/index.html
{cm_url}/v3/api-docs

34ecb BaXHO MOHATb, Kakne onepauun HyXXHbl aAMUHUCTPATOPY M B KAKOM MOPsiAKE UX 06bIYHO

BbI3blBaTb.

Urto caenartb CM endpoint

[NocmoTpeTb
GET /selena/roles

roles

Co3patb
POST /selena/roles

custom role

Ypanntb
DELETE /selena/roles/{roleName}

custom role

[locmoTpeTb
GET /selena/roles/{roleName}/grants
grants role

Bbigatb
o POST /selena/roles/{roleName}/grants
privilege role

OTo3BaTb

privilege y POST /selena/roles/{roleName}/grants:revoke
role

[NocmoTpeTtb

roles external GET /selena/external-groups/{externalGroup}/roles

group
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Urto genaet B Selena

UuTaer live list roles n3 Engine.

BbINOSIHAET CREATE ROLE <roleName> .

BbINOSIHAET DROP ROLE <roleName> ,

Bo3Bpalyaer live SHOw GRANTS ans role.

BbINO/IHAET GRANT ... TO ROLE <roleName> ,

BbINoO/IHAET REVOKE ... FROM ROLE <roleName> ,

UuTaerT roles, BbigaHHble external group.
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Yrto caenartb CM endpoint Urto genaet B Selena

MpuBA3aThb BbINOMHAET GRANT <roleName> TO EXTERNAL GRO

role Kk external POST /selena/external-groups/{externalGroup}/roles UP <externalGroup> 1 cpa3sy NpuMeHsieT delta

group K TEKYLLMM users u3 snapshot.

OtBsa3arthb role BbINO/IHAET REVOKE <roleName> FROM EXTERNAL
DELETE /selena/external-groups/{externalGroup}/role

ot external GROUP <externalGroup> K cpasy NpUMeHsieT
s/{roleName}

group delta k Tekywm users 13 snapshot.

[NpoBepuTb GET /selena/membership-snapshot/status, GET /selena/ [loka3blBaeT, kakne Keycloak groups CM

snapshot membership-snapshot/groups , GET /selena/membership-s  ceilyac BUAMUT U B Kakue external groups oHu

rpynn napshot/groups/{externalGroup}/members npesBpaLleHsbl.

[MpoBepntb

cebs Kak MokasbiBaeT direct-SQL user state, expected
GET /me/direct-sql, GET /me/drift

nosb3osaren roles n pacxoxaeHua mexay expected/actual.

A

OO6blYHbIM NOPSAOK HACTPOIKN TaKoA:

1. Co3gartsb role.

2. Bbigatb role HyxHble privileges Ha catalog/database/table/view/etc.

3. MNposepuTsb grants role.

4. MNpwuea3sartb role kK external group.

5. NpoBeputb members external group B membership snapshot.

6. MpoBepuTb nosnb3oBartens Yyepes /me/direct-sql, /me/drift u direct SQL.

CM 34ecb He ABNSeTCA oTAebHON Mogenbto npaB nosepx Selena. Source of truth gns
roles/grants - Selena Engine: CM cobupaet 6e3onacHblin SQL (CREATE ROLE, GRANT, REVOKE ,
SHOW GRANTS), BbINOSIHAET ero Yyepes admin connection n Bo3spatlaer live result. NMoatomy
CMbIcn privileges poBHO TOT e, YTO y NpsAMoro Selena GRANT .

Ecnn npsimoii SQL grant paboTtaeT, HO 3KkBMBas1eHTHbIN CM request He NPOXoAnT, 3TO He
"npyrasa authorization semantics”, a bug nnu gap B nokpbiTii CM API. TUNnYHbIE NPUYNHBI
Takoro gap: CM ewe He yMeeT BblpasnTb KOHKPETHBIN Scope, object type He fobasrneH B enum,
request He npoxoauT nposepky identifier safety nnmn HyxxeH catalog context gna non-default
catalog.

10.5 Request body ana grant/revoke

POST /selena/roles/{roleName}/grants mn POST

/selena/roles/{roleName}/grants:revoke MCNOMb3YKT OAMH hopmarT:
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"privileges": ["SELECT"],
"objectType": "TABLE",
"objectQualifier": "mart.orders",
"catalog": "lakekeeper_iceberg",
"scope": "OBJECT",
"withGrantOption": false
HyXH
Mone YTo 3HaUuT
o
Cnucok Selena privilege names: SELECT | INSERT , USAGE, CREATE TABLE U1 T.4. CM HOpmanu3yeT
privile i . .
Oa casing 1 cobupaet SQL, a coBMecTMMOCTb privilege ¢ object type npoeepsieTcs Tem xe Selena
ges .
Engine, 4To 1 NpW NPSIMOM GRANT .
objectT Tun o6bekTa Selena: SYSTEM, CATALOG , DATABASE , TABLE, VIEW, MATERIALIZED_VIEW, FUNCTION,6 GLOBAL
a
ype A _FUNCTION, RESOURCE_GROUP, RESOURCE , STORAGE_VOLUME , USER.
objectQ
O6bI4  NmsA o6bekTa: catalog name, database name, db.table, storage volume name, username. [ns Sys
ualifie
HO fla TEM He MUCMO/b3yeTcs.
>
Catalog context ansi DATABASE , TABLE , VIEW, MATERIALIZED_VIEW, FUNCTION grants B non-default
catalog HeTt . .
catalog. CM nepeg GRANT/REVOKE BbINOMHAET SET CATALOG <catalog> B admin session.
scope Het Mo ymonuaHuio OBJECT . cnosnb3yeTcs ans grants suga "all tables in database”.
withGra o
H PaspeluaeT nonyyarento ganblie BblgaBaTtb Takoil privilege apyrum. [ns 06bl4HbIX data roles noutu
ntoptio eT

n

Bcerga false.

Supported scope values:

Scope Object type objectQualifier
Bce object types, kpoMe KOHKpeTHbIi object: default catalog, mart, mart.orders, sele
OBJECT
SYSTEM na_s3_volume , alice,
ALL_DATABASES DATABASE He HY>XEH.
ALL_TABLES_IN_DATABASE TABLE Database name.
ALL_TABLES_IN_ALL_DATABASE
3 TABLE He HyxXeH.
ALL_VIEWS_IN_DATABASE VIEW Database name.
ALL_MATERIALIZED_VIEWS_IN_
MATERIALIZED_VIEW Database name.
DATABASE
ALL_FUNCTIONS_IN_DATABASE FUNCTION Database name.

© 00O «lMnaTtdopma OaHHbIX CeneHa», 2026 118



{[)) SELENA

Ecnn scope Henb3sA ogHO3HaYHO npeBpatuTb B Selena SQL ansa BbibpaHHoro object type, CM
BepHeT 400. Ecnu cobpaHHbii GRANT syntactically valid gns CM, Ho privilege He noaxoaut
object type nnu target object He cyuiecTByeT, Selena Engine BepHeT Takoi e SQL error, kak
npu npsAsmomM GRANT ; CM TonbKO oTAacT ero B unified error response.

10.6 Object types u privileges

Hwxe - npaktnyeckan marpuua gna Selena/StarRocks 4.0-compatible RBAC. ALL o3Hadvaet
"Bce privileges Ha o6bekTe 3TOro TMna'", a He "Bce B K1acTtepe".

SYSTEM

SYSTEM privileges ynpasnstot cluster-level Bo3MoxHOCTAMK, a He AaHHbIMW B Tabnnuax.

Privilege 3a uto oTBevaer
CREATE RESOURCE GROUP CosgaHue resource groups.
CREATE RESOURCE Co3spaHue resources s Spark Load/external tables.

CREATE EXTERNAL CATALOG Co3faHue external catalogs.

PLUGIN YctaHoBKa 1 yganenue plugins.

REPOSITORY Backup/restore repositories.

BLACKLIST SQL blacklist n BE blacklist.

FILE File objects.

OPERATE OnepauunoHHble aeiicTeus: replicas, configs, variables, transactions, kill/query operations.

CREATE GLOBAL FUNCTION  CosgaHue global UDF.
CREATE STORAGE VOLUME Co3sgaHue storage volumes.

SECURITY Security integrations v group providers.

NODE n GRANT cyuiectBytoT B StarRocks privilege model, HO He [O/MKHbI BblAaBaTbLCA
HanpsaMyto custom roles: oHu npuHagnexar built-in administrative roles cluster_admin pn

user_admin.

CM request:

"privileges": ["CREATE EXTERNAL CATALOG"],
"objectType": "SYSTEM",
"scope": "OBJECT"
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CATALOG

Catalog - BepxHuit ypoBeHb namespace. default_catalog - internal Selena catalog. External

catalogs 06bI4HO yKa3biBatoT Ha Iceberg/Hive/Hudi/Delta u T.n.

Privileg Internal
External catalog 3a uTo oTBeyaeT
e catalog
Mo3BonseT ucnosnb3oBatb catalog Kak namespace. [na external
USAGE .D'a ﬂ'a .
catalog ato 6a3oBbIii grant no4tu ans nwboro data access.
OrpaHuyeHHo,
CREATE D
Ja 3aBUCKUT OT catalog CosgaHue databases B catalog.
ATABASE
type

HeT ana defa

DROP Ja YpaneHue external catalog.
ult_catalog

ALL Oa Ja Bce supported privileges Ha catalog.

Read-only external catalog noyTn Bcerga HaunHaeTcs C:

{
"privileges": ["USAGE"],
"objectType": "CATALOG",
"objectQualifier": "lakekeeper_iceberg"
}

Cam no cebe USAGE ON CATALOG He gaeT untatb Tabnuvubl. OH gaeT npaBo MCNo/b30BaTb
catalog, HO AN UTeHMA AaHHbIX HYXXHbI grants Ha TABLE | VIEW nnn MATERIALIZED_VIEW.

DATABASE

Database privilege ynpasnsieT camum database object n cosgaHnem 06bLekToB BHyTpK Hero. OH

He siBnsaetcs table read/write privilege.

Privilege 3a uto oTBevaer
ALTER N3meHeHne cBOICTB, rename, quotas.
DROP YpaneHve database.
CREATE TABLE CospgaHue tables B database.
CREATE VIEW Co3pgaHue views.
CREATE FUNCTION Co3sgaHue database-level UDF.

CREATE MATERIALIZED VIEW Co3pgaHve materialized views.
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Privilege 3a uTo oTBeuaer

ALL Bce database-level privileges.

Database admin role 06bI4HO TpebyeT He Toslbko ALL ON DATABASE , HO 1 object grants Ha
tables/views/materialized views/functions BHyTpu database.

Mpumep:

"privileges": ["CREATE TABLE", "CREATE VIEW"],
"objectType": "DATABASE",

"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg"
}
TABLE

Table privilege ynpasnsieT yteHnem, 3anucbio U nsmeHeHnem tables.

Privilege 3a uTo oTBevaer

SELECT YTteHue rows u3 table.

INSERT Insert/load B table. A INSERT INTO ... SELECT ... HyXeH ellle SELECT Ha source tables.
UPDATE Update rows.

DELETE Delete rows.

EXPORT Export data.

ALTER Alter table; ons external table Takxe refresh metadata no StarRocks 4.0 docs.
DROP Drop table.
ALL Bce table privileges.

Read-only Ha Bce tables database:

{
"privileges": ["SELECT"],
"objectType": "TABLE",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_TABLES_IN_DATABASE"
}
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Write Ha ogHy table:

{
"privileges": ["SELECT", "INSERT"],
"objectType": "TABLE",
"objectQualifier": "mart.orders",
"catalog": "lakekeeper_iceberg",
"scope": "OBJECT"

}

ALL_TABLES_IN_DATABASE ypno6Hee object-level grants, ecniv B database 6yayT nosiBnsaTbLCA
HoBble tables. Object-level grant Ha kOHKpeTHytO table npuBA3aH K aToMy object; npu
drop/recreate table privilege moxeT noTepsaTbCA.

VIEW

View privilege ynpasnser logical views otaenbHo oT base tables.

Privilege 3a uTo oTBeuaer

SELECT Query existing view.
ALTER Change view definition.
DROP Drop view.

ALL Bce view privileges.

Grant Ha Bce views database:

{
"privileges": ["SELECT"],
"objectType": "VIEW",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_VIEWS_IN_DATABASE"
}

[ns co3gaHus view 06bIYHO HYyXeH CREATE VIEW Ha database u SELECT Ha base tables, n3

KOTOPbIX CTPOUTCA view.

MATERIALIZED_VIEW

Materialized view privilege ynpasnsieT otaenbHbiM materialized view object.
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Privilege 3a uTo oTBeuaer

SELECT Query materialized view Hanpsamyto 1 UCNONb30BaTL ero kak acceleration target.

REFRESH Refresh materialized view.

ALTER Change materialized view.
DROP Drop materialized view.
ALL Bce materialized view privileges.

Grant Ha refresh Bcex materialized views database:

{
"privileges": ["REFRESH"],
"objectType": "MATERIALIZED_VIEW",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_MATERIALIZED_VIEWS_IN_DATABASE"
}

[ns co3ganuns materialized view HykeH CREATE MATERIALIZED VIEW Ha database v 06bI4HO
SELECT Ha base tables.

FUNCTION n GLOBAL_FUNCTION
Database-level functions u global functions nmerT NOXoXyto MoAens:

Object type Privileges 3a uTo oTBeuaer

FUNCTION USAGE , DROP | ALL Database-level UDF.

GLOBAL_FUNCTION  USAGE, DROP, ALL Global UDF.

CM noppaepxunsaeTt object types FUNCTION 1 GLOBAL_FUNCTION, Ho function signatures B
StarRocks syntax moryT Bkntovats symbols Bpoge (, ), , . Ecnm KoHKpeTHbIM function grant
Hy>xeH B production, cHa4ana npoBepbTe request Ha uenesom CM/Engine. nsa 601bLIMHCTBA
customer data-access poneit function grants He TpebytoTcs.

Grant Ha Bce functions database:
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{
"privileges": ["USAGE"],
"objectType": "FUNCTION",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_FUNCTIONS_IN_DATABASE"
}

RESOURCE_GROUP

Resource group ynpasnseT resource governance/classifiers.

Privilege 3a uto oTBevaet

ALTER Add/drop classifiers.

DROP Drop resource group.

ALL Bce resource group privileges.

O6bI4yHbIM data users 3To He HYXHO.

RESOURCE

Resource ncnonb3yerca ania Spark Load n Hekotopbix external integrations.

Privilege 3a uTo oTBevaer
USAGE Vcnonb3oBaTtb resource.
ALTER M3meHnTb resource.
DROP Ypanutb resource.
ALL Bce resource privileges.
Grant:
{

"privileges": ["USAGE"],
"objectType": "RESOURCE",
"objectQualifier": "spark_resource"
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STORAGE_VOLUME

Storage volume onucbiBaeT remote storage credentials/config ana shared-data, cloud-native
storage 1 NOXOXXMX CLieHapueB.

Privilege 3a uto oTBevyaer

USAGE Describe storage volume u set as default storage volume.
ALTER Change credentials/properties/comment/enabled status.
DROP Drop storage volume.

ALL Bce storage volume privileges.

O6bI4YHbIM query users 06bI4HO He Hy)xeH ALTER mnnn DROP Ha storage volume.

Grant:

"privileges": ["USAGE"],
"objectType": "STORAGE_VOLUME",
"objectQualifier": '"selena_s3_volume"

USER

USER object type celiyac ncnosnbsyetcs ansa IMPERSONATE .

{
"privileges": ["IMPERSONATE"],
"objectType": "USER",
"objectQualifier": "alice"

b

B Selena v1 external model He BbigaBaiiTe IMPERSONATE business roles Bpy4Hyt. CM
bootstrap n direct-SQL provisioning camu BbIAaK0T HYXHble impersonation grants configured

service users (cm, ide, ai) Ha canonical SQL users.

PIPE, WAREHOUSE, COLUMN

B upstream StarRocks privilege model ectb gononHutensHole object types Bpoge PIPE,
WAREHOUSE , COLUMN . Tekywmii public CM PrivilegeGrantRequest He nmeet objectType
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ansa Hux. Ecnm customer deployment peasibHO ncnonb3yet 3T features, Hy)XXeH OTAeNbHbI
product decision: pacwunpate CM API nnn Bectn atu grants otaenbHbiM admin SQL runbook.

10.7 TnoBble ponu

Hwxe npmBeaeHbl rotoBble fragments ana POST /selena/roles/{roleName}/grants. 1nga

BbIMO/IHEHUSA NCNOJb3YITE TOT Xe curl cpopmart, uto B quick path Bbiwe, MmeHss Tonibko JSON
body.

Read-only Ha internal database

MuHuManbHbI read-only ana default_catalog.mart:

curl -fsS -X POST {cm_url}/selena/roles/mart_readonly/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
@) 14
"privileges": ["USAGE"],
"objectType": "CATALOG",
"objectQualifier": "default_catalog"
AN
| Jq

curl -fsS -X POST {cm_url}/selena/roles/mart_readonly/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '{
"privileges": ["SELECT"],
"objectType": "TABLE",

"objectQualifier": "mart",
"scope": "ALL_TABLES_IN_DATABASE"
3NN
| Ja

Ecnv users po/mkHbl yntartb views nnn materialized views Hanpsimyto, fo6aBbTe OTAe/bHbIE
grants Ha VIEW n MATERIALIZED_VIEW,

Read-only Ha external Iceberg/Lakekeeper catalog

Ilnsa external catalog BaxxHo gath USAGE Ha catalog v nepegaBath catalog B HUXECTOSILLUX
grants:
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curl -fsS -X POST {cm_url}/selena/roles/iceberg_readonly/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '{
"privileges": ["USAGE"],
"objectType": "CATALOG",
"objectQualifier": "lakekeeper_iceberg"
AN
| Jq

curl -fsS -X POST {cm_url}/selena/roles/iceberg_readonly/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
-d '{
"privileges": ["SELECT"],
"objectType": "TABLE",

"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_TABLES_IN_DATABASE"
AN
| Jq

Writer Ha existing tables

Writer, KOTOpbIii MOXET untaTb 1 append/update/delete rows, HO He co3gaBaTh tables:

{
"privileges": ["SELECT", "INSERT", "UPDATE", "DELETE"],
"objectType": "TABLE",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_TABLES_IN_DATABASE"
}

[ns write-only ingestion service MoXHo gatb INSERT 6e3 SELECT, Ho Torga Ul preview,
validation queries 1 INSERT INTO ... SELECT ... M3 UCTOYHMKA 6€3 AONONHUTENbHbIX grants
OynyT lomMaTbCS.

Database maintainer

Maintainer, KoTopbIi MOXeT co3zaBarhb tables/views/materialized views 1 ynpaensitb 06bekTamu
BHyTpu database:
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{
"privileges": ["ALL"],
"objectType": "DATABASE",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg"
b

Mnoc oTaensHo:

{
"privileges": ["ALL"],
"objectType": "TABLE",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_TABLES_IN_DATABASE"
}

W, ecnn HyXHoO:

{
"privileges": ["ALL"],
"objectType": "VIEW",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_VIEWS_IN_DATABASE"

}

{
"privileges": ["ALL"],
"objectType": "MATERIALIZED_VIEW",
"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_MATERIALIZED_VIEWS_IN_DATABASE"

b

MpuunHa: StarRocks FAQ explicitly calls out that database privileges do not make tables
visible/readable by themselves. SHOW TABLES returns only tables where user has at least one
table privilege.
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10.8 YTo 6yAeT B CMOPHbLIX KOM6UHaLMAX

EcTb USAGE ON CATALOG, HO HeT grants Ha database/table

Monb3oBartesnib nNony4vaeT Npaso UCMNo/b30BaTb catalog namespace. Ho:

e SELECT * FROM catalog.db.table 6yget denied, notomy uto HeT SELECT Ha
table/view/materialized view;

e SHOW TABLES pans external catalog Tpebyetr USAGE Ha catalog, HO 6e3 table privileges
nosib3oBaTe b BCe paBHO He yBMAUT data objects, Ha KOTOpble Yy HEero HeT Npas;

e BI/SQL tools moryT nokasarb catalog, HO He noka3arthb tables nan He gaTb BbINO/THUTL

query.

MpakTnyecknii BbiBog: USAGE ON CATALOG - 3TO BXOAHAasA ABepb B catalog, He focTyn K
[l@aHHbIM.

EcTb grants Ha database, HO HeT grants Ha tables

Hanpuwmep role nmeer:

GRANT ALL ON DATABASE mart TO ROLE mart_admin

Ho He nmeeT:

GRANT SELECT ON ALL TABLES IN DATABASE mart TO ROLE mart_admin

Torpa role moxeT numetb database-level capabilities Bpoge create/alter/drop database nnu
create objects, Ho existing tables He cTaHOBATCA readable. 3To yacTas owmnbka: database grant
He HacnegyeTcs aBToMaTnyeckn Ha tables.

StarRocks FAQ oTaenbHO roBopuT, YTO SHOW TABLES npu ALL ON DATABASE MOXET HUYEro He

BEPHYTb, €C/IN USer He umeeT privileges Ha camu tables.

EcTb grants Ha tables, Ho HeT database-level CREATE TABLE

Hanpumep role umeer:
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GRANT SELECT, INSERT ON ALL TABLES IN DATABASE mart TO ROLE mart_writer

Ho He nmeeT:

GRANT CREATE TABLE ON DATABASE mart TO ROLE mart_writer

Torpa role moxet untarb/nucarb existing tables no table grants, HO He MOXeT co3aaBaTb HOBblE
tables B database. 310 HopmasibHasA Mmogenb A5 ingestion users, KOTOPbIM HeNMb3A MEHATL
schema.

EcTb CREATE TABLE ON DATABASE, HO HeT table grants

Role moxeT co3gaBsath tables B database, HO 3TO He 3aMeHsIeT grants Ha YTeHue, insert, update,
delete nnu export gaHHbIX. A5 operational simplicity 06b14HO cpasy ao6asnstoT table-level
grant pattern, Hanpumep ALL_TABLES_IN_DATABASE, ecnu role geicTBUTeNIbHO ABSETCA
maintainer'om atoro database.

EcTb table SELECT, HO HeT catalog USAGE Ha external catalog

He penaiite Tak B production. Ha external catalogs StarRocks docs otaenbHo TpebytoT USAGE
Ha cooTBeTCcTBYyloWEM external catalog o metadata operations Bpoge SHOW TABLES. [axe
ecnu kakoii-To fully-qualified query npoinaet Ha koHKpeTHoW Bepcumn, SQL clients, Ul metadata

browsing n SET CATALOG 6yayT BeCTU cebs Henpeackasyemo 4J18 Nosb30BarTens.

MpakTuyecknii BbiBOA,: ANns external catalog Bceraa BbigaBaiTe:

USAGE ON CATALOG <catalog>
SELECT/INSERT/... ON TABLE ... with catalog context
EcTb INSERT, HO HEeT SELECT

Takol user MOXeT 6bITb Write-only ingestion actor. Ho:

e OH He CMOXEeT npoyunTaTb rows 4J/15 NPOBEPKY;

e MHorue Ul tools cHavana genatT SELECT /metadata queries n 6yayT BbIrsaeTb
"cnomaHo";

o INSERT INTO target SELECT ... FROM source Tpebyer SELECT Ha source.
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[na human writer 06b14HO BblgaBainTe SELECT BmecTe ¢ INSERT.

EcTb SELECT Ha table, HO HeT SELECT Ha view

View - oTAebHbIN object type. Ecnn nonb3oBaTtensb AO/MKEH query'uTb view, Bblgante SELECT
Ha VIEW wnam ALL_VIEWS_IN_DATABASE . Table grants He aBNsTCA grants Ha view.

EcTb SELECT Ha view, HO HeT direct SELECT Ha base table

Takoi pattern MoXeT ObITb Nosie3eH kak controlled access yepes curated views. Mepep,
production use npoeepbTe Ha LenieBoM Selena Engine image, notomy yTo view/base-table

authorization details moryT 3aBuceTb OT Bepcum 1 Tuna catalog.

EcTb REFRESH Ha materialized view, HO HeT SELECT

REFRESH nossonset refresh operation, HO He 03Ha4aeT, YTO MosIb30BaTe/lb MOXET YnTaTb
materialized view. nsa uteHust HyxxeH SELECT Ha MATERIALIZED_VIEW.

Role bound Kk external group, Ho user He nony4yaeT access

[NpoBepbTe NO Lenoyke:

. Keycloak user peanbHO cocTtouT B expected group.
. Group path coeBnagaet c key B cm.identity.external-groups.mappings.

. Mapping yka3biBaeT Ha TOT e {external_group}, K koTopoMy bound role.

A W N

. GET /selena/membership-snapshot/groups/{externalGroup}/members cogepxut
user.

5. GET /me/drift pgnsa user nokasbiBaeT expected role.

6. Ecnu drift ecTb, goxanteco refresh nnmn eeinonHute user login/CLI reset path, koTopbiii

triggers reconcile.
Role nmeeT grants, HoO user BUAWUT no permission

[MpoBepbTe:

e role peiicTBuTENbHO Materialized Ha SQL user: SHOW GRANTS unn GET /me/direct-sql;

e CM npwu reconcile Bbi3biBaeT SET DEFAULT ROLE ALL TO '<username>'@'%', Ho cTapas
SQL session morna ctaptoBaTb A0 U3MEHEHUS roles;

¢ nepenogkntounte MySQL/JDBC session;
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e MpoBepbLTE, YTO grant BblAaH Ha HYXHbIin catalog/database/table, a He Ha 06BbEKT C
MOXOXMM UMeHeM B Apyrom catalog.

10.9 Revoke n ynaneHue

Revoke privilege c role:

curl -fsS -X POST {cm_url}/selena/roles/analytics_readonly/grants:revoke \
-H 'Authorization: Bearer {cm_admin_access_token}' \
-H 'Content-Type: application/json' \
@) 14
"privileges": ["SELECT"],
"objectType": "TABLE",

"objectQualifier": "mart",
"catalog": "lakekeeper_iceberg",
"scope": "ALL_TABLES_IN_DATABASE"
AN
| Jq

Revoke role from external group:

curl -fsS -X DELETE \

{cm_url}/selena/external-
groups/analytics_readers/roles/analytics_readonly \

-H 'Authorization: Bearer {cm_admin_access_token}' \

| jg
Delete role:

curl -1 -sS -X DELETE {cm_url}/selena/roles/analytics_readonly \
-H 'Authorization: Bearer {cm_admin_access_token}'

Mepepn yaaneHnem role cHavyana cHumuTe external group bindings n nposepebTe, YTO role He
Hy>XHa gpyrum rpynnam. Ecnum role ncnons3syetcsa B grants/bindings, Selena moxeT BepHyTb SQL
error.

10.10 NpoBepKa pe3ynbTaTa

MpoBepuTh role grants yepes CM:
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curl -fsS {cm_url}/selena/roles/{role_name}/grants \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jq
MpoBepuTb external group roles:

curl -fsS {cm_url}/selena/external-groups/{external_group}/roles \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Ja
MpoBepuTb members external group:

curl -fsS {cm_url}/selena/membership-
snapshot/groups/{external_group}/members \
-H 'Authorization: Bearer {cm_admin_access_token}' \

| Jg
MpoBepuThL TEKYLLENO NOMb30BaTENS:

curl -fsS {cm_url}/me/direct-sql \
-H 'Authorization: Bearer {user_access_token}' \

| Jq
curl -fsS {cm_url}/me/drift \

-H 'Authorization: Bearer {user_access_token}' \
| Jq

MpoBepuThb direct SQL:

mysql --protocol=TCP \
-h {selena_fe_mysqgl_host} \
-P 9030 \
-u {username} \
-p{cli_secret} \
-e "SELECT CURRENT_USER(); SELECT CURRENT_ROLE(); SHOW GRANTS;"

Ecnn npoBepsieTe external catalog:
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mysql --protocol=TCP \

-h {selena_fe_mysqgl_host} \

-P 9030 \

-u {username} \

-p{cli_secret} \

-e "SET CATALOG lakekeeper_iceberg; SHOW TABLES FROM mart; SELECT * FROM
mart.orders LIMIT 1;"

10.11 NMpakTnyeckne npaBuna

* YnpaBnsinTe data access yepes roles u external groups, a He NpsAMbIMK USer grants.

o [na external catalog Bcerga BbigaBarite USAGE ON CATALOG njitoc KOHKpPeTHble grants Ha
tables/views/materialized views.

» He cuntalite database grant 3ameHoi table grants.

e 1na read-only human users 06bIYHO Hy>XHbl USAGE ON CATALOG, SELECT ON TABLE, a
ec/1 Ncnonb3yrTcs views/MVs - otaesibHble SELECT ON VIEW n SELECT ON
MATERIALIZED_ VIEW.

o [1na writers 06bIYHO HY>XHbl SELECT 1 INSERT ; UPDATE/DELETE BbligaBaiiTe TO/IbKO ec/v
3TO peasibHO TpebyeTcs.

e WITH GRANT OPTION He HyXeH 00bl4HbIM business roles.

e Built-in roles root, cluster_admin, db_admin, user_admin, security_admin He
ncnonb3yiTe Kak business data roles.

e [locne nameHeHusi group membership yuntbiBalite refresh interval CM.

» [locne n3meHeHus grants nepenogkitoyainte long-lived SQL sessions npun npoeepke.

e [pn comHeHnn cmoTpuTe live grants yepe3s CM usin SHOW GRANTS | a He TO/bKO
values/config.
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11 CoctaB noctaBku (Delivery Kit
Contents)

Delivery-kit BkntoyaeTt Helm charts u MuHuMmanbHble values-gaitnibl. Charts genarcsa Ha ase
rpynnel: internal (npoayktoBble KOMMOHEHTLI Selena) n external (vendored open-source

3aBNCUMOCTN).

[na nonyveHus delivery-kit o6pawaiitecb no agpecy info@selena-lakehouse.ru.

11.1 Internal charts

Chart Manka Ha3HaueHue
selena- charts/internal/selen Kubernetes Operator n CRD gnia ynpaeneHus Engine clusters. He co3gaér
operator a-operator/ FE/BE/CN, TONIbKO PerMcTpupyeT TUMbl pecypcos.
charts/internal/selen )
selena-cm v Selena Cluster Manager — API gnia ynpaenexus Engine, nuueHaunsvu, RBAC.
a-cm
. charts/internal/selen
selena-ide T Selena IDE — web-unHTepdeiic, scheduler n worker.
a-l1de
. charts/internal/selen
selena-ai Al backend, Al frontend 1 Selena MCP.
a-ai/

selena-tls- charts/internal/selen
TLS-TepMyHaums 1 NpokcMpoBaHue 415 KOMNOHEHTOB Selena.
proxy a-tls-proxy/

Kaxapili internal chart cogepxur:

chart/ — Helm chart (Chart.yaml, templates, values.yaml)

README.md — KpaTKoe onucaHve 415 BHeApeHua
SOURCE.md — nCTOYHUK 1 Bepcus (o149 internal — ccblsika Ha BHYTPEHHWNIA peno3nTopuii)

SELENA_DEPLOY .md — nowiaroBasi MHCTPYKLMS YCTaHOBKM

11.2 External charts

External charts cTaBATCS TONIbKO €Cnin y 3aKa3vuuka HeT roTOBOro cepsuca. Ecnv cepsuc yxe
ecTb — B values nepepgatorca ero endpoint n credentials.

O6a3aTenbHble

Chart Manka Ha3HaueHune

PostgreSQL charts/external/postgres/ OcHoBHas B/} ona CM, Keycloak, IDE, Al. Upstream: bitnami/postgresql.
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HasHauyeHue

charts/external/keycloak/ Identity provider (OIDC/OAuch)_ Upstream: codecentric/keycloakx .

HasHaueHue

Dev/demo LDAP-cepsep a5 federation ¢ Keycloak. Upstream: helm-openldap/op

enldap-stack-ha ,

S3-compatible object storage operator. Upstream: minio-operator/operator .

S3 tenant (6akeTbl, NONNTUKKM). Upstream: minio-operator/tenant .

Iceberg REST catalog. Upstream: lakekeeper/lakekeeper .

MoHnuTopuHr: Prometheus Operator, Prometheus, Alertmanager, Grafana, kube-
state-metrics, node-exporter, Upstream: prometheus-community/kube-prometheus-st

In-cluster Vault onsa npumepos/gemo. Upstream: hashicorp/vault .

Chart Manka
Keycloak
OnuuoHasibHble
Chart Manka
charts/external/ope
OpenLDAP
nldap/
MinlO charts/external/min
Operator io/operator/
MinlO charts/external/min
Tenant io/tenant/
charts/external/lak
Lakekeeper
ekeeper/
kube-
charts/external/kub
prometheus
e-prometheus-stack/
-stack ack
charts/external/vau
Vault
1t/

Kaxapii external chart cogepxur:

e chart/ — vendored upstream Helm chart

e README.md — onucaHue ans BHegpeHua

e SOURCE.md — WUCTOYHUK, BEpPCUA, KOMaHaa 06HOB/IEHUS

e SELENA_DEPLOY.md — nowarosasi MUHCTPYKLUMA yCTaHOBKN ANns Selena

11.3 Values-minimal

B nocTaBKy Takxe BXOAAT MUHUMa/IbHble values-halinb! ans 6bIcTPoli yCTaHOBKM BCEX

KOMIMOHEHTOB:

docs-external/values-minimal/*.yaml

OHM cnyxaT oTnpaBHOIA Toukoii. 1A production 3ameHNUTe Bce Secrets 1 NpoBepkTe resource

limits, image tags, URL.

11.4 NMopAapoK yCTaHOBKU

1. External (o6s3atesnibHble): PostgreSQL, Keycloak.

2. External (onunoHanbHble): OpenLDAP, MinlO, Lakekeeper, kube-prometheus-stack, Vault.
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3. Internal: selena-operator, selena-cm.
4. Bootstrap Engine yepe3 CM API.
5. Internal: selena-ide, selena-ai, selena-tls-proxy.

Moapo6GHbIe NOLLAroBble MHCTPYKLMN — B OCTas/IbHbIX JOKYMEHTaxX 3TOro pykoBOACTBA.
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12 Values-prod — camopgocTtaTouHble
values gns production

®daiinbl 30ecb = CoAepPXUMoe

../values-minimal/ nnaroc prod-THOHUHI pa3meLeHmns

(resources requests/limits, tolerations, 1 3aKOMMEHTUPOBaHHbIE

nodeSelector /affinity). Kaxabli dhaiin camogocTaTtoyeH — nogknoyaeTcs ogHum -,

BTOPOWA (haiinn He HyXeH.

12.1 Kak npymeHaTb

OanH -f Ha uapTt. MNMepekntoyeHne dev « prod — 370 NPOCTO CMEHA ANPEKTOPUN:

# dev / MUHMUMAa/IbHbIG MPOPU/b

helm install selena-cm {chart_path} -f ../values-minimal/selena-cm-
values.yaml

# production
helm install selena-cm {chart_path} -f ../values-prod/selena-cm-values.yaml

VmeHa chbaiinos B values-minimal/ n values-prod/ coBnagatot, MO3TOMY B CKpUNTE

[l0CTATOYHO OAHOW NepemMeHHOoM ¢ NYTEM K ANPEKTOPUMN.

BusHec-norvnka, URL-bl 1 Secrets B 0601x Habopax NAeHTUYHbl — OT/INYAETCA TOSTbKO

6nok --- prod tuning ---.Ecnu npaBute URL/Secret, cMHXpoHM3MpyliTe 0ba dhaina

(unn reHepupyiite values-prod n3z values-minimal).

12.2 YTO aKTUBHO, @ YTO 3aKOMMEHTUPOBAaHO

Bnok

resources

toleratio

ns

nodeSelec

tor

affinity

CocTtosiHue

aKTUBEH, KOHKPETHbIE

CTapToBbIE YMC/1a

aKTUBEH, C nnericxongepamm

3aKOMMeHTpoBaH

3aKOMMeHTpoBaH

Mouemy
BesonaceH npv Nt060M 3HAYEHUN; YNCIa — CTapTOBas TOUKa Moj
npasky.
Toleration Ha HecyLLecTByOLLMiA taint 6e3BpeeH, NoAbl He TIOMaKTCS.
HesanonHeHHbIi label ocTaBuT noAbl B Pending . PackOMMeHTUpyiiTe
nocne 3aMeHbl.

TpebyeT label'oB KOHKpETHOro YapTa/knacrtepa; HeBepHoOe 3Ha4YeHne
6nokmpyet scheduling.
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12.3 Nnencxonaepsbl

3ameHuTe nepep yctaHoBkol (popmat {var}):

Placeholder 3HaueHue
{node_label_key} / {node_label_value} Label y3no0B LeneBoro node pool, Hanpumep workload=selena .

{node_taint_key} / {node_taint_value} Taint y3/10B LENeBOro node p00|, Hanpumep dedicated=selena .

Mntoc Bce 06blYHbIE NNencxongepbl oCHOBHOrO guide ({storage_class}, {registry}, URL-bI

Keycloak n T.4.) — OHM yHacnegoBaHbl U3 minimal-yacTu.

12.4 I'ae Kakou KJiloY (CXxemMa y HapToB pa3Has)

YapTt resources scheduling
postgres primary.resources primary. *
keycloak resources (top) top-level
minio-operator operator.resources operator.*
minio-tenant tenant.pools[0].resources per-pool
Iakekeeper catalog.resources catalog.*
openldap resources (top) top-level
vault server.resources server.*
kube-prometheus— prometheus.prometheusSpec / alertmanager.alertmanagerSpec / grafana / promet

Te Xe scope'bl
stack heusOperator

selenaOperato
selena-operator selenaOperator.resources

r-*
selena-cm resources (top) top-level

. top-level
selena-ide web/worker/scheduler.resources

(obLwme)

. top-level
selena-ai components.{backend, frontend, mcp}.resources

(o6wue)

12.5 CTapToBble resources — He pUHaNbHbIE

Uncna — pasymHas oTrnpaBHas Touka Ans cpegHero prod-cteHaa; npasbte no akTy (kubectl
top pod, meTpuku Prometheus). HoaHchl:

o JVM (Keycloak, CM): memory limit gosmkeH 6bITb 3aMeTHO 60/bLue heap ( -Xmx), nHauve
OOMKill.
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« Stateful (PostgreSQL, MinlO): CPU limit moxer throttle'nTb noa NMKOM — 4acTo
OCTaBNAKT TO/IbKO requests + memory limit.

¢ node-exporter (kube-prometheus-stack): He nMHHUTE — DaemonSet Ha BCe y3/bl.

e minio-tenant: minimal-reomeTtpus 1 server / 1 volume = HeT erasure coding; ansa prod =4

[INCKOB.

12.6 YTo ewyé cTtonT ycunutb ans prod (He BXOAUT B 3TU
dannbi)

PodDisruptionBudget; topologySpreadConstraints; priorityClassName ; HPA/autoscaling
Ans stateless; securityContext/podSecurityContext ; managed/HA PostgreSQL + 63kanbl
BMmecTo standalone-SPOF; Prometheus retention/Thanos; NetworkPolicy; startupProbe ans

Mea/1IeHHbIX JVM.

12.7 Keycloak — values

®aiin values gnsa yaprta keycloak.
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keycloak-values.yaml

# Wvs Keycloak Service/StatefulSet pgnsa komaHg M3 3TOW [OKYMeHTaUuu.
fullnameOverride: selena-keycloak

# Public hostname Keycloak, pgosxeH coBnagatb c issuer, redirect u logout
URLs.

args:
# Production start mode Keycloak.
- start
# BctaBbTe BHewHwii URL Keycloak, Hanpumep https://keycloak.example.com.
- --hostname={keycloak_public_url}

# PaspewaeT paboty 3a Ingress/LB, rge Host npuxogut 4depe3 proxy headers.
- --hostname-strict=false

# Realm URL posxeH 6biTb “{keycloak_public_url}/realms/selena’, 6e3 legacy
“Jauth .
http:
# "/" ybupaeT cTapbii prefix “/auth® u3 nyb6an4dHeix Keycloak URLS.
relativePath: "/"

# HacTpoiiku proxy-aware pexuma Keycloak.
proxy:
# Keycloak 4yntaet X-Forwarded-* headers ot Ingress/LB.
mode: xforwarded
# TLS 00bIHHO 3aBepliaeTcs cHapyxu, BHYyTpu knactepa Keycloak crnywaeT HTTP.
http:
# Bksmw4daeT HTTP listener BHyTpu Kubernetes.
enabled: true

# Kubernetes Service Keycloak.

service:
# OTK/mo4YaeT oTgesibHeli HTTPS service port B minimal profile.
httpsPort: null

# Bootstrap admin 4yunTaeTcsa u3 Secret, 4Tob6bL Naposb He siexas B values.yaml.
extragnv: |
- name: KC_BOOTSTRAP_ADMIN_USERNAME
valueFrom:
secretKeyRef:
name: selena-keycloak-admin
key: admin-user
- name: KC_BOOTSTRAP_ADMIN_PASSWORD
valueFrom:
secretKeyRef:
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name: selena-keycloak-admin
key: admin-password

# MogkwdyeHne Keycloak k PostgreSQL.
database:
# Selena deployment wucrnonb3yeT PostgreSQL kak persistent storage
Keycloak.
vendor: postgres
# DNS/service host PostgreSQL.
hostname: "{postgres_service_host}"
# PostgreSQL port.
port: 5432
# Database gn1a Keycloak.
database: keycloak
# DB user, co3gaHHbiti bundled PostgreSQL chart-om.
username: selena
# Secret ¢ DB password.
existingSecret: selena-keycloak-db
# Key BHyTpu Secret c DB password.
existingSecretKey: password

# --- prod tuning (resources/scheduling) ---
# Keycloak — JVM. memory limit pgosixeH 6bITb 3amMeTHO 6osibwe heap (-Xmx),
nHa4ye OOMKIill.
# Cornacynite ¢ JAVA_OPTS_APPEND.
resources:
requests:
cpu: "1"
memory: "1Gi"
limits:
cpu: "2"
memory: "2Gi"
# Toleration 6e3BpegeH, fgaxe ec/n taint He 3ajaH.

#tolerations:

# - key: "{node_ taint_key}"

# operator: "Equal"

# value: "{node_taint_value}"

# effect: "NoSchedule"

# PacKOMMEHTUPYHTE rocsie 3aMeHbl M/1elcXo14epoB (MHadye rnog ocTtaHeTcs
Pending).

# nodeSelector:

# "{node_label_key}": "{node_label value}"

# Ansa HA 3agarte soft podAntiAffinity no hostname u:

# replicas: 2

# podDisruptionBudget:
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# minAvailable: 1
# affinity: {}

12.8 Kube-prometheus-stack — values

daiin values ansa yapta kube-prometheus-stack.
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kube-prometheus-stack-values.yaml

# CtabusibHoe uMss monitoring resources.
fullnameOverride: selena-monitoring

# CRD Prometheus Operator.
crds:

# true ctaBut ServiceMonitor/PodMonitor/PrometheusRule CRD BmecTe C
chart.

enabled: true

# Prometheus server.
prometheus:
# Crneunpmkaums Prometheus instance.
prometheusSpec:
# CKO/IbKO XpaHuTb metrics history.
retention: 15d
# --- prod tuning: resources/scheduling Prometheus (macwTtabupyeTcsi cC
yucsiom series) ---
resources:
requests:
cpu: "500m"
memory: "2Gi"
limits:
cpu: "2"
memory: "4Gi"
tolerations:
- key: "{node_taint_key}"
operator: "Equal"
value: "{node_taint_value}"
effect: "NoSchedule"
# nodeSelector:
# "{node_label_key}": "{node_label_value}"
# affinity: {}
# false nossonset Prometheus BugeTb ServiceMonitor un3 Selena
namespaces.
serviceMonitorSelectorNilUsesHelmvValues: false
# false nossosnsiet Prometheus BugeTb PodMonitor n3 Selena namespaces.
podMonitorSelectorNilUsesHelmValues: false
# false nossonset Prometheus BugeTb PrometheusRule n3 Selena
namespaces.
ruleSelectorNilUsesHelmValues: false
# false nosBossieT Prometheus BugeTb Probe mn3 Selena namespaces.
probeSelectorNilUsesHelmValues: false
# false nosBosnsiet Prometheus BugetTb ScrapeConfig n3 Selena namespaces.

HOH R B R
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scrapeConfigSelectorNilUsesHelmValues: false
# {} pa3pewaet uckatb ServiceMonitor BO Bcex namespaces.
serviceMonitorNamespaceSelector: {}
# {} pa3pewaet uckatb PodMonitor BO BCcex namespaces.
podMonitorNamespaceSelector: {}
# {} pa3pewaet uckatb PrometheusRule Bo Bcex namespaces.
ruleNamespaceSelector: {}
# {} pa3pewaet uckatb Probe BO Bcex namespaces.
probeNamespaceSelector: {}
# {} pa3pewaeT uckaTb ScrapeConfig BO BCex namespaces.
scrapeConfigNamespaceSelector: {}
# Persistent storage Prometheus.
storageSpec:
# PVC template gna Prometheus TSDB.
volumeClaimTemplate:
# PVC spec.
spec:

# StorageClass KnacTepa.

storageClassName: "{storage_class}"

# 3anpawvBaemble pecypchl PVC.

resources:

# 3anpoleHHbii pa3mep AuCKa.
requests:

{[)) SELENA

# Pa3mep Prometheus TSDB gnd bundled minimal profile.

storage: 64Gi

# Alertmanager.
alertmanager:
# Crnieympmkaumsa Alertmanager instance.
alertmanagerSpec:
# --- prod tuning: resources/scheduling Alertmanager ---
resources:
requests:
cpu: "50m"
memory: "128Mi"
limits:
cpu: "200m"
memory: "256Mi"
tolerations:
- key: "{node_taint_key}"
operator: "Equal"
value: "{node taint_value}"
effect: "NoSchedule"
# nodeSelector:
# "{node_label_key}": "{node_label _value}"
# affinity: {}

H R R B R
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# Persistent storage Alertmanager.
storage:
# PVC template pgns Alertmanager data.
volumeClaimTemplate:
# PVC spec.
spec:
# StorageClass KsacTtepa.
storageClassName: "{storage_class}"
# 3anpawvBaemble pecypchsl PVC.
resources:
# 3anpoleHHblti pa3smep AWCKa.
requests:

# Pasmep Alertmanager PVC gn1a bundled minimal profile.
storage: 8Gi

# Grafana UI.

grafana:
# CtabusbHoe uMmsA Grafana resources.
fullnameOverride: selena-grafana

# --- prod tuning: resources/scheduling Grafana ---
resources:
requests:
cpu: "100m"
memory: "256Mi"
limits:
cpu: "500m"
memory: "512Mi"
tolerations:

- key: "{node taint_key}"
operator: "Equal"
value: "{node_ taint_value}"
effect: '"NoSchedule"
# nodeSelector:
# "{node_label_key}": "{node_label _value}"
# affinity: {}
# Recreate n3beraet o4HOBpPeMeHHOIr 0 MOHTWUPOBAaHWA o04HOro RWO PVC gBymMs pod-
amu .
deploymentStrategy:
# Strategy deployment-a Grafana.
type: Recreate
# Local admin user Grafana.
admin:

HOH O B R

# Secret ¢ admin username/password.
existingSecret: selena-grafana-admin
# Key BHyTpu Secret c¢ admin username.
userKey: admin-user
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# Key BHyTpu Secret c admin password.
passwordKey: admin-password
# Secret env vars pgnsa Grafana.
envVvValueFrom:
# OAuth client secret Hesnb351 xpaHuTb B ConfigMap.
GF_AUTH_GENERIC_OAUTH_CLIENT_SECRET:
# Key bepetcs n3 Kubernetes Secret.
secretKeyRef:
# Secret c¢ Keycloak client secret gnsa client “grafana’.
name: selena-grafana-keycloak-client
# Key BHyTpu Secret.
key: client-secret
# Persistent storage Grafana.
persistence:
# true coxpaHseT dashboards/settings mexagy restart-amu.
enabled: true
# StorageClass KsnacTtepa.
storageClassName: "{storage_class}"
# Pasvmep PVC Grafana.
size: 16Gi
# Grafana INI config.
grafana.ini:
# Public server URL.
server:
# Public root URL Grafana, pgosixeH coBnagatb ¢ Keycloak
redirect/logout URLSs.
root_url: "{grafana_public_url}/"
# User defaults.
users:
# true aBTomaTu4yecku pgobassisieT OAuth users B default org.
auto_assign_org: true
# bazoBasi po/ib; Strict role mapping Huxe 3anpeTuT Bxoa 6e3 Grafana
role.
auto_assign_org_role: Viewer
# 06wmne HacTporikm auth.
auth:
# true yb6upaet local login form, 4T06b BXOZ Obl/1 TO/ILKO Yepes
Keycloak.
disable_login_form: true
# true cpa3y oTnpaB/sieT rnosib3oBaTtesii B Keycloak OAuth flow.
oauth_auto_login: true
# Local basic auth.
auth.basic:
# false 3anpewaet basic auth B UI.
enabled: false
# Anonymous auth.
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auth.anonymous:
# false 3anpewaet aHOHUMHbIF [OCTYI.
enabled: false
# Generic OAuth provider Keycloak.
auth.generic_oauth:
# true Bks/mo4aeT Bxog 4epe3 Keycloak.
enabled: true
# Wms provider-a Ha cTopoHe Grafana.
name: Keycloak
# true pa3pewaeT co3gaBaTb Grafana user npu nepBom OAuth login.
allow_sign_up: true
# Keycloak client id pgns Grafana.
client_id: grafana
# Grafana nogcrtassseT secret m3 env; 310 He shell placeholder.
client_secret: $__env{GF_AUTH_GENERIC_OAUTH_CLIENT_SECRET}
# 0IDC scopes, KoTopwle Grafana 3anpawvBaetT y Keycloak.
scopes: openid profile email
# Browser authorization endpoint Keycloak.
auth_url: "{keycloak_public_url}/realms/selena/protocol/openid-
connect/auth"
# Token endpoint Keycloak.
token_url: "{keycloak_public_url}/realms/selena/protocol/openid-
connect/token"
# UserInfo endpoint Keycloak.
api_url: "{keycloak_public_url}/realms/selena/protocol/openid-
connect/userinfo"
# Logout redirect c¢ client_id u post_logout_redirect_uri.
signout_redirect_url: "
{keycloak_public_url}/realms/selena/protocol/openid-connect/logout?
client_id=grafana&post_logout_redirect_uri={grafana_login_ur1l_encoded}"
# true Bkw4YaeT PKCE pgns OAuth code flow.
use_pkce: true
# Mapping Keycloak realm roles B Grafana org role.
role_attribute_path: contains(realm_access.roles[*], 'grafana_admin')
&& 'Admin' || contains(realm_access.roles[*], 'grafana_viewer') && 'Viewer'
N
# true 3anpewaeTt Bxof Mosib3oBartesio 6e3 grafana_admin/grafana_viewer .
role_attribute_strict: true
# Claim email n3 Keycloak.
email_attribute_path: email
# Claim username u3 Keycloak.
login_attribute_path: preferred_username
# Claim display name mn3 Keycloak.
name_attribute_path: name

# Selena dashboards, nocTtaBsisiembie BMecTe Cc chart.
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selenaDashboards:
# true yctaHaB/inBaeT Selena dashboards ConfigMaps.
enabled: true
# Default folder B Grafana.
folder: Selena
# Cnncok dashboard ConfigMaps.
items:
# Platform overview dashboard.
- name: selena-platform-overview-dashboard
# JSON dashboard file BHyTpu chart.
file: dashboards/selena-platform-overview.json
# Folder dashboard-a B Grafana.
folder: Selena
# Engine dashboard.
- name: selena-engine-dashboard
# JSON dashboard file BHyTpu chart.
file: dashboards/selena-engine-dashboard. json
# Folder dashboard-a B Grafana.
folder: Selena Engine

# --- prod tuning: Prometheus Operator (HoBbili top-level 6/710K) ---
prometheusOperator:
resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "200m"
memory: "256Mi"
# tolerations:
# - key: "{node_taint_key}"
# operator: "Equal"
# value: "{node_taint_value}"
# effect: "NoSchedule"

# nodeSelector:
# "{node_label_key}": "{node_label_value}"
# affinity: {}

# node-exporter — DaemonSet, posmxeH uaTu Ha BCE y37bl (BKk/aw4as tainted),
noaTomy

# He 3agaBaliTe eMmy nodeSelector. [lpy Heo6Xo04UMOCTU paclwnpPbLTE €ro
tolerations:

# prometheus-node-exporter:

#  resources:

# requests: { cpu: "50m", memory: "64Mi" }

# limits: { cpu: "200m", memory: "128Mi" }
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# tolerations:
# - operator: "Exists"

12.9 Lakekeeper — values

®aiin values gna yapta lakekeeper .
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lakekeeper-values.yaml

# CtabunbHoe uMmsi Lakekeeper Service/Deployment 4718 KoOMaHfg W3 3TOM
AOKYyMeHTaumu .
fullnameOverride: selena-lakekeeper

# BCTPOEHHbIi PostgreSQL n3 Lakekeeper chart BbIK/OYEH: WCMO/Ib3YETCS 06unii
PostgreSQL.
postgresql:

# false o3HayaeT wucnosb3oBaTb externalDatabase.* .

enabled: false

# MogknwdeHne Lakekeeper K PostgreSQL.
externalDatabase:
# Twun BHewHev DB.
type: postgres
# Read host PostgreSQL.
host_read: "{postgres_service_host}"
# Write host PostgreSQL.
host_write: "{postgres_service_host}"
# PostgreSQL port.
port: 5432
# Database pgn1a Lakekeeper.
database: lakekeeper
# Secret ¢ DB username.
userSecret: selena-lakekeeper-db
# Key BHyTpu Secret c¢ DB username.
userSecretKey: postgresql-user
# Secret c DB password.
passwordSecret: selena-lakekeeper-db
# Key BHyTpm Secret c DB password.
passwordSecretKey: postgresql-password

# Backend pgnsa cekpetoB Lakekeeper.
secretBackend:
# Postgres backend xpaHut Lakekeeper secrets B DB.
type: Postgres
# HacTtporikn Postgres secret backend.
postgres:
# Secret co stable encryption key.
encryptionKeySecret: selena-lakekeeper-postgres-encryption
# Key BHyTpn Secret c encryption key.
encryptionKeySecretKey: encryptionKey

# --- prod tuning (resources/scheduling) ---
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# Lakekeeper catalog — stateless; peninku
(catalog.replicas).
catalog:
resources:
requests:
cpu: "250m"
memory: "512Mi"
limits:
cpu: "1"
memory: "1Gi"
# Toleration 6e3BpegeH, fgaxe ecsu taint
# tolerations:
# - key: "{node_taint_key}"
# operator: "Equal"
# value: "{node_taint_value}"
# effect: "NoSchedule"

b6e3onacHo macuwrtabmupoBaThb

He 3afaH.
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# PacKOMMEeHTUpPY/HTe rnocsie 3ameHbl r1eicxongepoB (MHadye nog ocTaHeTcCs

Pending) .
# nodeSelector:
# "{node_label_key}":
# affinity: {}

12.10 Minio-operator — values

®aiin values gnsa yapta minio-operator .
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minio-operator-values.yaml

# MinIO Operator pa6oTaeT Ha upstream chart defaults.
# ITOT ¢aiinn HaMepeHHO He COAEpPXUT overrides: 3aka3uynk HUYero He 0653aH

MEHSATH .
# Ecnn HyxeH private registry/mirror, pgobaBbTe clga operator.image.” .

# --- prod tuning (resources/scheduling) ---
# MinIO Operator — nérkui control-plane KOHTpo//iep.
operator:
resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "200m"

memory: "256Mi"
# Toleration 6e3BpegeH, fgaxe ec/n taint He 3ajaH.
tolerations:

- key: "{node_taint_key}"

operator: "Equal"

value: "{node_taint_value}"

effect: '"NoSchedule"
# PacKOMMEHTUPYHTe noc/ie 3aMeHbl M1eicxongepoB (MHavye rnog octaHeTcs

Pending).

# nodeSelector:
# "fnode_label_key}": "{node_label _value}"
# affinity: {}

12.11 Minio-tenant — values

®daiin values gnsa yapta minio-tenant.
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minio-tenant-values.yaml|

# MinIO Tenant paet S3-compatible storage pgns Selena lakehouse cuyeHapueB.
tenant:

# CTabusbHoe uMmsA tenant-a.

name: selena-minio

# Secret ¢ MinIO root credentials.

configSecret:
# WUmsi Secret, KOTOpbIi co3gaeTcs agmuHucTpaTopom o Helm install.
name: selena-minio-env-configuration
# true rosoput chart-y wucnonb3oBaTb yxe cywecTBytwnii Secret.
existingSecret: true

# Storage pools tenant-a.
pools:
# Minimal pool: oguH server u oguH volume.
- servers: 1
# Wms pool-a.
name: pool-0
# KonndecTtBO volumes Ha server.
volumesPerServer: 1
# Pa3mep kaxgoro PVC.
size: 64Gi
# StorageClass Knacrtepa.
storageClassName: "{storage_class}"
# --- prod tuning (resources/scheduling) ---
# BAXHO: pecypcel/pa3mvenjeHne MinIO Tenant 3agawTcss BHYTPU pool.
# Minimal-reovetpua = 1 server / 1 volume (HeT erasure coding). [
prod >=4 AUCKOB.

resources:
requests:
cpu: "500m"
memory: "2Gi"
limits:

# CPU limit Ha storage moxeT throttle'wtb nog nukom I/0 — npu
Heob6xoaumocTn ybepurte.
cpu: "2"
memory: "4Gi"
# Toleration 6e3BpejeH, fgaxe ec/n taint He 3ajgaH.
tolerations:
- key: "{node_taint_key}"
operator: "Equal"
value: "{node_taint_value}"
effect: "NoSchedule"
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# PacKOMMEHTUPYHTE rocsie 3aMeHbl rjencxonigepos (nHadye rnog ocTtaHeTcs
Pending).

# nodeSelector:

# "fnode_label_key}": '"{node_label value}"

# affinity: {}

# Buckets, KoTopble HyXHbl Selena stack.
buckets:
# oo6wnii bucket pgns Selena artifacts/examples.
name: selena
# Warehouse bucket gns lake/iceberg data.
- name: warehouse

# MinIO users, KOTopble co3gacT tenant.

users:
# User Secret posxeH cywecTBoBaTb U cogepxaTb access/secret keys.
- name: selena-minio-user

12.12 Openldap — values

®aiin values gns yapta openldap.
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openldap-values.yaml

# OpenLDAP npuBeseH kak rnpumep A8 test/demo; B production 06bIYHO
ncnonb3yrite LDAP/AD 3aka34quka.

# CTabunbHoe uMmsi OpenLDAP Service/StatefulSet gns KomaHg u3 3TOM
JAOKyMeHTaunu .
fullnameOverride: selena-openldap

# 06bwmne LDAP settings chart-a.
global:
# LDAP domain, Hanpumep example.org; chart npeobpa3yet ero B base DN.
ldapDomain: "{ldap_domain}"
# Secret c¢ LDAP admin/config passwords.
existingSecret: selena-openldap-auth

# 0guH pod gocTatodyHo A715 demo LDAP.
replicaCount: 1

# LDAP replication oTtkswodeHa B demo profile.
replication:
# false ynpouwaet test/demo ycTaHOBKY .
enabled: false

# Kubernetes Service OpenLDAP.
service:

# LDAPS port OTK/o4YeH, noTomMy 4TOo demo LDAP ncrno/sib3yeTcsA TO/IbKO BHYTpu
KnacTtepa.

enableSslLdapPort: false

# LDAP runtime env vars g8 demo profile.
env:
# no oTk/awyaet TLS listener B demo LDAP.
LDAP_ENABLE_TLS: "no"

# Persistent storage LDAP data.
persistence:
# StorageClass KsnacTepa.
storageClass: "{storage_class}"
# Pasmep PVC LDAP demo directory.
size: 16Gi

# LTB password self-service UI.

ltb-passwd:
# false, noTomy 4YTO Mo/sib30oBaTesin BXoAAaT 4depe3 Keycloak, a He 4epes
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oTAesbHbIi LDAP UI.
enabled: false

# phpLDAPadmin UI.

phpldapadmin:
# false, utobbl minimal profile He ny6svkoBasna vwHWE LDAP admin UI.
enabled: false

# --- prod tuning (resources/scheduling) ---
# HanomuHaHue: OpenLDAP 3pzecb demo. B production o06k4HO rnogkawdawT LDAP/AD
3aKa34uKa.

resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "500m"

memory: "512Mi"
# Toleration 6e3BpefeH, fgaxe ecniu taint He 3agaH.

#tolerations:

# - key: "{node_taint_key}"

# operator: "Equal"

# value: "{node_taint_value}"

# effect: "NoSchedule"

# PacKoMMeHTUpyHTe rocsie 3aMeHbl /1efcxongepos (MHaydye rog ocrtaHeTcs
Pending) .

# nodeSelector:

# "{fnode_label_key}": "{node_label_value}"

# affinity: {}

12.13 Postgres — values

®daiin values gnsa yaprta postgres.
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postgres-values.yaml

# CTabusbHoe uMmsi PostgreSQL Service/StatefulSet gns komaHg M3 3TOM
JAOKYMeHTaumnm .
fullnameOverride: selena-postgres

# PostgreSQL users/passwords.
auth:
# Application DB user, KOTOpwIM 6yayT rno/sib3oBatbcsi Selena components.
username: selena
# Default DB, koTopyw chart co3gaeT rnpu rnepBoM cTapTe.
database: selena
# Secret c PostgreSQL passwords.
existingSecret: selena-postgres-auth

# Primary PostgreSQL node.
primary:
# Persistent storage primary node.
persistence:
# StorageClass KsnacTtepa.
storageClass: "{storage_class}"
# Pasmep PVC PostgreSQL gns bundled minimal profile.
size: 64Gi
# Init scripts BbIMO/IHAKNTCSA TO/ILKO pu nepBoMm co3gaHun DB volume.
initdb:
# Habop SQL scripts.
scripts:
# CKpunt co3gaeT databases, koTopble HyxHbl bundled Selena stack.
01-create-selena-databases.sql: |
SELECT 'CREATE DATABASE keycloak'
WHERE NOT EXISTS (SELECT FROM pg_database WHERE datname =
'"keycloak')\gexec

SELECT 'CREATE DATABASE lakekeeper'
WHERE NOT EXISTS (SELECT FROM pg_database WHERE datname =
'lakekeeper')\gexec

SELECT 'CREATE DATABASE selena_cm'
WHERE NOT EXISTS (SELECT FROM pg_database WHERE datname =
'selena_cm')\gexec

SELECT 'CREATE DATABASE selena_ide'

WHERE NOT EXISTS (SELECT FROM pg_database WHERE datname =
'selena_ide')\gexec
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SELECT 'CREATE DATABASE selena_ai'
WHERE NOT EXISTS (SELECT FROM pg_database WHERE datname =
'selena_ai')\gexec

GRANT ALL PRIVILEGES ON DATABASE keycloak TO selena;

GRANT ALL PRIVILEGES ON DATABASE lakekeeper TO selena;
GRANT ALL PRIVILEGES ON DATABASE selena_cm TO selena;
GRANT ALL PRIVILEGES ON DATABASE selena_ide TO selena;
GRANT ALL PRIVILEGES ON DATABASE selena_ai TO selena;

# --- prod tuning (resources/scheduling) ---
# Bitnami no ymosndaHuio cTaBuT resourcesPreset: "nano'", ABHbIi resources
ero repeKkpesiBaerT.

resources:
requests:
cpu: "500m"
memory: "1Gi"
limits:

# CPU limit Ha B[ moxeT Bbi3biBaTb throttling nog nukom — rpu
Heob6xoaumocTn ybepurte.
cpu: "2"
memory: "4Gi"
# Toleration 6e3BpegeH, fgaxe ec/n taint He 3ajgaH.
#tolerations:
# - key: "{node_taint_key}"
# operator: "Equal"
# value: "{node_taint_value}"
# effect: "NoSchedule"
# PacKOMMEHTUPYHTE rocsie 3aMeHbl M/1eicxXo14epoB (MHaydye rnog ocTaHeTcs
Pending).
# nodeSelector:
# "{node_label_key}": '"{node_label value}"
# Bitnami yxe BK/aw4YaeT podAntiAffinityPreset: soft. [Ans XECTKOro
pasHeceHus :
# affinity: {}

12.14 Selena-ai — values

®daiin values gns yapra selena-ai.
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selena-ai-values.yaml

# Secret pgna pgoctyna K private registry; yaaaute 6/10K, ec/v registry
ny6/INYHBIN .
imagePullSecrets:

# Wvmsa docker-registry Secret B namespace Selena applications.

- name: selena-registry

# Selena AI chart ctaBuT backend, frontend u MCP.
components:
# Backend xpaHnT AI sessions, rposepseT auth w Bbi3biBaeT LLM/MCP.
backend:
# 06pa3 Selena AI backend.
image:
# Repository AI backend image; MeHSVTe, e€C/iM UCMO/Ib3YEeTe BHYTPEHHWI
registry/mirror.
repository: "hub.selena.sh/selena/selena-ai-backend"
# TouHbii release tag AI backend image, KOTOpbI/i Bbl yCcTaHaB/IMBaeTe.
tag: "5.0.15"
# To/IbKO rnapameTpbli, KOTopble 3aBUCAT OT LLM provider v URL-0B Bawero
CTeHa.
env:
# Base URL LLM provider endpoint.
AI_BACKEND_LLM_BASE_URL: "{1lm_base_ur1}"
# Wvms LLM model, koTopyw 6ypet ucrosib3oBatb AI Agent.
AI_BACKEND_LLM_MODEL: "{llm_model}"
# Public issuer Keycloak realm, oxugaembiti backend B user tokens.
AI_BACKEND_AUTH_ISSUER_URL: "{keycloak_public_url}/realms/selena"
# Browser authorization endpoint Keycloak pgns AI login/callback.
AI_BACKEND_AUTH_AUTHORIZATION_URL: "
{keycloak_public_url}/realms/selena/protocol/openid-connect/auth"
# Internal token endpoint Keycloak gns OAuth code exchange.
AI_BACKEND_AUTH_TOKEN_URL: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/token"
# Internal JWKS endpoint pgns nposepku JWT signatures.
AI_BACKEND_AUTH_JWKS_URL: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/certs"
# Public logout endpoint Keycloak.
AI_BACKEND_AUTH_LOGOUT_URL: "
{keycloak_public_url}/realms/selena/protocol/openid-connect/logout"
# Redirect URI, 3aperucTtpupoBaHHbii B Keycloak client ‘selena-ai .
AI_BACKEND_AUTH_REDIRECT_URI: "{ai_public_url}/api/vi/auth/callback"
# Kyga otnpaBisTb browser nocse ycnewHoro AI login.
AI_BACKEND_AUTH_POST_LOGIN_REDIRECT_URI: "{ai_public_url}/"
# Kyna otnpaBrsiTb browser nocne logout.
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AI_BACKEND_AUTH_POST_LOGOUT_REDIRECT_URI: "{ai_public_url}/"
# Browser-reachable AI iframe URL an1sa cookies, redirects u CORS.
AI_BACKEND_AUTH_FRONTEND_URL: "{ai_public_url}"
# PasapelleHHbIi origin IDE, OTKyga browser MoxeT obpaumatbcs K AI
backend.
AI_BACKEND_CORS_ORIGINS: "{ide_public_url}"
# Secret env vars pgnsa backend.
secrets:
# Wms Kubernetes Secret c¢ DB URL, LLM key n OIDC secrets.
existingSecret: selena-ai-secrets
# Keys un3 Secret, kotopble chart npobpocuT Kak env vars.
envKeys:
# PostgreSQL connection string AI backend.
- AI_BACKEND_DATABASE_URL
# API key LLM provider; He xpaHuTcs B ConfigMap.
- AI_BACKEND_LLM_API_KEY
# Secret Keycloak browser client “selena-ai’.
- AI_BACKEND_AUTH_CLIENT_SECRET
# Stable encryption key ana AI tokens/sessions.
- AI_BACKEND_AUTH_TOKEN_ENCRYPTION_KEY
# --- prod tuning: resources backend ---
resources:
requests:
cpu: "250m"
memory: "512Mi"
limits:
cpu: "1"
memory: "1Gi"

# Frontend otpgaet browser UI AI Agent.
frontend:
# 06pa3 Selena AI frontend.
image:
# Repository AI frontend image,; MeHslTe, €C/iM WUCIO/Ib3yeTe BHYTPEHHW
registry/mirror.
repository: "hub.selena.sh/selena/selena-ai-frontend"
# TouHbli release tag AI frontend image, KOTOpbIFi Bbl yCcTaHaB/IMBaeTe.
tag: "5.0.19"

# --- prod tuning: resources frontend ---
resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "300m"

memory: "256Mi"
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# MCP server wucnosiHseT AI tool calls B Selena.
mcp:
# 06pa3 Selena MCP.
image:
# Repository MCP image, MeHSHTe, €eC/iM UCMO/Ib3yeTe BHYTPEHHW
registry/mirror.
repository: "hub.selena.sh/selena/selena-mcp"
# TouHblli release tag MCP image, KOTOPpbIi Bbl yCcTaHaB/IMBaeTe.
tag: "latest"
# To/lbKO napameTpsl, KOTopble 3aBuCAT OT Engine cluster m Keycloak URL-
0B.
env:
# Internal FE service DNS Selena Engine.
MCP_SELENA_HOST: "selena-prod-fe-service.
{engine_namespace}.svc.cluster. local"
# Internal JWKS endpoint pgna npoBepku JWT, KOToOpble rnpuxogsat B MCP.
MCP_KEYCLOAK_JWKS_URL: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/certs"
# Public issuer Keycloak realm, oxugaembii MCP.
MCP_KEYCLOAK_ISSUER: "{keycloak_public_url}/realms/selena"
# Secret env vars gn1sa MCP.
secrets:
# Wvmss Kubernetes Secret c impersonator password.
existingSecret: selena-ai-secrets
# Keys un3 Secret, KoTopele chart npobpocuT Kak env vars.

envKeys:
# Password ‘"ai_impersonator_all”, koTopbii CM 3arnosiHUT rocsie Engine
bootstrap.
- MCP_SELENA_IMPERSONATOR_PASSWORD
# --- prod tuning: resources mcp ---
resources:
requests:
cpu: "250m"
memory: "512Mi"
limits:
cpu: "1"

memory: "1Gi"

# --- prod tuning: obuee pa3meueHne Bcex nogoB AI ---
# Toleration 6e3BpegeH, fgaxe ec/n taint He 3ajgaH.
#tolerations:

# - key: "{node_taint_key}"

# operator: "Equal"

# value: "{node_taint_value}"
# effect: "NoSchedule"
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# PacKOMMEHTUPYHTEe rocsie 3aMeHbl rjencxongepos (mnHadye rodel octaHyTcs
Pending).

# nodeSelector:

# "fnode_label_key}": '"{node_label value}"

# affinity: {}

# topologySpreadConstraints: []

12.15 Selena-cm — values

®aiin values gnsa yaprta selena-cm.
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selena-cm-values.yaml

# 06pa3 Selena Cluster Manager.
image:
# Repository CM image, MeHSIiTe, €C/in UCIO/b3YyeTe BHYTPEHHWI
registry/mirror.
repository: "hub.selena.sh/selena/selena-cm"
# To4yHbli release tag CM image, KOTOpPbIFi Bbl yCTaHaB/IMBAETE.
tag: "5.0.85"

# Secret pgnsa goctyna K private registry; yganute 670K, ec/in registry
ny6/INYHBIN .
imagePullSecrets:

# Wmsi docker-registry Secret B namespace Selena applications.

- name: selena-registry

# TO/IbKO napameTpbl, KOTopble 3aBuCAT OT URL-0B Bawero cTeHia.
config:
# Env vars, koTopble nonagyT B CM ConfigMap.
env:

# Internal Keycloak token endpoint pgnsa user password login.

CM_KEYCLOAK_TOKEN_URI: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/token"

# Public Keycloak logout endpoint pgnsa browser logout.

CM_KEYCLOAK_LOGOUT_URI: "
{keycloak_public_url}/realms/selena/protocol/openid-connect/logout"

# Internal JWKS endpoint pgns npoBepku JWT signatures.

CM_KEYCLOAK_JWKS_URI: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/certs"

# Public issuer,; po/ieH ToYHO coBragatb ¢ claim "iss” B Keycloak token.

CM_KEYCLOAK_ISSUER_URI: "{keycloak_public_url}/realms/selena"

# Internal token endpoint gns service account “selena-cluster-manager -
api’ .

CM_KEYCLOAK_ADMIN_TOKEN_URI: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/token"

# Internal Keycloak Admin API base URL, oTkyga CM uuTaeT users/groups.

CM_KEYCLOAK_ADMIN_BASE_URI: "
{keycloak_internal_url}/admin/realms/selena"

# Public IDE endpoint

CM_UI_IDE_URL: "{ide_public_ur1}"

# Public Grafana endpoint

CM_UI_GRAFANA_URL: "{grafana_public_url}"

# Business mappings: 34eCb agMUHUCTPATOP OnuchiBaeT cBou Keycloak groups.
extragnv:
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# SPRING_APPLICATION_JSON HyxeH A5 map-ksodei ¢ /B Keycloak group

paths.
- name: SPRING_APPLICATION_JSON
value: |
{
"em": {
"identity": {

"external-groups": {

"mappings": {
"[/local/selena-readers]": "local_selena_readers",
"[/local/selena-writers]": "local_selena_writers"

}

by

3
"security": {

"group-role-mappings": {
"[/cm/admins]": "cm_admin",
"[/cm/role-admins]": "cm_role_admin",
"[/cm/viewers]": "cm_viewer"

}

b
}
¥

# Secret env vars pgs14 CM.
secrets:
# Wms Kubernetes Secret c DB password, Keycloak client secrets u
encryption key.
existingSecret: selena-cm-secrets
# Keys u3 Secret, KoTopele chart npobpocuT kak env vars.
envKeys:
# JDBC URL CM PostgreSQL.
- CM_DB_URL
# Username CM PostgreSQL.
- CM_DB_USER
# Password CM PostgreSQL.
- CM_DB_PASSWORD
# Secret Keycloak client “selena-engine’.
- CM_KEYCLOAK_LOGIN_CLIENT_SECRET
# Secret Keycloak client ‘“selena-cluster-manager-api .
- CM_KEYCLOAK_ADMIN_CLIENT_SECRET
# Base64 encryption key pgns CM secrets B DB.
- CM_ENCRYPTION_KEY_BASE64
# WNpeHTugukaTtop akTUBHOro encryption key.
- CM_ENCRYPTION_KEY_ID
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# --- prod tuning (resources/scheduling) ---
# CM — JVM/Spring. memory limit AgosixeH O6biTb 3aMeTHO b6o/ibie heap (-Xmx),
nHa4ye OOMKIill.
# B chart no ymonyaHuwio replicaCount: 2 (HA 4yepe3 PostgreSQL snapshot +
ShedLock) .
resources:
requests:
cpu: "2"
memory: "2Gi"
limits:
cpu: "4"
memory: "4Gi"
# Toleration 6e3BpegeH, fgaxe ec/n taint He 3ajaH.

#tolerations:

# - key: "{node_taint_key}"

# operator: "Equal"

# value: "{node_taint_value}"

# effect: "NoSchedule"

# PacKOMMEHTUPYHTE rocsie 3aMeHbl M/1eicXo14epoB (MHadye rnog octaHeTcs
Pending).

# nodeSelector:

# "fnode_label_key}": "{node_label _value}"

# [nsa pa3HeceHus 2 penauk no y3/niam (ny4dwe — topologySpreadConstraints):
# affinity: {}

# topologySpreadConstraints: []

12.16 Selena-ide — values

®daiin values gns yaprta selena-ide.
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selena-ide-values.yaml

# 06pa3 Selena IDE.
image:
# Repository IDE image,;, MeHSHNTE, €C/iM UCMO0/Ib3yeTe BHYTPEHHW
registry/mirror.
repository: "hub.selena.sh/selena/selena-ide"
# To4yHbli release tag IDE image, KOTOpPbLIF Bbl yCTaHaB/IMBaeTe.
tag: "5.0.23"

# Secret pgna pgoctyna K private registry; yaaaute 6/10K, ec/v registry
ny6/INYHBIN .
imagePullSecrets:

# Wmsi docker-registry Secret B namespace Selena applications.

- name: selena-registry

# To/IbKO rnapameTpbl, KOTopble 3aBuCcAT OT URL-oB Ballero cteHga v uMeHu Engine
cluster.
config:
# Env vars, KoTopsble nonagyT B IDE ConfigMap.
env:
# Public URL IDE; pgosnxeH coBrnagatb ¢ Keycloak redirect URI.
PUBLIC_URL: "{ide_public_ur1}"
# Public issuer Keycloak realm, oxwugaembiti IDE.
IDE_KEYCLOAK_ISSUER_URL: "{keycloak_public_url}/realms/selena"
# Browser authorization endpoint Keycloak.
IDE_KEYCLOAK_AUTHORIZATION_URL: "
{keycloak_public_url}/realms/selena/protocol/openid-connect/auth"
# Internal token endpoint pgna IDE OAuth exchange.
IDE_KEYCLOAK_TOKEN_URL: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/token"
# Internal JWKS endpoint pgns npoBepku JWT.
IDE_KEYCLOAK_JWKS_URL: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/certs"
# Public Keycloak logout endpoint.
IDE_KEYCLOAK_LOGOUT_URL: "
{keycloak_public_url}/realms/selena/protocol/openid-connect/logout"
# Token endpoint pgns service client ‘selena-ide-service .
IDE_SERVICE_TOKEN_URL: "
{keycloak_internal_url}/realms/selena/protocol/openid-connect/token"
# Internal FE service DNS gns SQL execution.
IDE_SELENA_HOST: "selena-dev-fe-service.
{engine_namespace}.svc.cluster.local"
# Browser-reachable AI iframe URL, koTopbii IDE OTKpbIBaeT 0/1b30BaTE/.
AI_AGENT_URL: "{ai_public_ur1}"
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extraEnv:
- name: OAUTHLIB_INSECURE_TRANSPORT
value: "1"

- name: WS_CORS_ALLOWED_ORIGINS
value: "{ide_public_url}"

# Secret env vars pgna IDE.

secrets:
# Wma Kubernetes Secret c¢ IDE secrets u impersonator password.
existingSecret: selena-ide-secrets
# Keys un3 Secret, KoTopele chart npobpocuT kak env vars.
envKeys:

#

#

#

Flask/session signing key.

FLASK_SECRET_KEY

PostgreSQL connection string IDE.

DATABASE_CONN

Secret Keycloak browser client “selena-ide’.
IDE_KEYCLOAK_CLIENT_SECRET

Stable encryption key pans IDE tokens/sessions.
IDE_TOKEN_ENCRYPTION_KEY

Password “ide_impersonator_all , koTopbii CM 3ano/iHWT nocse Engine

bootstrap.

#

#

#ooo -

IDE_SELENA_IMPERSONATOR_PASSWORD

Secret Keycloak service client “selena-ide-service .
IDE_SERVICE_CLIENT_SECRET

Optional key pgnsa BcTpoeHHoro IDE assistant.
OPENAI_API_KEY

prod tuning (resources/scheduling) ---

# B aTOM 4YapTe resources 3agakTcs 10 Bopkrioagam (web/worker/scheduler),
# a nodeSelector/tolerations/affinity — obuue Ha BepxHeM YpPOBHE.

web:

resources:
requests:

cpu: "1"
memory: "1Gi"

limits:

cpu: "2"
memory: "2Gi"

worker:
resources:
requests:

cpu: "1"
memory: "1Gi"

limits:
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cpu: "2"

memory: "2Gi"
scheduler:

resources:
requests:
cpu: "500m"
memory: "512Mi"
limits:

cpu: "1"

memory: "1Gi"
# 06buwee pasmeweHve g5 Bcex rnogos IDE. Toleration 6e3BpefeH, Jaxe ec/u
taint He 3ajgaH.
#tolerations:
# - key: "{node_taint_key}"
# operator: "Equal"
# value: "{node_taint_value}"
# effect: '"NoSchedule"
# PacKOMMEHTUPYHTE [oc/ie 3aMeHbl M/1eicXo14epoB (nMHadye rnogbl oCTaHyTCS
Pending).
# nodeSelector:
# "{node_label_key}": "{node_label_value}"
# affinity: {}
# topologySpreadConstraints: []

12.17 Selena-operator — values

®aiin values gns yapta selena-operator.
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selena-operator-values.yaml

# HacTtporikn Selena Engine operator.
selenaOperator:
# 06pa3 operator controller.
image:
# Repository operator image, MeHsTe, €C/IM WUCMNO/Ib3YyeTe BHYTPEHHUI
registry/mirror.
repository: "hub.selena.sh/selena/operator"
# Tou4HbIi tag operator image, coOrsiacoBaHHbIi C MoA[EPKNBAEMON Bepcuel
Engine CRD.
tag: "latest"
# Secret pgna pgoctyna K private registry; ypanuTe 6/10K, ec/v registry
ny6/INYHBIN .
imagePullSecrets:
# Wvsa docker-registry Secret, co3gaHHOro B namespace operator-a.
- name: selena-registry

# --- prod tuning (resources/scheduling) ---
resources:
requests:
cpu: "100m"
memory: "128Mi"
limits:
cpu: "500m"

memory: "512Mi"

# Toleration 6e3BpegeH, fgaxe ec/u taint He 3ajaH.
# tolerations:
# - key: "{node_taint_key}"
# operator: "Equal"
# value: "{node_taint_value}"
# effect: "NoSchedule"

# PacKOMMEHTUpPYHTe fnoc/ie 3aMeHbl M/1eicxongepoB (MHavye rnog ocrtaHeTcs
Pending).

# nodeSelector:

# "{fnode_label_key}": "{node_label_value}"

# affinity: {}

12.18 Vault — values

®daiin values gnsa yaprta vault .
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vault-values.yaml

# Bundled Vault optional. B production 4Yaue wncrnosib3yetcss customer-managed
Vault.

# CtabunbHoe ums Vault Service/StatefulSet gns komaHg m3 3TON AOKYMEHTaLWW.
fullnameOverride: selena-vault

# Vault Agent Injector He HyxeH minimal Selena stack.
injector:
# false oTk/mo4yaet mutating webhook injector.
enabled: false

# Vault server.
server:
# Persistent storage Vault.
dataStorage:
# StorageClass KnacTtepa.
storageClass: "{storage_class}"
# Pasmep PVC Vault.
size: 20Gi

# --- prod tuning (resources/scheduling) ---
resources:
requests:
cpu: "250m"
memory: "256Mi"
limits:
cpu: "500m"

memory: "512Mi"
# Toleration 6e3BpejeH, fgaxe ec/n taint He 3ajgaH.
# tolerations:
- key: "{node_taint_key}"
operator: "Equal"
value: "{node taint_value}"
effect: "NoSchedule"
# PacKOMMEHTUPYHTE roc/sie 3aMeHbl M/1elcXo14epoB (MHaydye rnog ocTaHeTcs
Pending).
# nodeSelector:
# "{node_label_key}": "{node_label value}"
# Ansa prod-HA Vault o6b4HO BK/wdawT raft + podAntiAffinity; cm.
AOKyMeHTauu 4dapra.
# affinity: {}

H R R R

# Vault UI service.
ui:
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# true co3gaet Service g8 Vault UI/API.
enabled: true
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